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A  REVIEW  OF  ARMS  EXPORT  LICENSING 


WEDNESDAY,  JUNE  15,  1994 

U.S.  Senate, 
Subcommittee  on  Federal  Services,  Post  Office, 
AND  Civil  Service,  Committee  on  Governmental  Affairs, 

Washington,  DC. 

The  Subcommittee  met,  pursuant  to  notice,  at  9:36  a.m.,  in  room 
SD-342,  Dirksen  Senate  Office  Building,  Hon.  David  Pryor,  Chair- 
man of  the  Subcommittee,  presiding. 

Present:  Senator  Pryor. 

OPENING  STATEMENT  OF  SENATOR  PRYOR 

Senator  Pryor.  Good  morning,  ladies  and  gentlemen.  We  wel- 
come all  of  you  this  morning  to  this  hearing. 

Today,  we  are  going  to  examine  a  small  part  of  a  multi-billion 
dollar  industry,  which  is  the  global  arms  trade.  Today,  the  United 
States  is  currently  the  leading  exporter  of  arms.  We  exported 
roughly  $33  billion  in  arms  last  year,  which  was  triple  the  $11  bil- 
lion exported  in  1991.  In  fact,  the  United  States  accounted  for  56 
percent  of  the  conventional  arms  exports  to  the  Third  World  in 
1992. 

Most  of  these  exports  are  made  on  a  govemment-to-govemment 
basis.  They  are  handled  by  the  Pentagon  through  a  program  called 
Foreign  Military  Sales.  We  refer  to  this  as  FMS. 

However,  a  very  important  part  of  the  U.S.  arms  exports  leave 
the  country  under  commercial  licenses,  approved  either  by  the  De- 
partment of  State  or  the  Department  of  Commerce.  The  State  De- 
partment receives  over  50,000  applications  a  year  to  export  U.S. 
munitions  and  weapons. 

The  purpose  of  this  morning's  hearing  is  to  revisit  an  issue  that 
I  first  looked  at  in  1987.  That  was  7  years  ago,  it  is  hard  to  beheve. 
In  fact,  the  very  first  hearing  I  held  as  Chairman  of  this  Sub- 
committee was  an  investigation  into  the  arms  licensing  function  at 
the  Department  of  State. 

At  that  particular  time,  we  discovered  that  the  State  Department 
office  responsible  for  this  duty,  the  Office  of  Munitions  Control, 
OMC,  did  not  even  check  to  see  if  a  person  applying  for  an  arms 
export  license  was  a  criminal.  OMC  witnesses  stated  they  did  not 
check  to  see  if  the  potential  arms  exporter  had  been  convicted  of 
treason  or  not  or  had  committed  some  other  felony. 

Needless  to  say,  I  found  this  to  be  an  outrage.  Not  only  did  OMC 
not  check  to  see  if  convicted  criminals  were  obtaining  licenses  to 
export  U.S.  munitions,  but  furthermore,  incredibly,  OMC  officials 
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testified  that  they  did  not  keep  a  watchlist  of  suspect  persons  or 
companies. 

In  addition,  OMC  only  conducted  40  or  50  end-use  checks  a  year 
to  determine  if  the  exported  munitions  actually  went  to  the  author- 
ized user  and  were  not  diverted  to  U.S.  adversaries.  This  lack  of 
comprehensive  watchlist  severely  limited  licensing  officers'  abiUty 
to  spot  questionable  applications  and  order  an  end-use  check  on  a 
particular  export. 

At  that  time,  we  were  successful  in  amending  the  Arms  Export 
Control  Act  to  address  some  of  these  problems.  The  legislative 
changes  gave  the  Department  of  State  new  authority  to  deny  U- 
censes  to  criminals.  In  addition,  the  State  Department  now  has  a 
clear  authority  to  maintain  a  comprehensive  watchlist  of  persons 
who  had  either  been  convicted  of  a  felony  or  about  whom  the  State 
Department  has  some  derogatory  information. 

Today,  we  will  review  the  arms  hcensing  operation  at  the  State 
Department  to  see  if  the  problems  identified  in  1987  have  been  cor- 
rected. The  OMC  has  been  now  renamed.  It  is  now  cedled  the  Cen- 
ter for  Defense  Trade.  However,  according  to  the  Greneral  Account- 
ing Office,  which  is  releasing  its  report  this  morning,  some  of  the 
same  weaknesses,  as  we  will  see,  still  exist.  There  are  massive 
gaps  in  the  watchlist  which  still  permit  the  wrong  persons  to  ob- 
tain an  arms  license. 

For  example,  the  General  Accounting  Office  found  that  the  com- 
pany convicted  in  March  1992  of  violating  the  Arms  Export  Control 
Act  for  exporting  munitions  to  Iran  received  three  hcenses  fi-om  the 
Department  of  State  between  July  and  December  of  that  same 
year.  This  is  unacceptable.  It  is  inexcusable.  Unfortunately,  this  is 
not  an  isolated  example. 

The  GAO  further  found  that  the  watchhsts  of  State  and  Com- 
merce, which  approve  licenses  for  dual-use  exports,  were  missing 
hundreds  of  names  of  persons  who  should  either  be  denied  an  ex- 
port license  or  whose  involvement  in  the  export  should  involve  a 
great  deal  of  concern  to  U.S.  officials.  Because  of  these  flawed 
watchlists.  State  and  Commerce  today  have  issued  at  least  230  li- 
censes to  companies  and  individuals  without  the  hcensing  officer 
knowing  about  the  critical  and  sometimes  negative  information. 

Furthermore,  even  when  some  companies  are  put  on  the 
watchlist,  because  of  internal  flaws  in  the  system,  GAO  finds  that 
State  and  Commerce  issued  over  800  licenses  to  parties  who  were 
on  their  watchlists  without  any  consideration  of  tne  derogatory  in- 
formation on  the  lists.  Since  the  State  Department  is  processing 
over  50,000  license  applications  a  year,  the  lack  of  an  effective 
watchlist  prevents  the  U.S.  Government  fi*om  keeping  the  wrong 
characters  from  receiving  arms  hcenses. 

Finally,  when  our  st^  reviewed  information  on  some  1,600  h- 
censes  to  eight  countries  in  Latin  America,  they  found  that  in  only 
21  cases  did  the  State  Department  perform  an  end-use  check  to 
verify  that  the  exported  arms  were  not  going  to  be  diverted. 

In  addition,  in  reviewing  the  State  Department's  own  publica- 
tions, it  is  very  apparent  that  the  highest  priority  at  State  is  the 
quick  processing  of  arms  export  hcenses.  I  wiU  include  in  the  hear- 


ing  record  a  majority  staff  report  prepared  by  the  Subcommittee 
staff  regarding  this  particular  concern.  ^ 

PREPARED  STATEMENT  OF  SENATOR  PRYOR 

Today,  we  will  examine  one  small  part  of  a  multi-billion  dollar  industry,  the  glob- 
al arms  trade.  The  U.S.  is  currently  the  leading  exporter  of  arms  and,  in  fact,  the 
U.S.  accounted  for  56  percent  of  the  conventional  arms  exports  to  the  Third  World 
in  1992.  Most  of  these  exports  are  made  on  a  government  to  government  basis  and 
are  handled  by  the  Pentagon  through  a  program  called  Foreign  Military  Sales.  How- 
ever, an  important  part  of  the  U.S.  arms  exports  leave  the  country  under  commer- 
cial licenses  approved  either  by  the  Department  of  State  or  Commerce.  The  State 
Department  receives  over  50,000  applications  a  year  to  export  U.S.  mimitions. 

The  purpose  of  today's  hearing  is  to  revisit  an  issue  I  first  looked  at  in  1987.  In 
fact,  the  very  first  hearing  I  held  as  Chairman  of  this  Subcommittee  was  an  inves- 
tigation into  the  arms  licensing  function  at  the  Department  of  State.  At  that  time, 
I  discovered  that  the  State  Department  office  responsible  for  this  duty,  the  Office 
of  Munitions  Control  or  OMC,  did  not  check  to  see  if  the  person  applying  for  the 
arms  export  license  was  a  criminal.  OMC  witnesses  stated  that  they  did  not  check 
to  see  if  the  potential  arms  exporter  had  been  convicted  of  treason  or  had  committed 
some  other  felony. 

Needless  to  say,  I  found  this  to  be  an  outrage.  Not  only  did  OMC  not  check  to 
see  if  convicted  criminals  were  obtaining  licenses  to  export  U.S.  munitions,  but  fur- 
thermore, OMC  officials  testified  that  they  did  not  keep  a  watchlist  of  suspect  per- 
sons. In  addition,  OMC  only  conducted  40  or  50  end-use  checks  a  year  to  determine 
if  the  exported  munitions  actually  went  to  the  authorized  user  and  were  not  di- 
verted to  U.S.  adversaries.  This  lack  of  a  comprehensive  watchlist  severely  limited 
licensing  officers  ability  to  spot  questionable  applications  and  order  an  end-use 
check  on  a  particular  export. 

I  was  successful  in  amending  the  Arms  Export  Control  Act  to  address  some  of 
these  problems.  The  legislative  changes  gave  the  Department  of  State  new  authority 
to  deny  arms  licenses  to  criminals.  In  addition.  State  Department  now  has  clear  au- 
thority to  maintain  a  comprehensive  watchlist  of  persons  who  had  either  been  con- 
victed of  a  felony  or  about  whom  State  has  some  derogatory  information. 

Today  we  will  review  the  arms  licensing  operation  at  the  State  Department  to  see 
if  the  problems  identified  in  1987  have  been  corrected.  The  OMC  has  been  renamed 
and  the  new  office  is  called  the  Center  for  Defense  Trade.  However,  according  to 
the  General  Accounting  Office,  which  is  releasing  its  report  today,  some  of  the  same 
weaknesses  still  exist.  There  are  massive  gaps  in  the  watchlist  which  still  permit 
the  wi-ong  persons  to  obtain  an  arms  license.  For  example,  GAO  found  that  a  com- 
pany convicted  in  March  1992  of  violating  the  Arms  Export  Control  Act  for  export- 
ing munitions  to  Iran,  received  three  licenses  fi-om  the  Department  of  State  between 
July  and  December  of  that  same  year.  This  is  unacceptable.  Unfortunately,  this  is 
not  an  isolated  example. 

The  GAO  found  that  the  watchlists  of  State  and  Commerce,  which  approves  li- 
censes for  dual-use  exports,  were  missing  hundreds  of  names  of  persons  who  should 
either  be  denied  an  export  license,  or  whose  involvement  in  the  export  should  cause 
a  great  deal  of  concern  to  U.S.  officials.  Because  of  these  flawed  watchlists.  State 
and  Commerce  issued  230  licenses  to  companies  without  the  licensing  officer  know- 
ing about  the  critical  information.  Furthermore,  even  when  some  companies  are  put 
on  the  watchlists,  because  of  internal  flaws  in  the  systems,  GAO  found  that  State 
and  Commerce  issued  over  800  licenses  to  parties  who  were  on  their  watchlists 
without  any  consideration  of  the  derogatory  information  on  the  lists.  Since  the  State 
Department  is  processing  over  50,000  license  applications  a  year,  the  lack  of  an  ef- 
fective watchlist  prevents  the  U.S.  government  from  keeping  the  wrong  characters 
from  receiving  arms  licenses.  Finally,  when  my  staff  reviewed  information  on  1,600 
licenses  to  eight  countries  in  Latin  America,  they  found  that  in  only  21  cases  did 
the  State  Department  perform  an  end-use  check  to  verify  that  the  exported  arms 
were  not  going  to  be  diverted.  In  addition,  in  reviewing  the  Statue  Department's 
own  publications,  it  is  apparent  that  the  highest  priority  at  State  is  the  quick  proc- 
essing of  arms  export  licenses.  I  will  include  in  the  hearing  record  a  majority  staff 
report  prepared  by  the  Subcommittee  staff. 

I  am  disappointed  in  these  findings.  We  will  listen  first  to  the  GAO  and  then  we 
will  hear  from  both  the  Department  of  States  and  Commerce  on  how  we  can  correct 
these  shortcomings  in  our  licensing  systems. 


1  The  majority  staff  report  appears  on  pages  35-48. 


Senator  Pryor.  I  am  very  disappointed  today  at  the  findings  of 
the  GAO.  It  is  still  far  too  easy  to  get  a  license  to  export  arms.  Less 
than  five  percent  of  the  persons  who  apply  for  an  arms  Ucense  are 
denied  one.  We  still  are  not  fully  checking  to  see  if  only  legitimate 
companies  are  obtaining  these  licenses. 

We  will  listen  first  this  morning  to  the  Greneral  Accounting  Of- 
fice, and  then  we  will  hear  from  both  the  Departments  of  State  and 
Commerce  on  how  we  might  correct  these  shortcomings  in  our  h- 
censing  system. 

First  this  morning  we  would  call  as  our  first  witness  Mr.  Jim 
Wiggins.  Mr.  Wiggins  is  the  Associate  Director,  Acquisition  PoUcy, 
Tec^ology  and  Competitiveness  Group,  National  Security  and 
International  Affairs  Division  of  the  General  Accounting  Office.  I 
believe  Mr.  Wiggins  has  other  colleagues  with  him  that  he  may 
want  to  introduce  at  the  appropriate  time. 

TESTIMONY  OF  JAMES  F.  WIGGINS,^  ASSOCIATE  DIRECTOR, 
ACQUISITION  POLICY,  TECHNOLOGY  AND  COMPETITIVE- 
NESS GROUP,  NATIONAL  SECURITY  AND  INTERNATIONAL 
AFFAIRS  DIVISION,  GENERAL  ACCOUNTING  OFFICE;  ACCOM- 
PANIED BY  DAVI  M.  D'AGOSTINO 

Mr.  Wiggins.  Thank  you,  Mr.  Chairman.  It  is  a  pleasure  to  be 
here  this  morning  to  discuss  our  review  of  escport  license  screening 
procedures  at  the  Departments  of  State  and  Commerce.  We  believe 
that  effective  export  license  screening  is  essential,  because  it  pro- 
vides the  first  line  of  defense  against  parties  seeking  to  misuse  or 
divert  exported  U.S.  weapons,  munitions,  and  sensitive  dual-use 
items  and  technology. 

With  me  this  morning,  Mr.  Chairman,  is  Ms.  Davi  D'Agostino, 
the  assistant  director  for  our  review.  Performing  this  review  were 
evaluators  John  Ting  and  David  Trimble. 

Mr.  Chairman,  with  your  permission,  I  have  a  rather  lengthy 
statement  that  I  would  like  to  submit  for  the  record  and  briefly 
summarize  the  contents  of  that  statement. 

Senator  Pryor.  We  would  appreciate  that. 

Mr.  Wiggins.  Today,  I  have  some  good  news  and  not-so-good 
news  to  report.  First,  the  good  news.  In  1987,  we  reported  and  tes- 
tified before  you  that  the  Department  of  State  was  not  routinely 
screening  license  applications  to  identify  ineUgible  or  undesirable 
parties. 

Since  that  time,  State  has  established  automated  license  applica- 
tion screening  procedures  to  help  identify  parties  needing  closer 
scrutiny.  The  Department  of  Commerce  has  had  automated  license 
screening  procedures  since  1984.  Compared  to  1987,  there  has  been 
£in  overall  improvement  in  export  licensing  screening. 

The  not-so-good  news  is  that  our  most  recent  work  shows  that 
significant  weaknesses  still  exist  in  screening  export  license  appli- 
cations at  both  the  Departments  of  State  and  Commerce.  As  you 
know,  Mr.  Chairman,  the  Department  of  State  is  responsible  for  re- 
viewing and  approving  export  licenses  for  weapons  and  munitions. 
The  Department  of  Commerce  licenses  dual-use  items  such  as  la- 


1  The  prepared  statement  of  Mr.  Wiggins  and  the  report  of  the  General  Accounting  Office  ap- 
pears on  pages  49  and  65. 


sers,  calibrating  equipment,  giiidsuice  systems,  supercomputers, 
and  other  technologies  that  can  be  used  for  both  military  and  non- 
military  purposes. 

Export  application  screening  is  intended  to  identify  and  deny  a 
license  to  those  parties  that  are  known  or  suspected  diverters  or 
proliferators.  To  screen  license  applications,  both  agencies  have  de- 
veloped watchlists  of  real  and  potential  bad  guys.  These  include 
persons  and  companies  that  have  either  been  (1)  convicted  of  ex- 
port control  violations;  (2)  identified  by  intelligence  or  Department 
officials  as  known  or  suspected  violators,  diverters,  or  proliferators; 
or  (3)  have  been  debarred  from  export  activities  in  the  U.S. 

The  not-so-good  news  is  reflected  in  our  findings  to  six  key  ques- 
tions addressed  in  our  review.  I  will  briefly  go  over  each  of  these 
questions. 

The  first  question,  are  the  Departments  of  Commerce  and  State 
maintaining  complete  and  current  watchlists  to  screen  applica- 
tions? Mr.  Chairman,  the  ginswer  to  this  question  is  no.  Of  the 
2,800  names  that  we  checked,  we  found  that  each  agency  had  failed 
to  include  about  27  percent  of  the  names  on  their  watchlist. 

For  example,  we  examined  92  names  Usted  by  the  Department 
of  Justice  as  fugitives  indicted  for  or  convicted  of  significant  export 
control  violations.  At  the  time  we  checked,  Commerce  had  not 
placed  69  of  these  names  on  its  list,  and  State  had  not  placed  47 
of  these  names  on  its  watchlist. 

In  some  cases,  licenses  were  issued  to  these  parties.  As  shown  in 
Attachment  2  in  the  prepared  text,  of  the  names  we  checked,  we 
found  a  total  of  224  licenses  were  issued  to  parties  that  should 
have  been  but  were  not  on  the  watchlist. 

Senator  Pryor.  This  is  on  your  first  chsirt? 

Mr.  Wiggins.  Yes,  Mr.  Chairman. 

Senator  Pryor.  What  is  that  total  of  224  again? 

Mr.  Wiggins.  That  is  the  number  of  licenses  that  were  issued  to 
pgirties  that  were  not  on  the  watchlists. 

Senator  Pryor.  This  is  in  a  three-year  period,  is  this  correct? 

Mr.  Wiggins.  Yes,  Mr.  Chairman.  That  is  from  1990  through  Au- 
gust 1993. 

Senator  Pryor.  And  this  is  a  sampling  of  a  certain  number  of 
samples  that  you  took? 

Mr.  Wiggins.  Yes,  Mr.  Chairman. 

Senator  Pryor.  You  found  224  who  were  granted  a  license? 

Mr.  Wiggins.  Right.  We  sampled  about  2,800. 

In  one  case,  a  State  Department  Blue  Lantern  review  found  that 
a  company,  Company  K  on  the  chart,  was  selling  F-16  parts  with- 
out authorization.  However,  the  name  of  this  company  was  never 
E laced  on  State's  watchlist.  In  May  1993,  State  approved  an  export 
cense  involving  this  company. 

The  second  question,  do  State  and  Commerce  identify  all  export 
Ucense  applications  that  involve  watchlist  parties?  The  answer  is 
no.  We  found  numerous  license  applications  were  processed  and  ap- 
proved without  being  caught  by  the  screening  systems. 

As  shown  in  Attachment  3  and  on  the  chart,  on  the  right,  we 
identified  934  hcenses  with  watchlist  names  that  slipped  through 
State's  and  Commerce's  screening  systems  without  being  reviewed. 
Eight-hundred-and-forty-seven  of  these  were  approved. 


The  chart  shows,  for  example,  that  Commerce  approved  18  li- 
censes to  watchlist  parties  of  nuclear  proliferation  concern  without 
screening  them.  Further,  Commerce  approved  three  licenses  to 
watchlist  parties  of  missile  technology  control  concern  without 
screening  them. 

In  one  case,  not  in  our  sample,  and  as  you  note  in  your  opening 
statement,  a  company  convicted  of  illegally  selUng  aircraft  parts  to 
Iran  had  been  debarred  by  State  from  future  export  license  and 
placed  on  State's  watchlist.  Nonetheless,  in  1992,  State  issued  four 
licenses  involving  this  company  without  the  applications  being 
caught  by  its  screening  system. 

The  third  question,  do  State  and  Commerce  effectively  share  in- 
formation on  their  watchlists?  The  answer,  again,  is  no.  They  do 
not  routinely  share  their  lists,  and  consequently,  each  agency  has 
issued  licenses  involving  parties  on  the  other's  list.  We  compared 
State's  and  Commerce's  watchlists  and  found  thousands  of  entries 
on  each  of  the  lists  that  were  relevant  to,  but  not  included  on,  the 
other  agency's  watchlist.  These  entries  represent  negative  or  derog- 
atory information  on  companies  and  individuals  that  State  and 
Commerce  are  not  using  in  their  licensing  reviews. 

At  this  point,  Mr.  Chairman,  I  want  to  emphasize  that  we  are 
not  saying  that  State  and  Commerce  issued  licenses  that  should 
not  have  been  issued.  What  we  are  saying  is  that  these  licenses 
were  issued  without  considering  negative  or  derogatory  information 
regarding  these  parties.  Had  the  information  been  considered,  the 
licensing  decisions  may  or  may  not  have  been  different. 

The  fourth  question,  is  Commerce  making  the  most  effective  use 
of  intelligence  information  in  screening  export  applications?  The 
answer,  again,  is  no.  Commerce  does  not  use  intelligence  informa- 
tion from  its  watchlist  to  deny  a  license  unless  it  can  find  corrobo- 
rating information  from  other  sources. 

For  the  period  1990  to  August  1993,  we  found  49  licenses  that 
had  names  on  the  Commerce  watchlist  based  on  intelUgence  infor- 
mation that  were  approved  after  prelicensing  checks  failed  to  cor- 
roborate the  negative  information. 

The  fifth  question,  is  State  monitoring  agreements  involving  the 
manufacture  and  distribution  of  defense  articles  outside  the  United 
States?  The  answer  is  no.  State  neither  monitors  nor  routinely  col- 
lects these  agreements  or  the  Einnual  sales  reports  required  in  the 
regulations. 

Finally,  Mr.  Chairman  does  State  verify  that  only  U.S.  persons 
are  granted  munitions  export  licenses?  The  answer  is  no.  State  re- 
lies on  applicants'  self-certification  that  they  are  U.S.  persons  and 
does  not  routinely  verify  these  claims  with  documentation. 

Mr.  Chairman,  our  report  that  we  are  releasing  today  contains 
recommendations  for  addressing  the  licensing  screening  weak- 
nesses we  found.  Essentially,  our  recommendations  seek  to  ensure 
that  State's  and  Commerce's  watchlist  information  is  complete  and 
current;  their  computer  systems  and  procedures  are  capable  of 
identifying  all  export  applications  with  watchlist  parties;  and 
watchlist  information  is  shared  on  a  routine  basis. 

Mr.  Chairman,  that  concludes  my  statement.  I  will  be  pleased  to 
answer  £uiy  questions  you  may  have. 


Senator  Pryor.  Mr.  Wiggins,  I  want  to  thank  you,  and  I  want 
to  applaud  you  and  your  staff  for  bringing  to  us  today  this  very  ex- 
ceptional report.  It  is  a  report  which  once  again  underlines  how  Isuc 
this  process  is  as  it  relates  to  securing  an  arms  ssdes  hcense  for 
overseas. 

I  am  going  back  just  a  few  years,  but  subsequent  to  our  hearings 
in  1987,  3  years  after  those  hearings,  I  have  copies  of  the  Defense 
Trade  News  dated  September  1990  and  March  1990.  It  is  amazing 
to  me  to  see  that  it  seems  as  it  was  in  1990  and  certainly  in  1987, 
after  we  had  our  first  hearings,  that  the  thrust  of  licensing  was  not 
monitoring,  not  seeing  who  was  going  to  get  a  license,  but  actually 
to  see  how  quickly  a  license  could  be  issued. 

For  example,  in  the  Defense  Trade  News,  which  is  an  official  U.S. 
Department  of  State  document,  on  page  four  in  this  particular  pub- 
lication, the  bottom  line,  fast  license,  average  license  now  issued  in 
13  days.  So  it  seems  what  the  thrust  was  at  that  particular  time 
was  to  see  how  quickly  a  license  could  be  issued. 

In  the  article  itself,  it  says,  "Fast  License.  From  the  industry  per- 
spective, the  best  measure  of  DTC's  performance  is  undoubtedly 
the  responsiveness  of  the  licensing  process.  Average  licensing  times 
would  thus  seem  to  provide  a  good  gauge  of  the  performance  of  the 
Controls  Office  to  date."  This  is  from  a  publication  of  our  own  State 
Department. 

In  the  March  1990  issue  of  Defense  Trade  News,  it  says  "Controls 
Office  Expanding.  Faster,  More  Responsive  Licensing  the  Goal." 
Then  it  says,  "11,000-Plus  Licenses  Issued  in  Seven  Weeks",  which 
I  think  perhaps  at  that  particular  time  was  an  all-time  record. 
They  take  great  pride  in  the  nimiber  of  licenses  that  are  awarded 
and  I  just  think  it  is  an  amazing  revelation  to  see  that  this  still 
seems  to  be  the  prevailing  sentiment  there  and  the  prevailing 
thrust  of  what  this  particular  function  of  Government  is  all  about. 

Your  investigation  found  that  both  of  the  watchlists  in  State  and 
Commerce  were  missing  about  27  percent  of  the  names  that  should 
have  been  on  them.  Why  did  this  occur? 

Mr.  Wiggins.  First  of  all,  I  think  part  of  the  root  cause  is  some- 
thing you  just  touched  on,  Mr.  Chairman,  is  that  there  are  compet- 
ing priorities  going  on  in  both  the  State  Department  and  the  De- 
partment of  Commerce.  One  is  the  emphasis  on  the  quick  turn- 
around of  licenses. 

I  guess  the  more  direct  answer  to  why  these  gaps  occurred  is 
that  it  is  a  procedural  problem  and  that  they  haven't  established 
the  procedures,  or  assigned  the  responsibilities  to  the  individuals 
to  make  sure  that  these  lists  are  current  and  up  to  date.  I  am  not 
sure  if  that  is  a  reflection  of  the  relative  management  priorities  at 
those  agencies  or  not,  but  it  certainly  seems  to  be  a  procedural 
problem  that  needs  to  be  a  focus  of  top  management  attention. 

Senator  Pryor.  When  you  asked  the  State  Department  or  the 
Commerce  Department,  their  agents  and  representatives,  about 
these  so-called  gaps  and  problems,  what  was  their  reaction,  and  do 
you  sense  that  they  are  going  about  the  business  of  fixing  what  is 
wrong? 

Mr.  Wiggins.  In  the  case  of  the  State  Department,  they  recog- 
nize the  extent  of  the  problems.  They  have  made  some  great  strides 
in  improving,  and  they  recognize  they  have  a  long  way  to  go  and 
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seem  like  they  are  very  interested  in  taking  whatever  corrective  ac- 
tions need  to  be  taken. 

They  are  also  quick  to  point  out  that  part  of  it  is  a  resource  prob- 
lem. Again,  that  gets  back  to  relative  management  priorities. 

In  the  case  of  the  Commerce  Department,  while  they  have  great- 
er resources  to  devote  to  this,  they  are  faced  with  competing  de- 
mands and  interests  in  the  quick  and  timely  approval  of  these  U- 
cense  applications.  They  recognize  some  of  our  findings  and  have 
requested,  and  we  are  provicfing,  additional  details  regarding  the 
rest  of  our  findings.  I  think  once  they  receive  and  analyze  those, 
they  may  be  in  a  position  to  provide  more  response. 

Senator  Pryor.  Speaking  of  resources,  what  does  it  cost  to  get 
a  license  to  sell  arms  overseas? 

Mr.  Wiggins.  I  am  not  sure  of  the  exact  cost.  Do  you  have  any 
idea? 

Senator  Pryor.  I  know  in  1987,  I  think  the  average  cost  per  li- 
cense was  somewhere  around  $50.  I  think  I  am  correct  in  saying 
that.  I  am  not  certain,  but  I  think  now  that  has  been  raised  to 
about  $200  per  license.  I  see  some  affirmative  nodding  of  heads  by 
your  colleagues  sitting  behind  you  there,  Mr.  Wiggins. 

This  might  be  a  suggestion  on  deficit  reduction,  if  we  could  in- 
crease substantially  those  licenses.  I  think  I  will  bring  that  up  with 
Senator  Moynihgui  and  others  later  on. 

Tell  me,  if  you  would,  about  the  800  hcenses  involving  persons 
who  were  on  watchlists  but  the  screening  system  failed  to  highlight 
this  for  the  licensing  officer.  We  sold  800  during  this  period  that 
we  know  of,  probably  a  lot  more,  licenses  to  these  individuals  that 
the  screening  system  did  not  pick  up.  Now  why  did  they  not  pick 
them  up? 

Mr.  Wiggins.  Let  me  take  each  agency  separately.  First  of  all, 
at  the  State  Department,  while  they  have  instituted  an  automated 
system,  it  is  still  very  primitive  and  still  relies  on  a  lot  of  manual 
name  matching.  So  they  have  a  long  way  to  go  in  terms  of  having 
the  updated  and  more  technologically-advanced  capabilities  to  do 
the  matching  that  is  needed  for  lists  of  this  magnitude. 

Relying  on  the  manual  techniques  with  the  limited  resources 
that  the  State  Department  says  are  available  to  do  these  checks  is 
probably  the  primary  problem  faced  by  the  Department  of  State. 

Commerce,  on  the  other  hand,  has  a  more  sophisticated  computer 
matching  system.  However,  maybe  as  part  of  its  sophistication,  at 
least  initially,  they  loaded  in  a  lot  of  duplicate  names,  multiple 
names,  for  the  same  companies  and  parties.  The  proliferation  of 
these  multiple  names  for  the  same  parties  has  resisted  in  a  lot  of 
these  matches  not  occurring. 

For  example,  if  there  are  five  or  six  names  or  variations  of  a 
name  for  a  particular  company  or  party,  when  the  application 
comes  in,  the  watchlist  name  may  not  flag  the  exact  name  that  is 
on  the  application  because  there  are  multiple  ncumes. 

The  Department  of  Commerce  tells  us  that  they  are  trying  to  re- 
duce these  multiple  names  and  have  made  some  progress  and  rec- 
ognize there  is  a  lot  more  they  have  to  do. 

Senator  Pryor.  The  day  before  yesterday,  I  went  to  the  Safeway. 
I  wrote  a  check  out  at  the  counter  and  handed  it  to  the  checkout 
person.  He  put  my  check  into  a  little  machine.  I  said,  I  am  curious. 
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Does  that  show  when  I  wrote  my  last  check  to  you?  He  said,  yes. 
They  have  a  total  computerized  identification  of  that  particular 
check. 

Why  can't  we  do  something  Uke  that  in  the  licensing  process? 
Don't  we  have  that  computer  capability? 

Mr.  Wiggins,  It  is  certainly  technologically  feasible,  and  Uke  you 
say,  you  see  it  in  the  commercial  sector.  I  am  sure  it  is  feasible  and 
something  that  could  be  within  the  means  of  agencies  ta  do. 

Senator  Pryor.  Would  you  like  to  add  to  this?  I  thought  I  saw 
you  making  a  suggestion  to  Mr.  Wiggins. 

Ms.  D'Agostino.  One  of  the  causes,  at  least,  that  we  have  identi- 
fied of  the  problem  at  Commerce  is  that  there  are  a  lot  of  folks  au- 
thorized to  enter  watchlist  parties  into  the  system,  and  they  assign 
these  parties  identification  numbers.  They  are  assigning  the  same 
parties  more  than  one  number,  and  some  of  those  numbers  don't 
have  the  flags  on  them  that  make  the  license  stick  out. 

I  am  not  sure  that  you  would  want  to  stop  having  a  number  of 
people  entering  watchlist  parties  into  the  data  base,  but  I  think 
there  is  a  way  to  get  a  program  together  to  eliminate  the  multiple 
I.D.  numbers  or  to  flag  all  I.D.  numbers  assigned  to  a  watchUst 
party. 

Senator  Pryor.  In  1987,  in  February  when  we  were  holding  the 
hearing  for  the  first  time — by  the  way.  Senator  Mitchell,  our  major- 
ity leader,  was  a  member  of  this  Committee  at  that  time  after  I 
had  asked  some  questions  about  who  was  qualifying  today  to  re- 
ceive these  export  licenses.  Senator  Mitchell  asked  this  question, 
on  February  20,  1987. 

Senator  Mitchell.  "Well,  let  me  see."  Now  this  is  addressed  to 
Mr.  Robinson,  who  was  the  Director  of  OMC  at  that  time.  "Well, 
let  me  see.  Well,  let  me,  as  we  often  do,  make  the  point  by  exag- 
geration. Suppose  a  person  is  convicted  of  treason  against  the  Unit- 
ed States.  Under  the  law  now,  that  person  would  apply  to  file  a 
registration  with  your  Department  and  you  have  no  basis  to  turn 
them  down  as  an  exporter  of  arms.  Isn't  that  what  you  just  said?" 

Mr.  Robinson  responds.  "That  is  what  I  said.  And  I  would  further 
say  that  if  I  did  turn  him  down  and  he  took  me  to  court,  I  would 
get  beat."  That  is  the  end  of  that  particular  little  exchange  there. 

If  there  is  a  person — I  am  asking  the  question  7  years  later  in 
another  way — if  there  is  a  person  who  has  been  convicted  of  trea- 
son and  that  person  applies  for  a  Ucense,  is  that  person  possibly 
going  to  get  that  license?  Is  that  person  going  to  fall  between  the 
cracks?  Is  the  watchlist  going  to  be  absent  his  name?  What  do  you 
see  there  as  the  possibility  of  that  person  convicted  of  treason  get- 
ting a  license? 

Mr.  Wiggins.  Yes,  it  is  possible.  First  of  all,  as  we  testified,  it 
is  possible  that  the  agency  may  not  pick  the  name  up  on  a 
watchlist,  whether  that  would  come  from  the  Department  of  Justice 
or  whoever  that  source  of  information  for  the  conviction  of  treason 
would  come  from.  So  it  is  possible  that  it  would  not  get  picked  up 
on  a  watchlist. 

Second,  as  we  testified,  even  if  it  does  get  picked  up  on  a 
watchlist,  it  is  possible  that  it  may  not  be  matched  with  the  appli- 
cation. 
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Third,  if  it  is  reviewed  and  the  sources  from  intelhgence  data  and 
the  pre-  or  post-hcensing  checks  cannot  corroborate  that  this  is  a 
treasonous  person,  or  whatever  the  derogatory  information  is,  in 
the  case  of  Commerce,  they  may  be  unwiUing  to  identify  that  its 
information  is  from  intelligence  sources  and  could  approve  the  li- 
cense. 

Senator  Pryor.  We  have  already  discussed,  or  I  think  you  al- 
luded in  your  opening  statement,  to  the  Department  of  State  issu- 
ing three  licenses  recently  involving  a  company  convicted  of  ille- 
gsQly  selling  aircraft  parts  to  Iran,  even  though  the  State  Depart- 
ment had  debarred  tne  company  from  future  export  Ucenses  and 
had  listed  the  company  on  its  watchlist. 

How  can  this  company  be  convicted  of  selling  U.S.  aircreift  parts 
to  Iran,  get  placed  on  the  watchlist  at  the  State  Department,  and 
then  turn  around  and  apply  for  and  receive  three  more  licenses?  Is 
this  an  exception  to  the  rule  or  what  is  going  on  here? 

Mr.  Wiggins.  Mr.  Chairman,  I  don't  know  for  sure  whether  it  is 
£ui  exception  to  the  rule  or  not.  It  is  clearly  the  type  of  thing  that 
can  happen  when  you  are  relying  on  unsophisticated,  manual  sys- 
tems that  the  State  Department  is  using,  faced  with  its  resource 
constraints  and  also  time  pressures  to  approve  apphcations. 

I  hope  this  is  an  exception.  I  hope  there  is  not  a  lot  of  this  hap- 
pening, but  I  just  don't  know. 

Senator  Pryor.  You  picked  this  up  basically  on  a  random  check? 

Mr.  Wiggins.  Yes. 

Senator  Pryor.  Do  you  feel  that  the  State  Department  is  con- 
cerned about  this  type  of  thing  happening?  Are  they  monitoring 
these  particular  sales  sufficiently?  It  doesn't  seem  that  they  are  to 
me. 

Mr.  Wiggins.  I  guess  the  proof  of  the  pudding,  Mr.  Chairman, 
will  be  their  response  to  these  things  and  whether  or  not  this  type 
of  thing — getting  the  attention  it  is  getting — ^wiU  bring  to  bear 
management's  attention,  the  resources,  and  the  upgrading  of  its  ca- 
pabilities to  make  sure  these  things  don't  happen  again. 

As  we  have  talked,  some  of  these  problems  have  been  in  exist- 
ence for  a  number  of  years  now,  and  we  have  seen  some  progress 
but  there  is  a  long  way  to  go. 

Senator  Pryor.  I  just  think  in  the  last  7  years,  since  we  had  our 
first  hearing,  all  the  sales  that  have  taken  place,  if  we  approved 
50,000  or  60,000  separate  licenses  for  arms  sales  overseas  since 
that  time,  and  we  multiply  that  by  seven,  we  are  looking  at  the 
proliferation  of  all  kind  of  arms  throughout  the  world. 

The  thing  that  we  dwelled  on  in  1987,  in  addition  to  who  might 
be  eligible  to  receive  a  license,  was  what  was  happening  with  end- 
use  checks,  specifically,  how  efficient  and  how  much  priority  were 
we  putting  on  end-use  checks  to  see  actually  where  these  arms 
were  ending  up. 

Would  you  address  the  issue  of  end-use  checks  to  see  what  we 
are  doing?  Have  we  made  any  progress  there? 

Mr.  Wiggins.  Davi,  could  you  address  that? 

Ms.  D'Agostino.  I  think  recent  reviews  by  the  State  Department 
IG's  office  have  pointed  out  weaknesses,  and  then  I  thinJc  follow- 
on  reviews  have  shown  some  improvement  in  State's  Blue  Lantern 
program. 
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Senator  Pryor.  For  the  record,  what  is  the  Blue  Lantern  pro- 
gram? 

Ms.  D'Agostino.  That  is  the  State  Department's  program  to  do 
pre-  and  post-Ucense  checks  on  end  users. 

Senator  Pryor.  And  the  Commerce  Department  has  a  similar  in- 
house  program? 

Ms.  D'Agostino.  Right. 

Senator  Pryor.  And  the  name  of  that  program  is  what? 

Ms.  D'Agostino.  I  think  they  just  call  it  pre-licensing  checks, 
(PLCs),  and  post-shipment  checks. 

Senator  Pryor.  Thank  you. 

Ms.  D'Agostino.  In  any  case,  there  are  indications  that  they  are 
certainly  doing  better  than  they  were  in  1987,  but  I  think  the  indi- 
cations from  the  State  Department  IG's  work  shows  that  they  have 
a  long  way  to  go.  I  think  they  are  tr5ring  to  make  improvements. 

Mr.  Wiggins.  I  might  add,  Mr.  Chairman,  I  think  what  you  stat- 
ed is  a  scary  thought  indeed.  With  the  end  of  the  Cold  War  and 
the  emphasis  on  promoting  exports  that  we  have  recently  decon- 
trolled a  lot  of  items.  Those  are  items  that,  I  guess,  a  determina- 
tion has  been  made  would  be  at  lower  risk  of  proliferation  or  diver- 
sion for  misuse. 

The  items  that  remain  on  a  list  would  be  the  more  serious  items, 
the  ones  that  would  be  more  dangerous  and  of  more  concern.  So  I 
think  it  is  as  important  or  more  important  today  that  the  priority 
be  placed  on  making  sure  that  these  items  are  properly  screened. 
Given  the  severity  and  the  potential  severity  of  the  outcome  of 
these  types  of  items  getting  in  the  wrong  hands,  it  is  certainly 
worth  the  extra  time  that  may  be  required  to  better  assure  that 
they  don't. 

Senator  Pryor.  I  believe  that  you  listed  in  your  report,  though, 
that  it  was  a  material  weakness,  especially  at  the  State  Depart- 
ment, the  lack  of  end-use  checks.  Is  that  correct? 

Mr.  Wiggins.  Yes. 

Senator  Pryor.  As  recently  as  this  morning,  in  the  Washington 
Post,  I  will  call  your  attention  to  June  15,  "Rwanda's  Arms  Suppli- 
ers". I  think  that  this  editorial  is  right  on  point  as  to  what  we  are 
talking  about.  It  relates  to,  very  directly,  the  end  use  issue. 

I  am  going  to  have  placed  in  the  record  at  the  appropriate  place 
this  particular  editorial,  which  appeared  this  morning  in  the  Wash- 
ington Post.  1 

Senator  Pryor.  Is  the  emphasis  today  at  the  State  Department 
and  at  the  Commerce  Department  to  grant  licenses  so  that  we  can 
sell  weapons  overseas?  Is  that  the  emphasis?  Is  that  the  priority? 
Or  is  it  to  monitor  and  make  certain  that  those  who  desire  to  sell 
are  the  right  types  of  individuals  and  the  right  types  of  companies 
to  make  these  transactions?  I  wonder  if  you  would  address  that. 
Where  is  the  priority? 

Mr.  Wiggins.  I  think  you  have  competing  priorities.  I  think  if 
you  look  at  the  evidence  in  terms  of  management  priorities  and  re- 
sources they  are  devoting  to  catching  these  things,  it  may  lead  you 
to  conclude  that  the  greater  priority  may  be  in  promoting  trade  and 
approving  these  licenses. 


^  See  page  161. 


12 

I  think,  as  in  a  lot  of  organizations,  you  often  have  these  compet- 
ing priorities.  I  think  when  you  look  at  the  resources  going  to  the 
control  side  of  the  house  and  the  tjrpes  of  things  that  are  being 
done  and  not  being  done  to  exercise  the  controls,  it  certainly  is  an 
indication  of  where  the  priorities  are  with  that  particular  agency, 
at  least  at  the  top  management  level. 

Senator  Pryor.  Last  fell,  as  I  understand  it — I  believe  it  was  last 
fall — there  was  an  arms  bazaar  in  Singapore  and  our  country  sent 
an  aircraft  carrier  to  that  particular  arms  bazaar.  I  assume  it  was 
loaded  down  with  ^1  kinds  of  goodies  that  would  be  displayed  there 
and  tempting  all  of  the  countries  there  who  were  present  in  Singa- 
pore to  make  purchases. 

It  does  appear  to  me  that  this  has  gotten  to  be  a  very  major  busi- 
ness, and  that  not  only  the  State  Department  but  also  Commerce 
Department  are  emphasizing  sales  Eind  granting  licenses  and  doing 
very  poorly  on  background  checks  on  who  should  actually  have 
these  licenses. 

The  second  area  of  concern  that  I  have  is  the  cooperation,  or  the 
lack  of  cooperation,  between  the  State  Department  and  Commerce 
Department  in,  say,  comparing  their  watchlists  or  comparing  infor- 
mation about  individuals  who  are  applying  through  each  Depart- 
ment for  a  license.  I  wonder  if  you  might  address  that. 

Mr.  Wiggins.  I  think  the  lack  of  cooperation  has  been  a  fairly 
longstanding  issue.  I  think  it  has  been  recognized  in  the  past.  We 
understand  that  they  have  met  a  couple  of  times  to  try  to  work 
closer  in  terms  of  integrating  their  watchlists,  but  nothing  has  real- 
ly come  of  those  meetings  that  I  am  aware  of. 

There  is  certainly  no  reason  why  they  shouldn't  cooperate  more, 
particularly  in  terms  of  the  watchlists.  If  you  look  at  the  types  of 
things  that  are  on  Commerce's  watchlist  that  don't  show  up  on 
State's  watchlist,  it  is  mostly  data  generated  by  the  Department  of 
Commerce  itself.  So  I  think  there  is  certainly  a  lot  more  oppor- 
tunity to  cooperate  closely  and  make  sure  that  their  watchlists  are 
more  compatible. 

Senator  Pryor.  There  seems  to  me  like  a  total  lack  of  caring  be- 
tween the  two  Departments  as  to  a  desire  to  share  this  informa- 
tion. Once  again,  is  that  indicative  of  the  emphasis  or  lack  of  em- 
phasis on  checking  out  these  people  who  want  to  become  arms  ex- 
porters? 

Mr.  Wiggins.  Again,  I  think  it  is  a  reflection  of  the  relative  prior- 
ities of  the  agencies.  It  may  be  even  a  deeper  cultural  problem 
within  the  agency.  The  Department  of  Commerce,  as  you  know,  is 
generally  in  the  business  of  promoting  business  and  commerce.  The 
Department  of  State  may  be  a  little  more  strict  in  terms  of  its  ap- 
proach to  controls. 

So  given  the  conflicting  missions  of  those  two  offices  and  agen- 
cies, that  may  be  a  part  of  the  root  cause  that  we  don't  have  the 
cooperation  that  is,  indeed,  needed. 

Senator  Pryor.  In  your  report,  Mr.  Wiggins,  you  brought  out  an- 
other concern  that  I  think  should  really  command  a  lot  of  our  at- 
tention, and  that  is  your  allegation  that  we  are  seeing  very  little 
indication  that  the  Department  of  State  and  the  Department  of 
Commerce  are  even  researching  to  see  whether  a  person  is  a  U.S. 
citizen  before  they  grant  a  license.  What  is  that  issue? 
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Mr.  Wiggins.  This  is  more  an  issue  with  the  Department  of 
State. 

Ms.  D'Agostino.  You  are  dealing  with  U.S.  person  status.  The 
State  Department  is  the  only  agency  of  the  two  that  is  required  to 
screen  for  that.  Basically,  the  issue  that  we  have  with  State  is  that 
they  don't  require  documentary  proof,  at  least  the  first  time  an  ap- 
plicant comes  in  with  a  license  application,  of  U.S.  person  status. 
They  rely  on  a  self-certification,  and  although  they  say  they  have 
made  some  checks,  they  have  done  these  by  telephone  and  really 
haven't  gotten  validated,  documentary  proof  of  U.S.  person  status. 

Senator  Pryor.  Of  equal  concern,  and  also  of  equal  emphasis,  I 
think,  in  your  report,  you  indicate  that  the  State  Department  is  not 
collecting  nor  reviewing  the  annual  sales  reports  that  the  U.S. 
arms  companies  are  required  to  submit.  They  are  required  to  sub- 
mit these  sales  reports,  is  that  correct? 

Mr.  Wiggins.  Yes,  that  is  correct. 

Senator  Pryor.  What  happens  to  them? 

Mr.  Wiggins.  Our  review  is  that  the  whole  operation  for  collect- 
ing and  reviewing  those  agreements  is  in  disarray.  It  is  not  clear 
who  is  responsible  for  doing  this,  and  in  a  lot  of  cases,  we  see  that 
these  things  are  not  being  reviewed. 

Senator  Pryor.  Are  they  just  warehoused? 

Mr.  Wiggins.  We  just  find  them  stacked  and  there  doesn't  seem 
to  be  £m  orderly  process  for  reviewing  or  management  emphasis  on 
ensuring  that  they  are  being  reviewed. 

Senator  Pryor.  Is  there  anyone  in  charge  at  the  State  Depart- 
ment office  that  poUce  the  licenses  and  grant  the  licenses,  is  there 
any  one  person  in  this  division  in  charge  of  reviewing  sales  re- 
ports? 

Ms.  D'Agostino.  No.  This  one,  again,  would  only  apply  at  the 
State  Department  for  purposes  of  our  work,  but  no,  there  wasn't 
anyone  responsible  for  making  sure  that  these  sales  reports  come 
in  and  get  examined. 

Senator  Pryor.  It  would  appear  to  me,  as  a  layman,  that  it 
would  be  necessary  to  not  only  review  in  detail  but  to  understand 
specifically  the  content  of  the  sales  reports,  especially  as  you  are 
doing  end-use  checks  as  to  which  arms  ultimately  may  be  winding 
up  in  Rwanda  or  wherever  else  in  the  world. 

If  these  sales  reports  are  not  being  checked,  I  see  a  massive  hole 
and  a  major  problem  therein.  It  seems  like  what  they  are  con- 
cerned with  doing,  rather  than  reading  the  reports  and  studying 
them  and  following  up  on  the  end-use  efforts,  is  simply  to  make 
certain  that  they  stamp  and  grant  as  many  licenses  as  possible  as 
quickly  as  they  can. 

How  many  each  year,  for  example?  Is  it  50,000  a  year  that  we 
grant? 

Mr.  Wiggins.  I  think  it  is  close  to  40,000  this  year. 

Senator  Pryor.  In  the  State  Department  or  Commerce? 

Ms.  D'Agostino.  State. 

Mr.  Wiggins.  State. 

Senator  Pryor.  In  State,  and  how  many  in  Commerce? 

Ms.  D'Agostino.  I  think  last  year  was  about  20,000. 

Senator  Pryor,  Twenty  thousand  or  so?  How  many  are  rejected? 
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Ms.  D'Agostino.  We  don't  have  the  statistics  for  the  Commerce 
Department,  but  I  was  told  that  at  State,  it  was  about  five  percent 
denials. 

Senator  Pryor.  Five  percent  denials? 

Ms.  D'Agostino.  But  in  addition  to  that  would  be  licenses  re- 
turned without  action,  which  has  the  same  effect  as  a  denial,  or 
those  on  which  provisos  or  limitations  or  restrictions  might  be 
placed — approvals  but  with  restrictions. 

Senator  Pryor.  Do  you  know  of  a  case  where  either  of  the  agen- 
cies, Commerce  or  State  Department  agencies,  have  been  sued  by 
anyone  who  has  been  denied  a  license? 

Ms.  D'Agostino.  We  don't  know  of  any  cases  at  State.  I  am  not 
sure  at  Commerce. 

Senator  Pryor.  But  to  your  knowledge,  you  do  not  know  that? 

Ms.  D'Agostino.  No. 

Senator  Pryor.  In  1990,  as  I  reported,  faster,  more  responsive  li- 
censing the  goal,  11,000-plus  licenses  issued  in  7  weeks.  The  bot- 
tom line,  fast  licensing.  Average  license  issued  now  in  13  days. 

Is  this  still  the  prevailing  fault  of  these  agencies  that  deal  with 
granting  or  denying  licenses  for  arms  sales? 

Mr.  Wiggins.  It  appears  to  be,  based  upon  the  findings  of  our  re- 
view. 

Senator  Pryor.  So  there  is  no  change  in  the  philosophy? 

Mr.  Wiggins.  We  don't  see  a  lot  of  change. 

Senator  Pryor.  I  want  to  thank  you.  I  appreciate  what  you  have 
done,  and  I  know  this  Committee  and  the  Congress  is  going  to  ap- 
preciate this. 

I  have  one  final  question.  Do  you  have  any  thoughts  that  you 
might  give  us  on  legislation  that  might  be  constructive  in  dealing 
with  some  of  the  problems  that  your  very  fine  report  has  brought 
to  our  attention? 

Mr.  Wiggins.  I  am  not  sure  if,  at  this  time,  additional  legislation 
is  needed.  Again,  I  think  it  goes  back  to  getting  the  right  priorities 
and  attention  focused  to  the  issue.  I  think  the  hearing  you  are 
holding  today  and  the  work  we  have  done  at  your  request  will  help 
bring  to  light  the  serious  nature  and  the  scope  of  the  problem. 

Hopefully,  the  improvements  that  have  been  made  in  recent 
years  will  continue  to  be  made  and  at  a  more  rapid  pace  and  addi- 
tional legislation  may  not  be  required,  but  you  may  have  to  revisit 
that  at  some  point  in  the  future. 

Senator  Pryor.  Mr.  Wiggins,  if  you  this  afternoon  went  to  the 
State  Department,  to  the  Office  of  Defense  Trade  Controls,  and 
filled  out  an  application  and  you  wgmted  to  sell  airplane  parts  over- 
seas, you  showed  them  that  you  were  a  citizen,  you  filled  out  an 
application,  what  are  your  chances  of  being  granted  that  license? 

Mr.  Wiggins.  I  would  suspect  they  would  be  pretty  good. 

Senator  Pryor.  And  probably  within  13  days  or  less? 

Ms.  D'Agostino.  If  Mr.  Wiggins  was  registered  with  the  Depart- 
ment of  State  as  a  registered  supplier,  he  could  get  a  license. 

Senator  Pryor.  How  do  you  get  registered,  then?  If  you  are  reg- 
istered, that  does  not  automatically  mean  that  you  are  going  to  get 
a  license,  does  it? 

Ms.  D'Agostino.  That  is  true,  but  he  is  not  one  of  these  bad  guys 
on  the  watchlists. 
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Senator  Pryor.  He  is  not  yet.  [Laughter.] 

Senator  Pryor.  I  want  to  thank  you,  and  I  want  to  thank,  again, 
your  team,  your  very  fine  team  from  GAO.  We  are  going  to  put  a 
lot  of  this  information  in  the  Congressional  Record.  I  think  our  col- 
leagues need  to  know  about  it.  We  are  going  to  call  in  just  a  mo- 
ment some  representatives  from  the  Departments  of  State  and 
Commerce  and  your  report  is  very  much  appreciated. 

Mr.  Wiggins.  Thank  you,  Mr.  Chairman. 

Senator  Pryor.  Thank  you  very  much. 

We  are  now  going  to  ask  our  friend,  the  Honorable  William 
Reinsch,  the  Under  Secretary  of  Commerce  for  Export  Administra- 
tion, to  come  forward.  We  are  actually  going  to  ask  both  of  our  wit- 
nesses to  come  and  join  at  the  table  together.  We  also  have  the 
Honorable  Thomas  T.  McNamara,  the  Acting  Assistant  Secretary, 
Bureau  of  Political-Military  Affairs,  Department  of  State. 

We  welcome  each  of  you  this  morning,  familiar  faces,  I  might 
say.  We  are  very  grateful  for  your  attendance. 

If  we  might.  Bill,  why  don't  we  call  on  you  first  and  you  can  go 
forward  with  your  statement,  and  then  Mr.  McNamara,  and  then 
we  will  have  questions. 

TESTIMONY  OF  THE  HON.  WILLIAM  A.  REINSCH,i  UNDER 
SECRETARY  OF  COMMERCE  FOR  EXPORT  ADMINISTRATION 

Mr.  Reinsch.  Thank  you  very  much,  Mr.  Chairman.  Let  me  first 
compliment  the  Committee  on  its  new  decor.  I  haven't  been  here 
for  a  while,  and  burgundy  seats  and  teal  cushions  and  a  multi-col- 
ored ceiling,  this  is  very  1990s,  Mr.  Chairman. 

Senator  Pryor.  I  don't  know  if  this  is  classified  as  a  perk  or  not. 
[Laughter.] 

Mr.  Reinsch.  It  is  certainly  a  new  thing  for  the  Senate,  I  can  say 
that. 

Thank  you  for  the  opportunity  to  appear.  Let  me  present  my 
statement,  then  I  hope  you  will  ask  us  some  of  the  same  questions 
you  asked  the  preceding  witnesses,  because  I  think  that  would  lead 
to  a  constructive  dialogue. 

As  you  know,  I  have  strong  ties  with  this  institution.  I  worked 
over  20  years  for  the  Congress,  including  14  yeeirs  as  the  principal 
staffer  on  these  issues  for  the  late  Senator  Heinz,  and  most  re- 
cently, 2  years  for  Senator  Rockefeller. 

I  was  confirmed  as  Under  Secretary  on  May  2,  1994,  about  5 
weeks  ago.  I  hope  I  will  be  able  to  make  a  contribution  to  the  Clin- 
ton administration's  effort  to  update  and  improve  our  dual-use  ex- 
port control  system  so  we  can  better  achieve  our  national  and  eco- 
nomic security  goals. 

I  say  dual  use,  Mr.  Chairman,  simply  to  make  clear  that  the 
Commerce  Department  is  not  in  the  arms  business.  We  are  in  the 
dual-use  technology  business.  I  leave  the  question  of  arms  sales 
and  arms  sales  policy  to  the  State  Department.  We  control  the  ex- 
port of  critical  technology. 

As  we  continue  to  streamUne  and  reform  our  control  system,  it 
is  clear  that  further  decontrol  of  dual-use  technologies  can  be  justi- 
fied only  to  the  extent  that  we  have  an  aggressive  and  credible  en- 


^The  prepared  statement  of  Mr.  Reinsch  appears  on  page  116. 
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forcement  system  that  is  effective  at  keeping  critical  technology  out 
of  the  hands  of  would-be  proliferators.  I  am  committed  to  ensuring 
that  such  an  enforcement  system  is  in  place. 

I  would  like  to  take  a  few  minutes  to  discuss  our  procedures  for 
screening  export  license  applications,  verifying  information,  and  as- 
suring that  licensed  exports  go  only  to  approved  recipients.  I  will 
also  comment  on  GAO's  report  and  discuss  some  of  the  improve- 
ments we  have  made  which  address  the  concerns  that  it  raised. 

I  believe  that  our  current  system  functions  effectively.  There  is 
always  room  for  improvement,  there  is  no  question  about  it,  and  I 
am  committed  to  undertaking  that  improvement. 

In  reviewing  license  applications,  we  rely  on  many  sources  of  in- 
formation, some  of  which  have  been  discussed  earlier.  They  include 
in-house  expertise,  intelligence  reports,  open-source  information, 
pre-license  and  post-shipment  checks,  and  govemment-to-govem- 
ment  assurances. 

Each  source  has  its  own  strengths  and  limitations.  For  example, 
intelligence  information  may  provide  insights  not  available  any- 
where else,  yet  it  may  also  have  limited  utility  because  of  the  need 
to  protect  sources  and  methods.  Pre-license  check  information  may 
give  us  the  advantage  of  a  first-hand  visit  to  the  proposed  con- 
signee, but  his  or  her  candor  may  be  limited  by  the  fact  that  the 
checks  are  overt  inquiries  by  the  U.S.  Government. 

It  is  important  to  bear  in  mind  that  merely  placing  a  name  on 
our  watchJist  does  not  mean  that  all  applications  involving  that 
party  should  be  denied.  For  example,  some  names  are  placed  on 
the  list  in  the  initial  stages  of  an  inquiry  for  the  purpose  of  gather- 
ing additional  information.  We  believe  it  would  be  improper  to  deny 
all  license  applications  involving  a  particular  party  merely  on  the 
basis  of  suspicion  or  rumor. 

One  of  my  frustrations  about  this  issue,  frankly,  Mr.  Chairman, 
is  the  implication  in  the  GAG  report  and  in  the  testimony  this 
morning  that  every  time  we  grant  a  license  to  a  party  on  our 
watchlist,  we  have  made  a  mistake.  In  fact,  there  are  numerous 
reasons  why  someone  would  be  on  our  watchlist  that  do  not  and 
should  not  imply  derogatory  information,  and  I  think  it  does  a  dis- 
service to  our  program  as  well  as  to  the  exporter  to  imply  that  ev- 
erybody on  our  watchlist  has  in  some  sense  done  something  wrong 
and  should  have  all  future  export  license  applications  denied  sim- 
ply because  they  are  on  our  list. 

In  ev£duating  an  application,  we  use  the  techniques  that  are  ap- 
propriate to  the  facts  of  each  case.  By  capitalizing  on  the  strengths 
of  each  source  of  information,  we  have  a  system  which  fosters  reli- 
able, timely  decisions  and  which  we  believe  protects  our  strategic 
interests. 

I  have  mentioned  the  principal  techniques  we  utilize:  screening, 
pre-license  checks,  post-shipment  verifications,  safeguards,  visits, 
govemment-to-govemment  assurances,  interagency  review  of  li- 
cense applications. 

In  addition,  we  provide  the  Customs  Service  computer  access  to 
all  of  our  completed  licensing  decisions.  This  enables  Customs  to 
use  the  information  when  examining  shipments  at  the  port  of  ex- 
port to  assure  that  the  goods  shipped  conform  to  the  statement  on 
the  license  application.  Moreover,  it  provides  valuable  information 


17 

for  their  investigations  and  it  provides  a  mechanism  for  Customs 
to  give  us  a  warning  in  time  to  suspend  or  revoke  a  hcense  before 
shipment  to  an  unreliable  party.  These  actions  are,  in  part,  the  re- 
sult of  the  memorandum  of  understanding  we  signed  with  the 
Commerce  Department  last  September. 

The  recent  GAO  study  you  requested  reviewed  our  screening  pro- 
cedures in  some  depth.  Let  me  say  in  the  beginning  that  although 
we  disagree  with  some  of  the  details  in  the  report,  we  believe  that 
its  recommendations  are  constructive  and  will  result  in  improve- 
ments to  the  system.  In  fact,  we  have  already  implemented  or  are 
in  the  process  of  implementing  virtually  every  recommendation  the 
GAO  made  with  respect  to  our  Department. 

Last  year,  we  received  over  25,000  export  license  applications. 
The  vast  majority  of  these  reflect  legitimate  transactions  of  law- 
abiding  businesses.  However,  about  one-fifth  of  those  were  sub- 
jected to  heightened  scrutiny  because  they  contained  one  or  more 
names  that  were  on  our  watchlist.  After  reviewing  these  applica- 
tions in  light  of  existing  in-house  information,  our  Office  of  Export 
Enforcement  was  able  to  recommend  that  approximately  566  of 
those  licenses  not  be  approved. 

Sometimes  we  need  more  information  than  we  have  in-house  to 
properly  evaluate  an  apphcation  that  is  flagged  by  our  screening 
system,  and  we  need  to  employ  pre-license  checks  or  safeguards 
visits.  These  procedures  are  £imong  our  most  important  tools  to  ver- 
ify the  legitimacy  of  the  consignee  and  the  information  on  the  ap- 
plication, because  they  allow  a  representative  of  our  Grovemment 
to  observe  firsthand  the  consignee's  premises  and  what  is  going  on 
there  and  to  interview  officials  of  the  firm. 

At  the  same  time,  they  have  limitations.  They  are  time  and  re- 
source consuming.  We  depend  largely  on  foreign  commercial  service 
officers  in  our  embassies  to  conduct  them  in  addition  to  their  nor- 
m£d  duties.  Because  they  entail  an  overt  contact  with  a  consignee 
by  the  U.S.  Government,  they  alert  all  parties  to  our  heightened 
interest  in  the  transaction. 

Last  year,  we  conducted  375  pre-license  checks.  Eighty-five  of 
those  checks,  approximately  23  percent,  uncovered  reasons  not  to 
approve  an  application.  We  believe  that  these  numbers  indicate 
that  we  are  using  this  resource  appropriately. 

We  also  performed  a  number  of  safeguards  trips.  During  these 
trips,  our  agents  both  reviewed  the  legitimacy  of  specific  export 
transactions,  in  other  words,  did  additional  PLCs,  and  provided 
guidance  to  both  our  foreign  service  personnel  and  host  country  of- 
ficials about  our  export  control  program.  This  program,  because  of 
its  high  visibility,  sends  a  message  to  foreign  governments  of  the 
importance  the  United  States  attaches  to  effective  export  controls. 

Our  post-shipment  check  program  is  a  valuable  tool  for  preserv- 
ing the  integrity  of  our  system.  When  exporters  and  consignees 
know  that  we  conduct  verifications  to  ensure  that  the  terms  of  the 
Ucense  have  been  complied  with,  they  will  be  less  inclined  to  sub- 
mit false  statements  on  their  applications. 

Likewise,  govemment-to-govemment  assurances  elicit  the  co- 
operation of  foreign  governments  in  preventing  diversions.  We  may 
seek  assurances  as  to  the  end  use  as  well  as  assurances  against  di- 
version to  other  countries. 
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Each  month,  we  obtain  a  CD-ROM  summary  of  the  shippers'  ex- 
port declarations,  representing  all  of  the  exports  from  the  United 
States  for  the  previous  month.  We  analyze  the  data  to  detect  ship- 
ments made  in  violation  of  our  export  control  laws.  So  far  in  fiscal 
1994,  our  analysts  have  forwarded  over  500  such  leads  to  our  in- 
vestigators. 

In  addition,  our  field  offices  conduct  spot  checks  of  shippers'  ex- 
port declarations,  or  SEDs,  in  the  ports.  Our  review  of  SEDs  makes 
it  clear  to  U.S.  exporters  and  would-be  diverters  that  the  state- 
ments they  make  on  export  license  applications  and  other  export 
control  documents  are  subject  to  Government  scrutiny. 

In  addition  to  our  own  expertise  at  Commerce,  we  also  draw  on 
the  knowledge  and  experience  at  the  State  Department,  the  De- 
fense Department,  the  Department  of  Energy,  and  the  Non- 
proliferation  Center  when  we  evaluate  license  applications.  Cur- 
rently, we  refer  approximately  54  percent  of  all  license  apphcations 
to  one  or  more  other  agencies. 

We  send  the  most  sensitive  apphcations,  about  30  percent  of  the 
total,  to  the  Nonproliferation  Center  for  comment  on  the  legitimacy 
of  the  parties  to  the  transactions.  The  NPC  queries  the  various 
members  of  the  inteUigence  community  for  available  information 
on  the  purchaser,  the  intermediate  consignee,  if  there  is  one,  and 
the  ultimate  consignee.  We  are  working  with  the  NPC  toward  100 
percent  referral  of  all  applications  received,  and  we  expect  to  imple- 
ment that  arrangement  in  the  near  future. 

That,  in  brief,  is  what  we  do  to  verify  the  information  that  is  in- 
cluded in  export  license  applications.  It  is  a  process  that  requires 
case-by-case  judgments  as  to  what  techniques  to  use.  We  try  to  se- 
lect the  techniques  that  best  match  our  needs  with  respect  to  each 
application. 

GAO  had  four  recommendations  that  applied  specifically  to  the 
Department  of  Commerce.  The  first  one  was  that  we  should  "for- 
mally assign  watchlist  data-entry  responsibilities  among  the  staff 
and  establish  procedures  to  ensure  data  entries  are  complete  and 
up  to  date". 

At  the  time  GAO  reviewed  our  procedures,  we  had  specific  staff 
responsibilities  for  all  categories  of  watchlist  entries  except  those 
we  received  from  the  Department  of  Justice.  We  have  since  as- 
signed that  responsibility.  We  are  refining  our  ability  to  ensure 
data  entries  are  complete  and  up  to  date. 

I  might  add,  we  are  dependent  in  part  on  the  frequency  and  reg- 
ularity with  which  we  receive  the  information  from  the  agencies, 
which  is  also  an  issue  we  might  want  to  discuss  later. 

The  second  recommendation  was  that  we  should  "share  the  rel- 
evant portion  of  our  watchlist  with  State  on  a  regular  basis  and  in- 
corporate the  relevant  portion  of  State's  watchlist  into  ours". 

For  years,  we  have  furnished  the  State  Department  with  our 
Economic  Defense  List.  This  list,  currently  containing  approxi- 
mately 7,000  names,  is  the  portion  of  our  watchlist  which  we  be- 
lieve is  most  relevant  to  State's  mission.  The  list  includes  all  par- 
ties about  whom  we  have  specific  information  linking  them  to  ac- 
tivities of  proliferation  concern.  It  also  includes  those  who  have 
been  the  subjects  of  unfavorable  prelicense  or  post-shipment  checks 
or  who  have  been  sanctioned  for  export  control  violations. 


19 

As  a  result  of  the  GAO  recommendation,  we  will  consult  with 
State  to  determine  if  there  are  any  additional  categories  of  names 
on  our  watchlist  which  are  of  interest  to  them  and  we  will  provide 
them  with  all  such  names. 

In  addition,  we  are  prepared  to  review  State's  watchlist  in  fur- 
ther detail  to  determine  what  portions  may  be  relevant  for  BXA. 

On  the  issue  of  cooperation,  which  you  raised  in  one  of  your 
questions,  Mr.  Chairman,  I  simply  say  I  cannot  speak  with  respect 
to  past  administrations.  I  did  so  from  time  to  time  when  I  was 
here;  I  spoke  about  them.  I  can  tell  you  that  this  administration 
believes  in  cooperation,  I  believe  in  cooperation,  and  we  intend  to 
do  that.  We  are  doing  that  with  the  State  Department.  We  will  give 
them  what  they  want,  and  we  are  happy  to  review  everything  they 
have.  We  are  committed  to  cooperation. 

The  third  recommendation  was  that  we  should  "review  Com- 
merce's identification  number  assigning  procedures  to  ensure  that 
multiple  numbers  are  not  assigned  to  the  same  party".  This  is 
something  that  was  discussed  in  your  questions  to  the  GAO. 

I  believe  that  we  have  addressed  that  problem.  Since  December 
1992,  we  have  had  a  system  in  place  that  we  believe  has  greatly 
reduced  the  number  of  multiple  entries  for  the  same  entity.  It  uses 
a  two-step  procedure  involving  computer  automation  £uid  human 
quaUty  control  review. 

Each  day,  our  computer  system  automatically  matches  approxi- 
mately 75  percent  of  the  parties,  meaning  exporters,  purchasers, 
intermediate  consignees,  and  ultimate  consignees,  involved  in  ex- 
port license  applications  received  that  day,  based  on  complex  cri- 
teria for  matching  names  and  addresses  with  existing  entries.  After 
this  step,  individuals  within  our  Office  of  Enforcement  Support  re- 
view for  accuracy  all  matches  made  by  the  computer. 

These  employees  then  compare  each  of  the  remaining  25  percent 
of  the  parties  to  a  computer-generated  list  of  names  and  addresses 
that  the  software  has  identified  as  somewhat  similar  but  not  iden- 
tical to  the  party  on  the  application.  The  employee  then  decides 
whether  the  party  on  the  application  is  the  same  as  an  existing 
party  in  the  data  base,  and  if  so,  selects  the  existing  party  using 
the  same  number.  If  it  is  different,  he  or  she  adds  a  new  entry  to 
that  data  base. 

At  one  time,  when  our  software  was  less  sophisticated,  we  delib- 
erately added  new  entities  whenever  there  was  even  a  slight  dif- 
ference in  the  name  or  address  or  even  the  punctuation,  and  we  re- 
lied on  humans  to  catch  multiple  entries.  As  GAO  pointed  out,  that 
was  not  entirely  a  successful  system. 

As  time  passes,  the  licenses  representing  that  practice  will  be  re- 
tired and  the  problem  will  be  diminished.  I  believe  that  this  proce- 
dure, embodying  both  human  and  computer  review,  has  reduced 
the  problem,  although  it  has  not  yet  eliminated  it.  I  am  committed 
to  finally  eliminating  it,  but  that  is  going  to  take  some  time  as  we 
go  on. 

Export  Enforcement  is  working  with  the  Bureau's  Office  of  Infor- 
mation Resources  Management  to  bring  about  further  improve- 
ments. 
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First,  we  will  develop  and  utilize  a  special  quality  assurance  re- 
port that  will  allow  our  managers  to  quickly  identify  difficulties 
that  may  occur  in  the  process  of  adding  new  entities  to  the  system. 

Second,  we  will  improve  the  computer  interface  used  by  our  em- 
ployees who  add  names  to  the  watchhst  to  alert  them  to  the  possi- 
bility of  more  than  one  record  in  the  database  for  a  particular  en- 
tity. I  believe  that  will  help  solve  this  problem. 

The  final  GAO  recommendation  was  that  we  should,  "when  pre- 
licensing  checks  are  conducted  because  of  information  from  intel- 
ligence sources  but  result  in  no  derogatory  information,  notify  the 
intelligence  sources  that  the  information  was  not  corroborated  and 
discuss  whether  the  application  should  be  approved". 

We  agree  only  partially  with  this  recommendation.  The  intel- 
ligence community  s  important  role  in  export  enforcement  is  one  of 
suppljdng  information.  It  is  the  role  of  the  licensing  agencies  to 
evaluate  this  information  against  other  available  information  and 
then  make  the  licensing  decision. 

Having  said  that,  we  agree  with  the  portion  of  the  recommenda- 
tion which  states  that  we  should  notify  the  intelligence  community 
when  a  pre-license  or  post-shipment  check  fails  to  corroborate  the 
intelligence  information  that  prompted  it.  We  are  happy  to  go  back 
to  them.  We  are  working  with  Commerce's  Office  of  Intelligence  Li- 
aison, which  is  our  entity  in  the  building  that  works  with  the  intel- 
ligence community,  to  develop  a  mechanism  to  provide  this  feed- 
back to  the  intelligence  community. 

Finally,  no  export  control  program,  however  thorough,  can  do  the 
job  without  effective  enforcement.  To  this  end,  the  administration 
has  proposed  strengthening  our  enforcement  capabilities  in  the  Ex- 
port A^ninistration  Act  renewal  that  is  currently  pending  before 
the  Congress,  which  I  hope  you  will  have  an  opportunity  to  vote  on 
very  soon.  It  will  increase  penalties  for  violators  and  at  the  same 
time  will  simplify  and  streamline  our  export  control  structure. 

As  I  said  earlier,  I  am  committed,  as  is  the  entire  Clinton  admin- 
istration, to  strengthening  our  export  control  program.  We  will 
minimize  the  burden  on  law-abiding  exporters  by  avoiding  unneces- 
sary controls.  We  will  continue  to  carefully  scrutinize  export  license 
applications.  We  will  employ  all  available  resources  and  methods, 
as  appropriate  to  a  particular  case.  We  will  strengthen  the  system 
of  screening  license  applications  sdong  the  lines  suggested  by  the 
GAO. 

Thank  you. 

Senator  Pryor.  I  thank  you  very  much. 

Let  me  ask  one  question,  and  then  we  will  3deld  to  Mr.  McNa- 
mara,  just  so  for  the  record  we  will  know. 

In  the  Department  of  Commerce,  what  percentage  of  the  25,000 
applications  for  licenses  are  defense-related  or  miUtary-sales  relat- 
ed? 

Mr.  Reinsch.  None  of  them  are  munitions.  There  is  a  munitions 
hst  and  there  is  a  commodity  control  list.  The  State  Department 
controls  items  on  the  munitions  hst.  We  control  items  on  the  com- 
modity control  list. 

Defense-related  is  a  fuzzy  term.  Avionics  for  helicopters,  which  is 
one  of  the  things  that  is  there,  that  would  probably  be,  if  it  were 
a  part,  would  probably  be  an  item  that  we  would  control,  particu- 


21 

larly  if  it  were  an  item  that  could  be  used  in  both  civiHan  and  mili- 
tary items.  We  tend  to  control  dual-use  items  that  have  both  appli- 
cations. Items  that  have  exclusively  military  applications  are  on 
the  State  Department  list. 

Senator  Pryor.  Grood.  We  are  going  to  come  back  to  you  in  just 
a  few  moments. 

Mr.  McNamara? 

TESTIMONY  OF  THE  HON.  THOMAS  T.  McNAMARA^i  ACTING  AS- 
SISTANT SECRETARY,  BUREAU  OF  POLITICAL-MILITARY  AF- 
FAIRS, DEPARTMENT  OF  STATE 

Mr.  McNamara.  Thank  you,  Senator.  Thank  you  very  much  for 
the  opportunity  to  appear  before  the  Subcommittee. 

I  would  like  to  read  for  the  record  a  very  short  statement,  be- 
cause I  believe  that  we  are  discussing  an  extraordinarily  important 
topic,  that  of  export  Ucensing  and  export  controls. 

As  you  in  the  Congress  appreciate,  the  licensing  of  arms  for  com- 
mercial export  is  a  complicated  and  often  very  sensitive  process.  It 
involves  billions  of  dollars  of  U.S.  exports.  It  involves  licensing, 
which  has  importEint  implications  for  national  security,  for  our  eco- 
nomic security,  for  our  foreign  policy  interests,  and,  indeed,  for  the 
well-being  of  thousands  of  American  employees  and  their  compa- 
nies. 

I  know  this  is  an  area  in  which  you  have  long  exercised  leader- 
ship, and  the  Department  appreciates  your  role,  your  efforts,  and 
your  support.  We  are  committed  at  the  Department  of  State,  as  is 
the  entire  Clinton  administration,  to  giving  the  regulation  and  the 
facilitation  of  responsible  defense  trade  the  attention  and  the  re- 
sources that  it  deserves.  We  are  committed  to  improving  the  effi- 
ciency, the  speed,  and  the  security  with  which  we  carry  out  these 
licensing  functions. 

Before  I  address  specific  compliance  issues,  let  me  briefly  outline 
some  of  the  steps  the  Department  of  State  has  taken  to  improve 
the  export  licensing  process,  including  the  compUance  function. 

Since  1990,  we  have  reorganized  the  former  Office  of  Munitions 
Controls  into  an  Office  of  Defense  Trade  Controls,  known  as  DTC, 
Defense  Trade  Controls.  We  have  increased  the  staff  from  under  30 
to  over  60.  This  expansion  includes  the  augmentation  of  the  office 
with  offers  from  the  military  services,  from  the  Customs  Service, 
and  shortly  from  the  National  Security  Agency.  These  augmentees 
bring  a  wealth  of  speciedized  expertise  to  this  office  and  they  en- 
hance the  coordination  with  which  their  agencies  are  able  to  deal 
increasingly  and  more  efficiently  with  the  licensing  and  compliance 
functions. 

We  have  also  strengthened  the  development  of  defense  export 
policy  through  the  creation  of  sm  additional  office,  a  policy  office, 
originally  known  as  the  Office  of  Defense  Trade  Policy.  In  recent 
months,  we  have  augmented  that  Office  of  Defense  Trade  Policy — 
it  now  has  over  20  employees — with  personnel  who  worked  pre- 
viously in  other  bureaus  in  the  Department  of  State,  developing 
high  technology  export  policy. 


1  The  prepared  statement  of  Mr.  McNamara  appears  on  page  123. 
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In  accordance  with  this  broadened  mission,  we  have  renamed  the 
office  the  Office  of  Export  Control  Pohcy,  or  EXP  for  short,  and  we 
have  discontinued  the  nomenclature  "Center  for  Defense  Trade". 
We  have  maintained  tight  cohesion  between  these  two  offices  and 
have  upgraded  the  supervisory  officer  for  these  two  offices  to  a 
Deputy  Assistant  Secretary  of  State. 

We  have  also  obtained  permission  and  are  now  in  the  process  of 
filling  the  position  of  the  Director  of  the  Office  of  Defense  Trade 
Controls  with  a  Senior  Executive  Service  level  official,  that  is,  to 
continue  first-rate  management  of  this  very  important  function. 
That,  we  have  done  since  1990,  in  terms  of  upgrading  personnel 
and  the  numbers  and  the  levels  of  personnel. 

Within  the  Defense  Trade  Office,  we  have  invested  aggressively 
in  automation  of  the  licensing  and  compliance  operations.  We  have 
instituted  an  electronic  remote  on-line  bulletin  board  to  improve 
communications  with  the  license  applicants  and  an  electronic  staff- 
ing network  to  improve  the  coordination  of  the  State  Department 
with  the  bureaus  in  the  State  Department  and  with  other  agencies. 

In  recent  months,  we  have  scored  a  great  success  with  the  long- 
awaited  introduction  of  electronic  licensing  submissions.  Over  300 
companies  now  participate  in  this  project,  a  pilot  program,  and  this 
year,  they  have  submitted  over  1,600  licenses  via  computer  as  op- 
posed to  the  hard  copy  system.  The  payoffs  for  the  firms  and  for 
the  Government  in  speed,  efficiency,  savings,  and  security  have 
been  significant. 

While  paper  applications  remain  the  norm,  we  are  strongly  en- 
couraging the  shift  to  electronic  submissions.  We  are  encouraging 
this  shift  to  electronic  submissions  in  the  hope  that  electronic  li- 
censing will  become  much  more  prevalent  and  bring  more  compa- 
nies into  the  program  with  increasing  benefits  in  terms  of  effi- 
ciency. 

Since  1990,  we  have  greatly  increased  the  funding  provided  to 
the  DTC  for  performing  its  mission.  We  are  particularly  grateful 
for  you,  Mr.  Chairman,  in  supporting  the  enhanced  funding  of  the 
office  through  the  "plowback"  formula.  That  has  been  of  great  as- 
sistance to  us.  In  fact,  it  is  an  invaluable  asset. 

Since  1990,  we  have  been  publishing  the  quarterly  magazine  De- 
fense Trade  News,  which  has  received  some  attention  here  this 
morning,  to  provide  information  on  U.S.  export  policy  and  on  oper- 
ational licensing  and  compliance  matters  to  thousands  of  readers 
in  the  industry,  Congress,  Government  agencies,  and  other  Amer- 
ican £ind  foreign  audiences. 

We  have  reached  out  to  the  industry  via  an  extensive  program 
of  in-house  seminars  and  participation  in  dozens  of  association  con- 
ferences and  other  fora,  educating  companies  on  both  policy  and 
operational  matters  to  improve  Government-industry  cooperation 
and  to  encourage  compliance  with  legal  requirements. 

We  have  enhanced  and  formalized  end-use  check  programs,  in- 
cluding increased  scrutiny  of  high-risk  indicators,  greater  U.S.  em- 
bassy participation  overseas,  and  foreign  government  cooperation, 
both  overseas  and  here  in  Washington. 

We  have  instituted  enhanced  compliance  procedures,  particularly 
those  which  implement  the  legislation  which  was  introduced  in 
1987.  As  a  result,  we  have  improved  registration  compHance,  dra- 
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matically  increased  assistance  to  U.S.  agencies  on  investigations 
and  criminal  prosecutions.  We  have  established  a  unit  dedicated  to 
addressing  diversions  £ind  Congressional  reporting  requirements, 
and  we  have  greatly  boosted  the  number  of  administrative  actions, 
such  as  debarments,  suspensions,  revocations,  and  company  audits. 

While  we  have  accomplished  much  in  the  past  4  years,  we  are 
not  resting  there.  We  continue  to  move  apace  on  electronic  licens- 
ing and  other  aspects  of  automation,  including  steps  to  computerize 
procedures  and  to  enhance  coordination  between  the  licensing  and 
compliance  functions. 

In  accordance  with  the  National  Performance  Review  process,  we 
are  carefully  studying  DTC's  internal  staffing  and  organization  to 
determine  how  to  improve  efficiency  and  save  on  personnel  costs 
without  sacrificing  performance.  Increased  efficiency  with  increased 
personnel  has  meant  increased  productivity. 

The  General  Accounting  Office  recently  noted  a  number  of  steps 
which  can  be  taken  to  improve  the  handling  of  the  compliance  func- 
tion. We  concur  with  much  of  what  the  GAO's  analysis  has  put  for- 
ward and  we  have  been  taking  steps  to  implement  most  of  the  spe- 
cific measures  they  have  recommended.  Let  me  be  specific. 

First,  the  GAO  review  suggested  that  we  tighten  procedures  for 
ensuring  that  the  compliance  watchlist  is  properly  updated  and 
monitored.  We  have  done  so,  formally  assigning  employee  respon- 
sibility for  monitoring  the  watchlist  and  for  receipt  of  information 
from  other  agencies  which  is  produced  at  regular  intervals  for  the 
watchlist. 

Second,  we  have  reinvigorated  efforts  to  overcome  technical  ob- 
stacles to  the  improved  exchange  of  watchlist  information  with 
Commerce.  We  continue  to  exchange  other  forms  of  information  be- 
sides that  of  the  watchlist  relating  to  export  concerns  via  inter- 
agency coordinating  groups  like  the  Technology  Transfer  Working 
Group  and  the  Missile  Technology  Export  Control  Committee. 

Currently,  the  Office  of  Defense  Trade  Controls  has  dedicated  a 
computer  system  that  flags  applications  for  compliance  review 
when  the  applicants  appear  on  the  watchlist.  This  in-house  system 
has  a  staff  which  is  currently  reprogramming  the  system  in  accord- 
ance with  the  GAO's  suggestion  so  that  it  flags  applications  when 
any  of  the  parties  appear  on  the  watchlist,  £uid  to  prevent  the 
flagged  Ucense  from  being  logged  out  and  a  license  being  issued 
until  it  has  been  technically  reviewed  and  a  staff  member  has  re- 
leased the  application  for  license. 

We  are  going  to  do  more  of  this.  We  have  this  program  right  now 
in  its  beginning  stages  and  we  are  going  to  follow  through  during 
a  trial  period  to  determine  exactly  how  best  to  implement  this  rec- 
ommendation of  the  GAO. 

Let  me  note  in  this  regard  that,  as  was  noted  by  my  colleague 
fi'om  the  Department  of  Commerce,  there  seems  to  be  some  mis- 
understanding. A  watchlist  is  that.  It  is  a  watchlist.  It  is  not  a 
blacklist.  The  watchlist  merely  flags  for  the  attention  of  the  licens- 
ing officer  and  the  compUance  officer  the  need  to  review.  It  does 
not  suggest  that  just  because  a  name  or  even  more  thsui  one  name 
that  is  appearing  in  the  license  application  is  on  the  watchlist  that 
the  license  need  be  denied  or  ought  to  be  denied. 
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In  many  cases,  the  watchlist  does  not  have  negative  information. 
It  has  information  of  significance  £ind  importance.  In  many  other 
cases,  it  has  negative  information  which  requires  a  denial  of  the  h- 
cense.  That,  I  think,  is  not  brought  out  very  clearly  in  the  GAO  re- 
port. 

Third,  the  compliance  division  has  implemented  procedures  to 
ensure  that  the  DTC  staff  use  the  computer  in  documenting  their 
actions.  One  of  the  problems  we  had  in  the  GAO  report  was  that 
we  were  not  documenting  actions  tciken.  We  were  taking  the  ac- 
tions but  we  didn't  have  a  record  to  prove  we  were  taking  the  ac- 
tions. Since  then,  we  have  now  gone  over  this  problem  and  we  are 
examining  other  systems  improvements  that  we  can  use  to  support 
the  compliance  efforts  that  we  are  making.  It  is  all  part  of  our  on- 
going enhancement  of  the  computer  system  within  the  office. 

Fourth,  in  an  effort  to  attain  the  same  compliance  goals  with 
fewer  resources.  State  is  developing  a  system  whereby  companies 
would  certify  that  they  were  maintaining  the  records  of  manufac- 
turing and  distribution  agreements  and  that  they  would  be  subject 
to  spot  audits  as  well  as  sanctions  should  they  fail  to  do  so. 

I  would  point  out  that  we  are  reviewing  now,  and  doing  a  better 
job,  we  hope,  as  a  result  of  some  of  the  recommendations  of  GAO, 
with  these  agreements  and  with  the  sales  reports  that  come  in  an- 
nually. It  is  an  enormous  amount  of  paperwork,  and  to  the  extent 
that  some  inventive  and  very  useful  management  tools  c£ui  be  ap- 
plied to  this  problem,  we  think  we  can  make  great  strides  in  the 
coming  months. 

Fifth,  GAO  recommended  that  the  DTC  document  or  audit  appli- 
cants to  assure  that  they  are  U.S.  persons,  as  required  by  law.  In 
fact,  applicants  are  screened  at  the  registration  stage  and  are  also 
subject  to  spot  check  verifications  of  the  U.S.  person  certification 
during  the  licensing  procedure.  This  was  not  brought  out  very 
clearly,  either  in  the  report  nor  in  the  testimony  thus  far  before  the 
Committee,  that,  in  fact,  we  are  not  talking  about  someone  walking 
in  off  the  street  and  asking  for  a  hcense. 

The  vast  majority  of  all  license  applications  are  submitted  by 
persons  who  have  previously  registered,  and  the  information,  in- 
cluding that  as  to  whether  or  not  they  are  a  U.S.  person,  which  is 
quite  distinct  from  being  a  U.S.  citizen,  that  they  are  a  U.S.  person 
is  checked  both  at  the  time  they  apply  for  the  registration  as  well 
as  subsequently  we  do  spot  checks  during  the  licensing  procedure. 

There  are  elements  of  the  GAO  report  with  which  we  differ,  par- 
ticularly GAO's  view  of  cooperation  between  State  and  Commerce. 
We  find  that  this  has  been  unduly  pessimistic.  We  think  the  State 
and  Commerce  are  cooperating,  and  I  can  assure  you,  Mr.  Chair- 
man and  all  of  those  listening,  that  we  are  cooperating.  We  have 
a  fiill  and  complete  effort  underway  to  make  sure  that  cooperation 
improves  and  is  as  good  as  it  possibly  can  become. 

We  are  particularly  concerned  and  unclear  about  the  methodol- 
ogy GAO  used  to  conclude  that  about  30,000  of  the  33,000  entries 
on  the  Commerce  list  relevant  to  state  were  not  on  State's 
watchlist.  We  believe  there  is  already  a  greater  overlap  than  the 
draft  report  States.  We  have  not  been  able  to  clarify  this  with  the 
GAO  but  we  hope  to.  There  are,  for  example,  submissions — just  the 
submissions   from   the   GSA — that   amount   to    several   thousand 
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which  appear  on  both  the  State  and  the  Commerce  watchlists  and 
therefore  would  tend  to  call  into  question  figures  that  were  in  the 
draft  report. 

Moreover,  State  and  Commerce  do  exchange  information  regard- 
ing export  policies,  departmental  sanctions,  and  questionable  li- 
censing applications  via  regular  meetings  and  interagency  coordi- 
nation which  doesn't  show  up  simply  in  the  exchange  of  data  for 
watchlists. 

There  is  the  Technology  Trsinsfer  Working  Group,  which  meets 
regularly.  State  and  Commerce  are  on  that.  State  cnairs  it.  It  is  a 
very  useful  mechanism  for  exchsinging  information. 

The  Missile  Technology  Export  Control  Committee  is  another 
interagency  committee  that  both  State  and  Commerce  use  to  ex- 
change information. 

We  found,  Mr.  Chairman,  that  the  recent  GAO  study,  hke  other 
reviews  of  the  DTC  procedures  over  the  years,  has  been  a  useful 
and  constructive  effort  to  support  defense  trade  controls  and  the 
defense  trade  control  mission.  The  efforts  to  improve  the  defense 
trade  control  function  is  not  ours  alone;  it  is  truly  a  team  effort, 
an  interagency  effort.  I  can  assure  you  that  the  interagency  effort 
is  being  made. 

Through  training,  seminars,  conferences,  and  company  audits, 
we  have  strengthened  U.S.  industrsr's  role  in  the  compliance  proc- 
ess. Customs,  Commerce,  and  Defense  provide  critical  support  and 
coordination  to  the  Office  of  Defense  Trade  Controls,  and  so  do  nu- 
merous elements  within  the  Department  of  State  outside  that  of- 
fice. 

Mr.  Chairman,  we  have  been  particularly  gratified  by  the  inter- 
est and  the  cooperation  and  support  that  the  Congress  has  pro- 
vided, which  this  Subcommittee  has  provided,  and  which  you  per- 
sonally have  provided. 

Let  me  conclude  these  remarks  by  saying  that  while  support 
troops  have  been  critical  to  DTC's  enhancement,  it  is  the  line 
troops  at  the  Office  of  Defense  Trade  Controls,  the  licensing  offi- 
cers, the  compliance  officers,  and  the  administrative  support  staff 
who  are  the  keys  to  improving  the  defense  trade  control  process. 
They  have  honed  in  on  the  problems  that  they  have  seen. 

They  are,  in  fact,  making  the  office  function  better  through  nu- 
merous little-noted  improvements  and  innovations.  Their  daily  ef- 
forts to  serve  the  interest  of  the  United  States  in  performing  their 
duties,  their  savvy,  their  dispatch,  have  been  primarily  responsible 
for  the  improved  performance  in  recent  years. 

We  want  to  pledge,  and  I  will  pledge,  that  we  will  continue  to 
give  them  the  support  they  need  to  get  the  job  done  and  we  will 
continue  our  commitment  to  bettering  the  process. 

In  fact,  I  would  note  Mr.  Wiggins's  comments  about  the  great 
strides  made  in  the  last  few  years  at  the  State  Department  in  im- 
proving this  process  and  the  commitment  to  fixing  those  problems 
which  are  showing  up.  That  commitment  is  there,  and  we  expect 
to  make  great  strides  in  the  future  as  we  have  recently. 

Thank  you  very  much,  Mr.  Chairman. 

Senator  Pryor.  Thank  you,  Mr.  McNamara. 

I  want  to  say  that  I  am  encouraged  by  the  seeming  commitment 
that  you  are  talking  about,  or  redefining  your  commitment  to  hav- 
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ing  more  checks  and  more  monitoring  of  this  whole  system,  which 
I  think  has  been  very,  very  deplorable  in  the  past. 

Let  me  ask  you  this.  We  have  talked  about  this  case  before.  In- 
telligence agencies  in  March  1993,  last  year,  raised  a  concern  about 
a  company  with  an  export  license  to  ship  U.S.  munitions  to  Singa- 
pore. Despite  this  information  which  was  shared  with  the  State  De- 
partment, the  State  Department  approved  38  Ucenses  to  this  com- 
pany from  April  to  August  of  last  year. 

Does  this  concern  you? 

Mr.  McNamara.  I  am  not  familiar  with  the  38  hcenses  that  you 
mentioned. 

Senator  Pryor.  This  is  from  the  GAO  report. 

Mr.  McNamara.  Yes,  but  GAO  did  not  give  us  the  specific  cases 
that  they  chose.  We  asked  them,  and  we  were  given  those  statistics 
but  not  the  specific  cases  they  applied  to.  So  therefore,  it  is  very 
difficult  for  me  to  review  the  specific  examples  that  are  on  those 
charts  because  we  simply  were  not  given  by  GAO  the  information, 
when  we  asked  for  it,  that  would  enable  us  to  cross-check  and  to 
give  you  more  information  about  those  specific  cases. 

But  let  me  make  a  general  comment,  if  I  might,  about  the  ques- 
tion of  intelligence  information.  I  think  this  also  applies  to  Com- 
merce. 

Intelligence  information  is  a  very  valuable  tool  in  determining 
whether  or  not  a  license  ought  to  be  issued.  Intelligence  informa- 
tion, however,  is  not,  in  and  of  itself,  automatic  grounds  for  turning 
down  a  license.  In  some  cases,  the  intelligence  information,  even 
when  negative,  is  of  a  nature  that  it  is  not  grounds  for  turning 
down  a  license.  It  could  be,  for  exsimple,  administrative  problems 
that  a  company  has  overseas. 

It  might  be  a  problem  that  the  company  has  with  a  particular 
end  user  in  a  country,  and  therefore  the  company,  in  going  to  a  dif- 
ferent country  with  a  different  end  user  and  using  different  ship- 
pers and  different  intermediaries,  would  have  absolutely  no  reason 
for  turning  down  licenses. 

I  don't  know  and  cannot  answer  the  specifics  of  that  case  because 
I  was  not  given  the  information  about  the  case. 

Senator  Pryor.  Let  me,  then,  give  you  a  more  specific  case.  Per- 
haps you  and  GAO  can  further  go  into  that  particular  matter,  be- 
cause I  think  really  flags  an  issue  that  concerns  me  a  great  deal 
and  I  think  my  colleagues,  also. 

Let  us  talk  about  a  more  specific  case.  The  State  Department  is- 
sued three  licenses  in  March  of  1992  involving  a  company  that  had 
been  recently  convicted  of  illegally  selling  aircraft  parts  to  Iran. 
The  State  Department  had  debarred  this  company  and  had  even 
placed  it  on  its  watchlist. 

My  question,  why,  then,  did  the  State  Department  issue  that 
particular  license  to  this  company  after  they  had  violated  the  ex- 
port control  laws? 

Mr.  McNamara.  On  the  surface,  that  sounds  like  a  pretty  damn- 
ing case. 

Senator  Pryor.  It  certainly  does  to  me. 

Mr.  McNamara.  That  is  right,  and  as  presented  here  by  the 
GAO,  it  sounds  Hke  a  horrendous  case.  But  if  we  examine  a  Uttle 
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more  closely,  I  think  we  will  understand  the  case  a  little  bit  better 
and  see  that  it  is  a  lot  more  complicated  than  the  presentation. 

First  of  all,  the  company  referred  to  had  not  been  debarred.  The 
company  referred  to  was  under  suspension  at  the  time,  that  is  to 
say,  the  first  step.  Eventually,  it  dad  lead  to  debarment  and  the 
company  was  debarred.  But  at  the  time,  the  issuing  of  those  three 
licenses  was  part  of  a  plea  bargain  agreement  in  the  case  in  which 
we  had  consulted  very  carefully  with  national  security  agencies  and 
with  law  enforcement  agencies. 

Those  three  specific  licenses  were  specifically  allowed  to  go  for- 
ward because  after  review — very  careful  review,  very  minute  re- 
view— of  all  aspects  of  those  three  licenses,  it  was  determined  and 
judged  to  be  in  the  interests  of  the  United  states  that  those  li- 
censes be  issued. 

As  part  of  a  plea  bargain  in  the  agreement,  which  led  to  the  de- 
barment of  the  company,  those  three  licenses  were  issued.  Other  li- 
cense applications  by  the  company  were  not  granted,  and  subse- 
quently, when  the  company  was  debarred,  they  have  now  been 
placed  in  the  position  where  only  those  licenses  in  only  certain 
cases  where  it  is  judged  to  be  in  U.S.  interests  that  the  licenses  be 
granted,  would  licenses  be  granted. 

That  is  to  say,  there  was  no  intention  to  give  that  company  any 
special  treatment.  Indeed,  it  was  part  of  a  judicial  proceeding 
which  led  to  a  plea  bargain  which  then  led  to  the  debarment  in 
which  those  licenses  were  issued. 

Senator  Pryor.  You  mean  at  the  same  time  they  were  debarred, 
they  were  granted  three  additional  licenses? 

Mr.  McNamara.  No,  those  licenses  were  issued  because  it  was  in 
the  interest  of  the  United  States  to  issue  those  licenses  and  to 
move  those  products  while  the  company  was  under  suspension. 
Subsequently,  as  a  result  of  court  action,  they  were  debarred. 

Senator  Pryor.  It  is  a  very  tortured  case. 

Mr.  McNamara.  It  is  a  bit  tortured,  but  it  also  indicates  that  it 
was  not  a  simple  oversight.  It  was  not  that  we  did  not  knowingly 
do  what  we  did.  It  was  not  that  it  was  not  carefully  reviewed,  both 
from  the  point  of  view  of  law  enforcement  as  well  as  fi-om  the  point 
of  view  of  national  security. 

Senator  Pryor.  With  your  understanding  and  patience,  I  am 
going  to  declare  a  three-minute  recess.  We  will  reconvene  in  about 
three  minutes. 

[Recess.] 

Senator  Pryor.  Our  meeting  will  come  back  to  order.  The  Com- 
mittee is  back  in  session  now. 

You  mentioned,  Mr.  McNamara,  about  your  renewed  commit- 
ment, I  guess  we  would  call  it,  to  check  the  sales  reports  of  these 
individuals  who  have  these  Ucenses  for  overseas  arms  sales.  The 
GAO  testified  that  they  did  not  see  much  activity  nor  much  priority 
placed  on  reviewing  these  sales  reports.  I  have  stated  in  the  past 
that  I  think  the  review  of  these  sales  reports  are  very,  very  crucial 
to  whatever  end-use  studies  or  end-use  efforts,  trying  to  determine 
where  these  arms  are  ultimately  going  to  be  going. 

I  wonder  if  you  wovild  tell  us  exactly  what  you  are  going  to  do 
here  in  this  area. 
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Mr.  McNamara.  Mr.  Chairman,  there  are  a  combination  of  these 
agreements  which  are  entered  into  between  American  companies 
and  overseas  companies  and  governments  for  the  production  of 
these  arms,  and  then  there  are  annual  sales  reports  which  are  re- 
quired as  a  result  of  these  agreements. 

What  we  are  going  to  do  is  we  do  now  review  the  basic  agree- 
ment and  make  sure  that  with  respect  to  certain  aspects  of  the 
agreement,  it  is  in  compliance  with  all  laws  and  regulations  relat- 
ing to  the  licensing  and  the  export  of  whatever  the 

Senator  Pryor.  Excuse  me.  For  every  Hcense  that  is  granted  by 
the  State  Department,  there  is  an  agreement  signed  by  the  individ- 
ual or  the  company  with  the  State  Department? 

Mr.  McNamara.  No.  These  are— in  effect,  they  get  a  hcense  to 
manufacture,  under  a  specified  agreement,  to  manufacture  over- 
seas or  to  do  some  kind  of  production  overseas.  That  is  the  basis 
on  which  they  sort  of  get  into  this  aspect  of  the  hcensing  program 
or  come  under  this  aspect  of  the  hcensing  program.  Those  agree- 
ments, in  effect,  set  out  under  what  circumstances  and  how  and 
what  they  would  manufacture,  produce,  or  otherwise  engage  in  co- 
operatively with  some  company  or  country  overseas. 

Senator  Pryor.  I  am  really  talking  about  the  sales  reports. 

Mr.  McNamara.  That  is  right.  The  sales  reports  are  then  nec- 
essary updatings,  and  annually  they  produce  these  sales  reports. 
Those  are  what  we  are,  in  effect,  committing  ourselves  to  doing  a 
review  of.  At  this  point,  we  have  neither  the  personnel  nor  the  re- 
sources to  review  every  single  one  of  them,  but  we  do  do  spot 
checks  of  the  sales  reports  to  be  sure  that  they  are  in  order  and 
in  compliance. 

Senator  Pryor.  We  read  from  the  Defense  Trade  News — it  has 
been  the  subject  of  some  discussion  this  morning — from  the  Sep- 
tember and  March  1990  issues  about  fast  licensing;  faster,  more  re- 
sponsive licenses;  licensing  is  the  goal. 

Is  this  still  sort  of  the  philosophy,  do  you  think,  of  the  Depart- 
ment with  regard  to  the  process?  The  goal  is  to  grant  these  licenses 
as  quickly  as  possible? 

Mr.  McNamara.  Clearly,  Mr.  Chairman,  that  is  neither  the  goal 
nor  the  philosophy.  Let  me  try  and  put  a  little  perspective  on  that, 
if  I  might. 

At  the  time  in  1990  that  those  Defense  Trade  News  issues  were 
coming  out,  we  were  dealing  with  an  unusual  set  of  circumstances 
in  the  licensing  process.  We  had  a  backlog  of  over  10,000  licenses 
which  industry  was  complaining,  some  of  them  four  and  5  months 
old,  industry  was  complaining  that  we  had  not  moved  this  stuff  at 
even  a  reasonable  speed. 

As  a  result,  there  was  a  great  emphasis  for  a  short  period  of  time 
in  1990,  and  those  are  the  occasions  when  those  Defense  Trade 
News  articles  came  out,  at  trying  to  break  up  the  logjam,  trying  to 
reduce  the  backlog,  move  the  licenses  out. 

We  did  that.  We  did  it,  we  think,  successfully.  We  think  we  did 
it  with  adequate  security  and  we  did  it  in  a  manner  which  was 
pleasing  both  to  the  Congress,  which  was  putting  great  pressure  on 
us  to  do  this,  as  well  as  to  industry,  as  well  as  to  taking  into  ac- 
count our  national  security  concerns. 
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That  was  the  situation  in  1990  for  a  short  period.  It  was  not 
then,  nor  is  it  now,  the  philosophy  to  see  how  quickly  we  can  get 
the  licenses  out.  We  do,  however,  proceed  from— the  basic  fact  is 
that  the  vast  majority  of  hcense  appUcations  are  submitted  by  le- 
gitimate American  industry,  legitimate  companies  which  have  very 
legitimate  reasons  for  asking  for  the  license. 

Therefore,  when  the  license  comes  in,  those  industries  deserve 
expeditious  handling  of  the  license  within  proper  procedures.  Pro- 
vided that  we  can  give  that  type  of  service  and  not  compromise  our 
national  security  concerns  in  issuing  an  arms  export  Ucense,  we  in- 
tend to  do  it. 

If  you  were  to  look  at  Defense  Trade  News  this  year,  you  would 
find  a  greater  number  of  articles  which  were  devoted  to  case  stud- 
ies of  convictions  for  those  who  have  violated  the  Ucensing  process; 
lists  of  suspended  firms,  suspended  because  they  had  been  in  viola- 
tion of  either  the  law  or  procedure  or  regulation;  information  on  the 
Blue  Lantern  Program,  which  is  our  end-use  check  program 
through  embassies  overseas;  and  a  variety  of  other  things  which 
highlight  the  fact  that  we  want  American  industry  to  submit  their 
legitimate  licenses  but  that  we  are  out  to  catch  anybody  who  thinks 
that  they  can  somehow  trump  the  system  and  get  a  Ucense  without 
being  straightforward. 

Senator  Pryor.  We  cited  a  figure  earUer  today  that  we  are  ex- 
ploding, I  guess  tripling,  actually,  our  arms  exports,  it  appears. 
What  about  the  number  of  appUcations  that  come  into  your  office 
with  regard  to  requests  for  Ucenses?  Is  this  exploding,  or  is  this 
going  up  Ukewise? 

Mr.  McNamara.  Not  really.  I  think  value  is  going  up,  in  part 

Senator  Pryor.  The  cost  of  the  munitions,  the  cost  of  the  weap- 
ons? 

Mr.  McNamara.  That  is  correct.  We  are  running  approximately 
50,000  requests  per  year.  About  ten  percent  of  those  are  turned 
down,  either  outright  refused  or  returned  without  action. 

Now  that  doesn't  sound  Uke  very  much,  but  one  of  the  major  ef- 
forts we  have  undert£iken  in  the  course  of  the  last  three  or  4  years 
is  to  educate  the  industry  on  the  Ucensing  procedure  and  on  what 
is  a  legitimate  Ucense  appUcation,  what  is  likely  to  get  a  license 
and  what  is  likely  not  to  get  a  license.  Defense  Trade  News  is  just 
one  way.  The  seminars  I  mentioned  earUer  in  my  opening  state- 
ment and  the  conferences  we  had  with  industry  are  another  way. 

The  result,  we  think,  is  that  we  turn  off  a  lot  more  licenses  be- 
fore the  industry  or  the  company  even  comes  to  the  office  to  submit 
the  application.  We  tsdk  to  them  over  the  phone.  They  very  often 
consult  with  us  as  to  whether  or  not  there  is  a  Ukelihood  that  a 
Ucense  may  be  granted,  informsilly,  in  advance  of  their  submission. 

They  are  perfectly  free  to  go  ahead  and  submit  the  Ucense  appU- 
cation, and  we  will  give  it  due  consideration.  But  in  many  cases, 
we  have  been  able  to  explain  what  the  rules  and  regulations  and 
procedures  are,  explain  what  the  poUcy  guideUnes  are. 

This  administration  has  reported  to  this  Congress  on  a  conven- 
tional arms  transfer  poUcy,  which  explains  to  industry  in  much 
more  clear  terms  than  has  been  heretofore  the  case  exactly  what 
we  will  allow  to  be  exported.  As  a  result,  we  think  we  have  turned 
off  a  lot  of  Ucenses  that  might  otherwise  have  gotten  in  there,  and 
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that  50,000  figure  might  well  have  gone  up  to  60,000  or  70,000,  but 
it  hasn't. 

So  when  you  talk  about  how  many  license  applications  were  sub- 
mitted and  how  many  Ucenses  were  turned  down,  I  think  we  have 
to  try  and  estimate — and  we  can't  do  it  in  numerical  terms  so 
much,  but  to  take  into  consideration  the  fact  that  many  license  ap- 
plications are  not  submitted  because  of  the  education  program  that 
we  are  going  through  with  industry,  and  the  cooperative  effort  that 
we  have  undertaken  with  industry  in  advance  of  the  actual  submis- 
sion of  a  piece  of  paper  or  a  computer  submission  of  a  Ucense  appU- 
cation. 

Senator  Pryor.  Each  of  you  this  morning,  I  think,  has  indicated 
through  your  responses  to  questions  and  comments  of  the  GAO  and 
myself,  you  sort  of  are  downplaying,  I  think,  and  maybe  not  on  pur- 
pose the  significance  of  the  watchHsts. 

GAO  has  found,  pursuant  to  their  report  and  their  study,  signifi- 
cant problems  with  the  watchUst,  not  only  the  names  that  are  not 
on  the  watchlist  but  if  the  names  are  on  the  watchlist,  that  those 
names  are  not  being  carefully  reviewed. 

Mr.  Reinsch,  womd  you  Hke  to  address  this,  or  Mr.  McNamara, 
either  one  or  both? 

Mr.  Reinsch.  Yes,  let  me  say  a  few  words  if  I  may,  Mr.  Chair- 
man. I  think  Ted's  comment  was  probably  the  most  apt,  that  it  is 
not  a  blacklist.  It  is  a  watchlist. 

Senator  Pryor.  I  understand  it  is  not  a  blacklist.  I  understand 
that, 

Mr.  Reinsch.  There  are  a  number  of  reasons  why  an  entity  may 
be  on  the  Ust  that  don't  necessarily  imply  bad  behavior.  Just  as  an 
example,  a  company  may  make  something  that  is  an  exceptionally 
sensitive  item.  We  may  have  an  interest  in  wanting  to  fijid  out  who 
is  bujdng  it,  who  wants  it,  and  we  may  simply  put  a  compginy  on 
the  watchlist  so  that  we  can  keep  track  of  what  kind  of  market 
there  is  for  this  particuleu*  product. 

We  would  make  a  decision  on  a  Ucense  in  each  case,  depending 
upon  what  the  destination  was,  whether  it  were  an  ally  or  not, 
based  on  a  whole  host  of  factors,  but  their  presence  on  the 
watchlist  has  nothing  to  do  with  the  company's  behavior.  It  has 
something  to  do  with  the  business  that  they  are  in,  which  is  a  busi- 
ness that  is  a  sensitive  one  that  we  would  want  to  watch. 

Another  example  would  be  companies  that,  for  one  reason  or  an- 
other, have  had  a  problem  in  the  past,  have  been  subject  to  an  in- 
vestigation in  the  past  and  might  have  received  a  warning  letter 
from  us,  which  is  kind  of  an  educational  device,  or  might  have  re- 
ceived some  other  penalty  aside  from  being  a  denied  party,  which 
is  a  very  strict  penalty. 

In  those  cases,  oftentimes,  we  find  that  these  are  companies  who 
have  cleaned  up  their  act.  They  have  taken  to  heart  the  letter  we 
sent.  They  have  worked  with  us.  They  have  developed  internal  ex- 
port control  procedures  to  prevent  the  recurrence  of  the  problem 
they  had  in  the  past.  The  mere  fact  they  have  done  that  doesn't 
necessarily  mean  that  their  name  disappears  ft*om  the  watchlist, 
but  it  shouldn't  mean,  I  don't  think,  that  we  should  deny  all  fiiture 
export  licenses  from  that  company  because  it  had  a  problem  that 
it  has  since  solved. 


31 

Those  are  some  of  the  entities  that  end  up  on  the  watchlist  that 
cause  both  of  us,  I  think,  to  say  that  this  is  one  of  the  factors  that 
we  have  to  take  into  account,  and  a  very  important  one,  but  the 
simple  presence  of  an  entity  on  the  hst,  we  don't  beUeve  is  disposi- 
tive with  respect  to  whether  we  should  issue  the  license. 

Mr.  McNamara.  I  would  endorse  that.  In  fact,  the  watchlist— I 
have  no  intention  of  downgrading  the  importance  of  the  watchhst. 
The  importance  of  the  watchlist  is  clear  to  everybody  engaged  in 
this  process.  It  is  fundamental  to  our  being  able  to  handle  this 
caseload  that  we  have.  But  a  watchlist  is  that;  it  is  a  watchlist. 

There  are  a  vEiriety  of  reasons,  not  all  of  which  are  negative,  for 
putting  companies,  individuals  on  the  watchlist.  It  may  have  to  do 
with  the  product.  If  they  are  dealing  with  a  very  highly  sensitive 
and  technical  product,  we  want  to  watch  the  product,  the  company 
that  it  is  dealing  with,  and  where  it  is  sending  it,  and  we  want  to 
be  very  careful  that  that  gets  a  review  regardless  of  whether  we 
have  any  qualms  about  the  company. 

Senator  Pryor.  But  according  to  GAO,  respectfully,  if  I  may  say, 
according  to  GAO,  you  are  not  even  putting  the  names  on  the 
watchlist.  So  if  you  have  a  watchlist  £ind  the  names  are  not  on 
there,  then  it  is  a  pretty  ineffective  solution  to  this  problem. 

Mr.  Reinsch.  If  I  could  comment  on  that,  in  analyzing — let  me 
say  first,  Mr.  Chairman,  that  our  situation  is  the  same  as  Mr. 
McNamara's.  We  have  requested  GAO  to  give  us  the  specific  infor- 
mation £uid  they  have  not  done  so.  We  have  requested  it  in  writing 
and  they  have  not  done  so.  Mr.  Wiggins  said  this  morning  that  he 
would,  and  I  hope  he  will.  That  will  enable  us  to  look  at  the  indi- 
vidual cases  that  they  cite  in  their  report  and  make  some  re- 
sponses. It  is  hard  for  us  to  be  specific  at  this  point. 

Let  me  say  first  that  these  problems  that  they  have  identified, 
as  I  see  them,  at  least  with  respect  to  the  Commerce  Department, 
fall  into  three  categories. 

One  is  licenses  that  we  issued  notwithstanding  a  name  being  on 
the  watchlist,  which  I  have  just  addressed. 

Second  is  the  so-called  multiple  identification  problem — a  com- 
pany having  more  than  one  number  and  us  missing  the  screen,  ba- 
sically, even  though  it  is  in  the  screen  in  a  different  place.  I  dis- 
cussed this  situation  in  my  testimony. 

The  third  category  is  the  one  that  you  just  mentioned,  which  is 
names  we  don't  have  on  the  Ust. 

In  our  case,  I  believe  GAO  indicated  they  took  a  sample  and 
found  197  names  that  they  believe  should  have  been  on  our  list 
that  were  not.  As  I  said,  we  asked  them  for  those  names;  they  have 
not  given  them  to  us. 

They  decided  to  give  us  a  sample  of  ten  names.  Looking  at  the 
sample  of  ten  names,  we  concluded  that  six  of  those  names  were 
on  our  list,  and  we  also  concluded  that  the  seventh  name  was 
added  later,  after  they  had  given  us  the  sample.  That  makes  us 
more  anxious  than  ever  to  get  all  197  names,  because  I  am  not 
sure  that  they  are  accurate. 

The  difference,  I  think  in  part,  is  something  I  alluded  to  in  my 
testimony,  which  is  time  lags.  When  we  get  mformation  from  the 
Justice  Department  or  when  we  get  information  from  other  sources, 
including  the  intelligence  community,  every  time  they  come  up 
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with  derogatory  information,  they  don't  ship  it  over  to  us  a  name 
at  a  time.  They  save  it  up  and  we  get  it  irregularly,  and  not  always 
frequently.  And  when  we  get  it,  we  get  it  in  a  bunch,  and  then  we 
have  to  enter  it  into  our  system,  and  that  takes  some  time.  I  think 
it  takes  too  much  time. 

I  think  where  GAO  has  a  good  point  is  that  there  is  sometimes 
an  unacceptably  long  lag  between  a  pfirty  being  identified  some- 
where in  the  United  States  Government  as  a  problem  and  us  re- 
ceiving and  entering  that  information  on  our  hst  so  that  we  can 
keep  track  of  it. 

But  I  do  think  that  a  lot  of  the  information  that  GAO  found  was 
missing  in  fact  ends  up  on  our  list.  It  ends  up  later  than  it  should, 
but  it  is  there,  gmd  we  do  look  at  it. 

Senator  Pryor.  The  charts  suppUed  by  GAO  indicate  the  num- 
ber, in  just  a  sampling  of  cases,  the  number  of  companies  and 
where  they  are  based  and  the  derogatory  information,  from  where 
that  information  was  obtained. 

There  is  one  there.  Item  J,  that  is  the  Company  J  and  it  is  Is- 
rael-related intelligence  community,  but  yet  they  got  137  licenses. 
This,  to  me,  is  an  enormous  number  of  particular  Ucenses.  This 
would  be  from  the  State  Department,  not  from  the  Commerce  De- 
partment but  from  the  State  Department. 

So  we  are  looking  at,  more  or  less,  weapons  there,  Mr.  McNa- 
mara,  and  I  wonder  if  you  would  comment  on  that. 

Mr.  McNamara.  It  is  very  difficult,  as  I  said.  Senator,  to  com- 
ment on  that,  because  we  asked  for  and  were  refused  the  informa- 
tion. I  notice  that  of  the  number  of,  what,  220  attributed  to  the 
State  Department  there,  about  160  of  them  are  Israel.  We  have  a 
very  tight  and  very  careful  program  going  with  Israel,  and  I  can't 
explain  either  the  number  of  the  fact  that  Israel  shows  up  in  so 
many  of  those  cases. 

The  137  cases  that  are  Usted  on  Item  J,  I  simply  do  not  know 
what  the  GAO  is  referring  to.  We  asked  them  and  we  were  told 
that  we  couldn't  have  the  information  on  the  220  cases.  So  I  apolo- 
gize, but  I  cannot  answer  your  question. 

Senator  Pryor.  Perhaps  we  can  pursue  that  in  another  forum, 
and  I  would  appreciate  that  opportunity. 

Mr.  Reinsch.  May  I  say  a  word  about  Israel,  Mr.  Chairman? 

Senator  Pryor.  Yes,  certainly. 

Mr.  Reinsch.  This  is  a  State  Department  situation,  but  I  was 
just  conferring  with  my  colleagues.  We  have  a  number  of  licenses 
to  Israel.  We  have  very  close  relationships  with  Israel,  including 
joint  ventures  in  weapons  development,  among  other  things.  Israel 
is  also  a  country  that  does  not  belong  to  the  Nuclear  Nonprolifera- 
tion  Treaty,  does  not  belong  to  the  Missile  Technology  Control  Re- 
gime, is  not  a  participant  in  the  Austraha  Group. 

In  other  words,  it  does  not  belong  to  any  of  the  multilateral 
weapons  control,  armaments  control  regimes  in  the  world.  We  have 
some  differences  of  opinion  there  that  cause  us  to  treat  them  some- 
what differently  than  some  of  our  other  fi*iends  and  colleagues. 

Senator  Pryor.  Now  are  you  talking  about  Commerce  or  State 
Department? 

Mr.  Reinsch.  Both  of  us. 
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Mr.  McNamara.  Both.  There  is  a  problem  with  saying  suspect 
parties  and  then  not  knowing  what  the  suspicion  is  about  the 
party.  Missing  from  the  watchlist 

Senator  Pryor.  We  are  certainly  not  at  hberty  to  talk  about  the 
names  of  the  companies.  We  are  not  going  to  do  that. 

Mr.  McNamara.  No,  I  understand  that,  but  certainly  GAO  Is  at 
hberty  to  give  us  enough  information  so  that  we  could  check,  cross- 
check, and  determine  exactly  what  was  involved  in  those  cases,  but 
we  haven't  been  able  to  do  that. 

Let  me  make  one  comment  about  missing  from  watchlists,  be- 
cause it  was  mentioned  in  the  testimony  by  the  first  witnesses 
here,  and  that  is  that  in  some  cases,  there  are  missing  from  the 
State  Department  watchlist  companies'  names  that  are  on  the 
Commerce  watchlist.  That  is  not  necessarily  a  mistake,  whereas  in 
the  GAO  report  it  suggests  that  if  they  are  missing,  somehow  an 
error  has  been  made.  In  some  cases,  they  were  consciously  not  put 
on  the  list. 

Mr.  Reinsch  pointed  out,  for  example,  when  Commerce  puts  on 
their  watchhst  some  company  or  some  product  or  some  category  be- 
cause it  has  an  interest  in  monitoring  for  commercial  reasons  the 
flow  of  those  goods  or  the  quantities  of  those  goods  or  the  destina- 
tion of  those  goods,  such  commercial  interest,  and  therefore  flag- 
ging for  a  watchlist  for  a  period  of  time,  is  something  that  is  of  no 
interest  to  the  State  Department,  which  is  looking  at  it  strictly 
from  the  point  of  view  of  foreign  pohcy  and  national  security. 

Therefore,  we  would  probably  not  put  such  a  flag  into  our 
watchlist,  but  it  would  be  a  conscious  effort.  Therefore,  to  assume 
that  because  there  is  a  discrepancy  that  this  is  a  mistake  is,  I 
think,  going  a  little  too  far. 

Senator  Pryor.  Going  back  to  the  beginning  of  our  hearing,  Mr. 
Wiggins  asked  six  key  questions  in  his  opening  statement.  For  ex- 
ample, are  Commerce  and  State  madntaining  complete  and  current 
watchlists  to  screen  export  applications?  No.  Do  the  screening  sys- 
tems used  by  State  and  Commerce  identify  all  applications  involv- 
ing watchlist  parties?  No.  Do  they  effectively  share  information  on 
their  watchUsts?  No.  Groing  on  down  the  line,  each  one  was  an- 
swered in  the  negative. 

I  think  the  whole  reason  for  this  hearing  is  to  get  us  all  to  focus 
on  the  General  Accounting  Office  evaluation  of  the  present  situa- 
tion, what  we  have  done  since  1987,  also,  what  we  have  not  done 
since  1987  and  also  what  we  must  do  in  the  future. 

I  want  to  say  that  I  am  somewhat  encouraged  by  what  I  think 
is  hopefully  a  new  commitment  that  I  am  seeing  to  really  do  some 
constructive  and  positive  things  here.  I  £un  very  concerned  about 
the  proliferation  of  the  vast  number  of  arms  merchants  out  in  our 
world  exporting  arms,  selling  arms,  and  I  am  vitally  concerned,  so 
concerned,  about  the  end  use  of  many  of  these  weapons,  where  they 
ultimately  end  up. 

I  think  that  both  Commerce  and  State  and  all  the  agencies  in- 
volved have  really  got  to  redouble  and  triple  our  efforts  and  our 
commitment  to  do  something  there  to  really  go  into  this  area.  I 
think  if  people  feel  that  they  are  not  going  to  get  caught  if  they 
sell  to  a  party  not  in  our  best  interest,  if  they  can  get  by  with  it 
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once,  they  will  get  by  with  it  twice,  and  if  they  sense  that  that  com- 
mitment is  not  there,  then  I  think  that  we  are  all  in  trouble. 

Let  me,  if  I  might,  say  on  a  personal  note  that  the  other  point 
I  would  like  to  mention  is  I  was  very  saddened  to  learn  of  the 
death  of  Mr.  Clyde  Bryant,  who  was  the  Chief  of  the  CompUance 
Division  of  the  Office  of  Defense  Controls.  Mr.  Bryant  testified  be- 
fore this  Committee.  As  a  matter  of  fact,  he  answered  some  ques- 
tions from  myself  and  from  Senator  Mitchell  in  1987.  He  worked 
for  20  years  in  this  very  difficult  and  challenging  field  of  arms  U- 
censing.  He  was  truly  a  dedicated  and  respected  public  servant  and 
widely  regarded  as  a  real  professional  in  this  field.  I  am  sure  that 
he  is  going  to  be  missed. 

We  extend  to  his  family  and  his  colleagues  our  sincere  condo- 
lences. 

Mr.  McNamara.  Thank  you  very  much. 

Senator  Pryor.  We  want  to  thank  our  witnesses  today,  and  once 
again,  we  want  to  thank  the  Genersd  Accounting  Office.  We  will 
continue  monitoring  this  effort  and  hopefiilly  we  can  continue  in 
our  relationship  in  trying  to  bring  this  matter  to  a  more  efficient 
solution,  and  hopefully  one  that  is  in  the  best  interest  of  our  coun- 
try. 

Thank  you.  Our  meeting  is  adjourned. [Whereupon,  at  11:33  a.m., 
the  Subcommittee  was  adjourned.] 
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ARMS  LICENSING  REPORT 


Introduction 

The  U.S.  Government  views  arms  exports  as  a  means  to  accomplish  various 
foreign  policy  goals  as  well  as  a  means  of  maintaining  an  extensive  domestic  defense 
industrial  base.     Of  a  global  total  of  $26  billion  of  arms  traded  in  1 991 ,  the  U.S. 
made  up  38%  of  the  total  exports  market,  up  from  1 9%  in  1 981 .    The  U.S.  exported 
$59  billion  in  arms  during  1 987-1 991 .    One  area  that  has  received  a  great  deal  of 
attention,  especially  in  the  post-Cold  War  era,  is  conventional  arms  exports  to  the 
Third  World. 

The  Congressional  Research  Service  reports  that  the  U.S.  is  by  far  the  leading 
exporter  of  conventional  weapons  to  the  Third  World.    The  U.S.  share  was  56  %  in 
1 992,  up  from  48%  in  1 991 .  The  dollar  amount  of  this  trade  was  $1 3.6  billion  in  1 992 
and  $1 4  billion  in  1 991 .  With  the  collapse  of  the  Soviet  Union,  it  is  likely  that  the  U.S. 
will  be  the  major  leader  in  this  category  for  the  foreseeable  future. 

The  vast  majority,  estimated  as  high  as  90%,  of  this  trade  by  the  U.S.  occurs 
on  a  government-to-government  basis  under  the  Foreign  Military  Sales  (FMS) 
program.  However,  a  significant  portion  of  the  exports  from  the  U.S.  occur  under  a 
commercial  license  issued  directly  to  a  U.S.  company  for  sale  to  a  foreign  nation.  The 
Department  of  Defense,  Defense  Security  Assistance  Agency,  is  responsible  for  the 
governmenl-to-government  sales,  while  the  Departments  of  State  or  Commerce 
license  the  commercial  sales.  The  Department  of  State,  Center  for  Defense  Trade, 
Office  of  Defense  Trade  Controls  (DTC),  licenses  those  items  that  are  inherently 
military  in  nature  while  the  Commerce  Department,  Bureau  of  Export  Administration, 
licenses  those  items  that  have  both  military' and  civilian  use.  The  number  of  dual-use 
licenses  applications  has  decreased  dramatically  over  the  past  five  years,  from  98,233 
in  1988  to  24,068  in  1992.  In  contrast,  applications  for  munitions  licenses,  regulated 
by  State,  have  remained  constant  at  about  54,000  per  year. 

Shortcomings  in  State  Licensing  Office 

In  1 987,  Senator  Pryor  held  two  hearings  examining  the  effectiveness  of  the 
Department  of  State  in  carrying  out  this  function.  At  that  time,  the  Office  of  Munitions 
Control  (OMC)  at  State  was  responsible  for  arms  export  licensing.  Senator  Pryor 
found  that  OMC  was  not  adequately  screening  the  license  applications  to  determine  if 
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ineligible  parties  were  seeking  to  export  munitions.  OMC  was  running  a  paper-mill, 
the  focus  of  which  was  on  approving  licenses,  not  on  enforcing  laws.  OMC 
maintained  that  it  did  not  have  any  authority  to  deny  a  license  unless  the  applicant  had 
violated  the  Arms  Export  Control  Act  (AECA).    However,  in  written  responses  to 
questions  furnished  after  the  hearings,  OMC  stated  that  the  statute  and  regulations  did 
provide  such  authority.  Key  decision  makers  in  the  office  apparently  disputed  this  as  a 
technical  reading  of  the  law  and  continued  to  operate  under  the  assumption  that  they 
could  not  deny  a  license  unless  the  person  had  violated  the  AECA.  Thus,  OMC 
testified  that  even  if  someone  had  committed  treason  against  the  U.S.,  OMC  would 
still  approve  their  license  to  export  munitions. 

In  addition,  OMC  had  no  criteria  for  determining  which  licenses  should  be 
subject  to  an  end-use  check.  Ideally,  if  a  licensing  officer  has  a  concern  about  the 
license,  he  or  she  should  ask  the  U.S.  embassy  official  in  the  appropriate  country  to 
check  to  see  if  the  export  is  expected  and  is  going  to  the  authorized  recipient. 
Without  a  comprehensive  watchlist  system,  however,  there  is  no  effective  way  for  the 
licensing  officer  to  select  the  questionable  licenses  out  of  the  55,000  applications  that 
OMC  was  receiving  annually.  State  maintained  that  they  did  not  even  keep  a  watchlist 
and,  in  conversations  with  subcommittee  staff,  OMC  officials  stated  that  the  Privacy 
Act  prevented  them  from  compiling  such  a  list.  No  other  federal  agency  that  compiled 
and  maintained  such  a  list,  of  which  there  are  dozens,  thought  that  the  Privacy  Act 
restricted  them  in  this  manner. 

Senator  Pryor  was  successful  in  amending  the  Act  to  explicitly  grant  State  the 
authority  to  deny  licenses  for  persons  who  had  been  convicted  of  felonies  or  who  were 
othenwise  ineligible  to  contract  with  or  receive  a  commercial  export  license  from  the 
federal  government.  (22  USC  Section  2778  (g) )  The  reforms  also  urged  State  to 
establish  a  more  effective  system  of  screening  the  applications  against  a  watchlist 
compiled  from  a  number  of  relevant  lists  (i.e.,  Commerce  List  of  Parties  Denied  Export 
Privileges,  and  the  GSA  Suspended  and  Debarred  List).  The  amendment  also  made 
$500,000  available  to  State  for  the  explicit  purpose  of  upgrading  its  computer  systems 
and  improve  the  licensing  system  of  the  OMC. 

After  being  criticized  by  Congress  and  others,  and  after  the  changes  mandated 
by  the  Pryor  amendments  were  implemented.  State  increased  the  resources  of  the 
OMC  and  reorganized  it  into  a  new  office.  It  is  now  called  the  Office  for  Defense 
Trade  Controls.  In  1987,  State  had  only  five  licensing  officers,  three  people  in  its 
compliance  office,  and  a  staff  of  30  FTEs  for  the  entire  OMC.  There  are  now  53 
authorized  positions,  including  24  FTEs  in  the  Licensing  Division  and  10  FTEs  in  the 
compliance  division. 
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Small  Arms  Traffic:  Scope  and  Importance  of  End-use  Checks 

Since  much  of  the  arms  sold  to  the  Third  World  are  smaller  items,  this  area 
receives  less  attention  than  the  high-value  items,  for  example,  large  systems  such  as 
AWACS  or  F-15's.     In  the  1990's,  the  Arms  Control  and  Disarmament  Agency 
estimates  that  as  much  as  13%  of  the  total  arms  market  is  made  up  of  munitions  and 
small  arms.  Much  of  these  small  arms  are  exported  under  commercial  licenses 
granted  by  the  Department  of  State.    For  example,  the  Subcommittee  requested 
information  on  small  arms  exports  between  1989  and  1993  to  8  countries  : 
Argentina,  Brazil,  Columbia,  Costa  Rica,  El  Salvador,  Guatemala,  Mexico,  and  Peru. 
The  total  dollar  value  of  items  approved  under  those  licenses  for  the  four  years  was 
$106,630,768.  The  following  chart  shows  a  country  by  country  breakdown  of  the 
dollar  value  of  the  licenses,  the  number  of  licenses  and  the  number  of  end-use  checks 
performed: 


SMALL  ARMS  EXPORTS 

Eight  Countries  - 1989-1993 


Country 


Dollar  Value 


Licenses       End-Use  Checks 


Argentina 

$47,747,115 

686 

1 

7 

Brazil 

$3,957,533 

343 

2 

Columbia 

$643,785 

39 

0 

Costa  Rica 

$556,274 

117 

0 

El  Salvador 

$891,916 

61 

3 

Guatemala 

$6,766,983 

141 

3 

Mexico 

$34,362,973 

108 

3 

Peru 

$11,704,189 

137 

3 

TOTAL 

$106,630,768 

1632 

21 
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The  following  is  a  sample  of  the  licenses  issued  to  companies  exporting  to 
these  countries  : 

Argentina-   1)  December  12, 1989,  $26,441  -  pistols 

2)  March  4, 1990,  $47,000  -  pistols  and  revolvers. 

3)  June  1 2, 1 990,  $68,050,  pistols  and  revolvers. 

4)  Sept  5, 1990,  $78,285,  pistols  and  revolvers. 

5)  Feb.  18. 1991,  $98,  337,  rifles 

6)  June  17, 1991,  $275,000,  pistols  and  revolvers. 

7)  Sept.  25, 1991 ,  $439,000,  pistols  and  revolvers. 

8)  Feb.  14, 1992,  $736,801,  pistols  and  revolvers. 

9)  April  6, 1 992,  $799,930,  pistols  and  revolvers. 

10)  July  8,  1992,  $2,262,000,  pistols 

11)  Sept.  21, 1992.  $3,300,000,  pistols  and  revolvers. 

12)  Feb  2,  1993,  $1,300,000.,  pistols 

13)  April  19. 1993,  $2,306,662,  pistols  and  revolvers. 

14)  Junes,  1993,  $477,250.  pistols 

15)  August  18, 1993.  $572,400,  pistols  and  revolvers. 


Brazil  - 


1)  Nov  9, 1989,  $36,105,  pistols  and  revolvers. 

2)  Nov  27.  1990,  $52,492.  pistol  spare  parts. 

3)  Dec.  1 5, 1 990,  $82,080,  pistols  and  revolvers. 

4)  Aug.  29, 1991,  $154,925,  pistols  spare  parts. 

5)  Sept.  28,  1992,  $90,400,  rifles 
6)Dec2.  1992,  $88,360,  rifles 

7)  Feb.  4. 1993,  $1 ,022,500,  pistols  and  revolvers. 

8)  April  8. 1993,  $82,916.  pistols  and  revolvers. 


Colombia  -- 


1 )  October  31.1 989,  $101 ,535,  pistols  and  revolvers. 

2)  Sept.  16, 1991,  $77,249,  mortar  ammunition 

3)  July  20, 1 993,  $1 00,740,  pistols  and  revolvers. 


El  Salvador  -- 


1)  May  3, 1991 ,  $63,478.  pistols  and  revolvers. 

2)  Sept.  25, 1991,  $96,159,  pistols  and  revolvers. 

3)  Nov.  17, 1992,  $50,000,  pistols  and  revolvers. 

4)  Dec.7, 1992,  $58,049,  pistols  and  revolvers. 
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5)  Jan.  1 1 ,  1993,  $62,600,  pistols  and  revolvers. 

6)  May  5, 1993,  $42,857,  pistols  and  revolvers. 

7)  June  14, 1993,  $81,728,pistols  and  revolvers. 

Guatemala  -- 

1)  July  12, 1989,  $20,120,  pistols  and  revolvers. 

2)  Nov.  15, 1989,  $46,770,  pistols  and  revolvers. 

3)  Feb.  8, 1 990,  $84,000,  pistols  and  revolvers. 

4)  Mar.  1,  1990,  $11,404,  M-16  rifles 

5)  Oct.  12, 1990,  $58,700,  pistols  and  revolvers. 

6)  Oct.  3, 1991,  $97,225,  pistols  and  revolvers. 

7)  Jan.  27, 1992,  $108,750,  pistols  and  revolvers. 

8)  Mar,  3, 1992,  $66,450,  pistols  and  revolvers. 

9)  Mar.  4,  1992,  $31,700,  rifles 

10)  June  19, 1992,  $189,460,  pistols  and  revolvers. 

1 1 )  June  29,  1992,  $353,466,  pistols. 

12)  Aug,  17,  1992,  $59,  980,  pistols 

13)  Oct  21,  1992,  $92,  138,  pistols 

14)  Feb.  15,  1993,  $161,250,  rifles. 

15)  April  20,  1993,  $508,293,  rifles. 

1 6)  June  11,1 993,  $729,  068,  pistols. 

17)  July  13, 1993,  $1,487,500,  rifles. 

Unfortunately,  these  licenses  are  not  a  reliable  indicator  of  the  total  amount  of 
munitions  that  we  are  exporting  to  those  countries.  Despite  the  existence  of  an 
approved  license,  U.S.  officials  have  no  way  of  knowing  how  much  of  any  item  is 
actually  shipped.  These  licenses  are  merely  an  authorization  to  export.  The  actual 
export  either  occurs  or  does  not  depending  on  whether  the  company  actually 
completes  the  sale. 

The  Subcommittee  found  in  its  review  that  the  DTC  is  able  to  conduct 
end-use  checks  on  only  a  small  sample  of  licenses.  For  example,  in  the  material 
supplied  to  the  Subcommittee  by  the  Department  of  State,  licenses  were  approved  for 
nearly  $900,000  worth  of  pistols,  revolvers  and  rifles  for  El  Salvador  between  1 989 
and  1993.  Given  the  civil  war  in  that  country,  one  would  think  that  careful  attention 
would  be  paid  to  each  of  the  61  licenses.  State  performed  an  end-use  check  on  only 
three  of  the  licenses  for  shipment  of  these  munitions  to  El  Salvador.  In  the  case  of 
Guatemala  for  the  same  time  period,  companies  received  licenses  for  $6,766,983 
worth  of  pistols,  revolvers,  and  rifles.  For  the  141  licenses  approved  during  this  time. 
State  performed  an  end-use  check  only  four  times. 
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As  noted  on  the  chart  above,  for  the  hundreds  of  licenses  involved  in  the 
exports  of  small  arms  whose  approved  value  was  over  $100,000,000,  the  State 
Department  conducted  only  21  end-use  checks  to  see  if  these  pistols,  revolvers,  and 
rifles  were  going  to  the  authorized  recipient. 

Without  conducting  an  end-use  check,  there  is  no  way  of  knowing  whether  any 
of  these  small  arms  actually  went  to  the  country  and  the  party  listed  in  the  license 
application.  The  Subcommittee  believes  this  is  evidence  of  an  office  that  lacks  any  real 
interest  in  aggressively  determining  if  U.S.  munitions  are  only  going  to  the  appropriate 
place.  Unfortunately,  this  finding  is  confirmed  by  investigations  conducted  by  both  the 
General  Accounting  Office  (GAO)  and  the  State  Department  Inspector  General  (IG). 

GAO  Report 

On  April  15, 1992,  Senator  Pryor  requested  that  GAO  investigate  the  State  and 
Commerce  Department's  export  licensing  operations.  Senator  Pryor  stated  ,  "What  I 
hope  to  learn  from  the  GAO  is  whether  there  continues  to  be  a  lack  of 
mismanagement  within  the  DTC,  lack  of  real  interest  in  controls  on  the  part  of  the 
State  Department ..."  In  reaction  to  an  audit  by  the  State  Inspector  General  that  had 
found  continuing  problems  and  was  released  shortly  before  Senator  Pryor's  GAO 
request.  Sen.  Pryor  stated,  "Since  DTC  has  been  the  recipient  of  increased  staffing 
and  funding  over  the  past  few  years,  I  had  hopes  there  would  have  been  significant 
improvements  in  their  license  review  process  since  your  (GAO)  last  review  in  1987. 
Either  the  DTC  needs  to  reorganized  again  or  that  office  is  not  being  allowed  to  do  its 
job." 

GAO  FINDINGS 

Huge  Gaps  in  the  Watch  lists  maintained  at  both  agencies. 

Commerce  and  State  both  have  watch  lists  that  they  are  supposed  to  use  to 
screen  every  applicant  for  an  export  license.  Therefore,  the  system  is  handicapped  if 
the  watch  lists  are  not  comprehensive.  The  GAO  has  found  huge  gaps  in  the  watch 
lists  where  both  agencies  have  failed  to  simply  add  to  the  lists  the  names  of  persons 
who  have  been  convicted  of  export  violations,  been  denied  export  privileges,  or  have 
derogatory  intelligence  information  on  them.  The  GAO  states  that  the  agencies' 
watchlists  are  not  accurate,  complete  and  current. 

The  following  are  the  gaps  found  in  the  Commerce  and  State  watch  lists: 

A)       Justice  list  of  Significant  Export  Violation  Cases.  While  these  names  are 
available  to  both  agencies,  and  in  fact  this  list  is  publicly  available,  not 
all  of  the  names  are  included  on  the  watch  lists: 
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1 )  DTC  --  Missing  51  %  of  the  convicted  persons 

2)  Commerce  --  Missing  83%  of  the  convicted  persons 

B)  Treasury  list  of  designated  agents  of  Foreign  Governments.  These  are 
parties  prohibited  by  statute  from  making  an  arms  export. 

1 )  DTC  --  Missing  4  names 

2)  Commerce  --  Missing  33  names 

C)  Main  Siate  intelligence  information;  this  data  produced  45  questionable 
names  in  a  three  month  period.  These  were  persons  or  companies  that 
were  involved  in  activities  which  were  potentially  adverse  to  U.S. 
interests. 

DTC  --  Missing  26  names. 

D)  Commerce  Economic  Defense  List.  This  internal  list  is  maintained  by 
Commerce  and  is  comprised  of  various  lists  including  suspected 
terrorists,  Treasury  Department  Prohibited  Parties  list,  and  a  special  list 
of  Chinese  companies  that  had  attempted  to  subvert  U.S.  export 
controls. 

Even  though  Commerce  makes  this  list  available  to  DTC,  DTC's  watch 
list  is  missing  398  names,  of  a  total  of  1 ,01 1  contained  on  the  Commerce 
list. 

E)  Blue  Lantern.   This  is  a  program  initiated  by  State  in  September  1990  to 
conduct  end-use  verifications  of  potential  exports.  GAO  found  that, 
during  the  time  of  their  review,  negative  pre-license  checks  had  produced 
39  names  of  suspicious  persons. 

DTC  was  missing  36  of  these  names  on  their  watch  list,  approximately 
92%  of  the  questionable  persons  identified  by  State  itself. 


F)  DTC  was  missing  18  names  on  the  GSA  Suspension  and  Debarment 

list. 

G)  DTC  and  Commerce  do  not  share  their  watchlisls,  despite  their  many 
common  interests.  GAO  found  that  5,000  entries  on  DTC's  watchlist  that 
would  be  of  interest  to  Commerce  and  were  not  on  Commerce's 
watchlist.  Roughly  30,000  entries  on  Commerce's  watchlist  that  would  be 
of  interest  to  DTC  were  not  on  DTC's  watchlist. 
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TOTALS  -     DTC's  watchlist  is  missing  27%  of  the  readily  available  names 

Commerce's  watchlist  is  missing  27%  of  the  readily  available  names 

SIGNIFICANCE  OF  WATCHLIST  FAILURES 

The  result  of  these  huge  gaps  is  that  DIG  and  Commerce  licensing  officers  do 
not  have  a  comprehensive  system  of  attaching  a  red  flag  to  any  application  that 
should  be  on  the  State  or  Commerce  watch  list.  Thus,  parties  who  have  been 
suspended  or  debarred,  or  have  been  denied  export  privileges  by  Commerce,  or  about 
whom  there  is  derogatory  intelligence  information,  can  actually  have  their  application 
reviewed  and  approved  without  any  information  bringing  this  important  matter  to  the 
attention  of  the  licensing  officer.  In  GAO's  words,  "licenses  were  issued  to  some  of 
these  parties  without  the  benefit  of  weighing  the  derogatory  information  available 
against  them." 

In  addition,  the  GAO  also  found  that  both  agencies  have  flawed  screening 
systems.  This  means  that  even  when  names  are  on  their  watchlist,  due  to  inadequate 
procedures,  their  screening  system  does  not  guarantee  that  the  application  will  be 
highlighted  for  further  review.  In  these  cases,  the  application  is  then  handled  as  a 
routine  matter  and  no  national  security  review  is  conducted.  For  example,  at  the  State 
Department,  if  the  end-user  is  questionable  but  the  applicant  is  not  on  the  watchlist, 
then  the  application  would  not  be  flagged  for  review.  Commerce  has  a  more 
sophisticated  system,  but  due  to  the  assigning  of  multiple  identification  numbers,  their 
system  often  breaks  down  as  well.  For  example,  GAO  found  that  "license 
applications  involving  parties  on  the  watchlist  may  not  always  be  caught  because  the 
parties  may  be  assigned  identification  numbers  that  do  not  carry  watchlist  flags." 

EXAMPLES: 

**  State  granted  three  licenses  to  companies  that  should  have  been  on  their 
watch  list  as  a  result  of  their  Blue  Lantern  program. 

**  Commerce  granted  licenses  to  several  companies  even  though  a  pre-license 
check  turned  up  questionable  information  on  those  companies. 

**   Commerce  put  an  Indonesian  company  on  its  Economic  Defense  List.  Since 
DTC  did  not  put  the  name  on  its  list  for  months,  DTC  approved  a  license  to  that 
company. 

**  Commerce  issued  licenses  to  people  that  DTC  had  identified  as 
questionable  under  their  Blue  Lantern  program. 
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**  Dozens  of  licenses  went  to  applicants  who  should  have  been  on  both  of  the 
watch  lists  due  to  intelligence  information.  For  example,  Commerce  issued  53 
licenses  to  parties  on  the  Intelligence  watchlist,  because  their  own  pre-licensing  check 
could  not  produce  any  information  that  would  cause  them  to  deny  the  application. 

Commerce  states  that  it  cannot  deny  a  license  on  national  security  grounds  as 
part  of  an  agreement  with  the  intelligence  community.  GAO  states  that  Commerce 
should  find  another  reason  to  deny  the  application,  or  attempt  to  develop  the 
intelligence  further. 

**  A  company  identified  by  Commerce  in  1990  as  a  concern  due  to  missile 
technology  export  reasons  was  granted  40  licenses  by  State.  This  means  that 
Commerce  had  reason  to  believe  that  this  company  was  involved  in  an  attempt  to 
subvert  U.S.  laws  governing  the  export  of  missile  technology. 

**  A  company  identified  by  Commerce  as  subject  to  a  Denial  Order,  which 
denies  any  company  the  privilege  of  exporting  from  the  U.S.,  was  granted  two  licenses 
by  State. 

**  A  company  convicted  in  1992  of  violating  the  Arms  Export  Control  Act  for 
illegal  exports  to  IRAN  was  granted  three  licenses  by  State. 

GAO  found  that  between  1990  and  1993,  State  and  Commerce  issued  230 
licenses  to  parties  whose  names  should  have  been  on  the  agencies'  watchlists,  but 
were  not.  They  also  found  that  in  the  same  time  period,  the  agencies  issued  over  800 
licenses  involving  parties  who  were  on  their  watchlists  but  the  flaws  in  the  screening 
system  did  not  flag  these  applications  for  further  review. 

Some  of  these  cases  are  blatant  examples  of  ineligible  persons  receiving 
munitions  licenses.  However,  a  related  concern  is  that  too  often  companies  that  are 
involved  in  activities  that  cause  a  national  security  concern  in  a  critical  area  are  not 
put  on  the  watch  lists.  When  these  companies  are  granted  licenses  even  though  they 
have  been  identified  as  a  concern  for  national  security  reasons,  and  the  licensing 
officer  is  not  made  aware  of  these  concerns,  then  there  is  no  assurance  that  the 
approved  licenses  are  awarded  for  legitimate  transactions.  At  the  very  least,  any 
application  from  companies  that  are  a  concern  for  national  security  reasons  should  be 
subjected  to  an  end-use  check.  The  following  three  cases  are  examples  of  where 
such  companies  received  munitions  licenses  and  the  licensing  officer  was  unaware  of 
the  outstanding  concerns  about  the  companies: 

A  company  identified  by  Commerce  as  a  concern  for  nuclear  proliferation 
reasons  was  granted  two  licenses  by  Commerce. 


44 


10 

**  A  company  identified  by  Commerce  as  a  concern  for  missile  technology 
reasons  in  1 992  was  granted  a  license  by  Commerce. 

**  A  company  identified  by  State  in  1991  as  a  concern  for  missile  technology 
reasons  was  granted  three  licenses. 

When  the  examples  above  are  reviewed  more  closely,  it  becomes  clear  why 
both  agencies  are  in  need  of  comprehensive,  effective,  and  timely  screening  systems. 
For  example,  the  company  convicted  in  March  1 992  for  the  illegal  export  to  Iran 
received  three  licenses  approved  by  State  between  July  and  December  1992,  four 
months  after  the  conviction.  At  Commerce,  a  company  identified  on  June  23, 1992, 
as  a  concern  for  missile  technology  reasons  was  given  a  license  by  Commerce  two 
weeks  later.  Obviously,  information  needs  to  be  updated  on  a  daily  basis.  Not  only 
are  the  watchlists  not  updated  on  a  daily  basis,  they  are  not  even  updated  on  an 
annual  basis.  Information  developed  by  each  agency  is  not  routinely  placed  upon  the 
watchlists.  Thus,  intelligence  information  at  Commerce  or  end-use  information  at 
State  that  is  relevant  to  the  eligibility  or  bears  on  the  integrity  of  various  companies  is 
not  put  on  the  watchlists  on  a  routine,  comprehensive  basis.  Furthermore,  publicly 
available  lists,  like  the  Commerce  list  of  Denial  Orders  or  the  GSA  Suspension  and 
Debarment  list,  are  not  routinely  added  to  the  watchlists. 

OTHER  GAO  FINDINGS: 

Disarray  In  files  prohibits  DTC  from  detecting  unauthorized  sales. 

DTC  is  not  routinely  collecting  or  reviewing  the  annual  sales  reports  by  U.S. 
and  foreign  companies  involved  in  the  manufacturing,  licensing,  and  distribution 
agreements  as  required  by  federal  regulations.  DTC  files  are  in  disarray  with  a  large 
percentage  missing  even  a  signed  copy  of  the  final  agreement. 

Without  a  final  agreement  or  the  annual  report,  DTC  cannot  detect  signs  of 
unauthorized  sales  or  transfers. 

DTC  permits  self-policing  of  U.S.  Citizenship  Requirement 

DTC  relies  strictly  on  applicants'  certifications  that  the  persons  signing  the 
applications  are  U.S.  persons.  NO  DOCUI^ENTARY  EVIDENCE  IS  REQUIRED. 

GAO  tested  a  sample  of  40  approved  cases  to  see  if  the  applications  contained 
the  required  certifications.  8  of  the  40  DID  NOT  have  the  proper  certification. 
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Die  relies  on  self-policing  by  the  applicants  to  ensure  that  only  U.S.  persons 
receive  a  license. 

OTHER  REPORTS  ALSO  POINT  TO  SHORTCOMINGS 

INTER-AGENCY  IG  REPORT  -  SEPTEMBER  1993 

The  State  Department  inspector  General  (IG)  continues  to  find  that  the  end-use 
checking  system  is  not  adequate.  In  a  report  dated  September  1993,  the  IG  found 
"considerable  disarray "  in  the  State  end-use  program  at  most  of  the  1 1  posts  visited 
by  the  IG  personnel.  The  review  of  State's  end-use  program,  called  Blue  Lantern, 
found  that  most  of  the  posts  they  visited  did  not  have  a  complete  set  of  instructions 
readily  available  as  to  how  to  carry  out  the  program.  Even  though  DIG  had  notified 
each  post  to  designate  a  Blue  Lantern  official,  the  IG  found  that  there  is  still  confusion 
at  some  posts  as  to  who  is  the  responsible  official.  As  a  result,  a  number  of  Blue 
Lantern  requests  had  not  been  fulfilled.  Finally,  at  three  of  the  posts.  Blue  Lantern 
coordinators  did  not  keep  files  or  records  of  their  activities.  While  State  maintains  that 
they  have  corrected  these  problems,  their  track  record  does  not  instill  confidence. 

State  informed  the  Subcommittee  that  the  number  of  end-use  checks  have 
increased  from  38  in  1990  to  478  in  1993.  The  "disarray"  found  by  the  State  IG 
undercuts  the  supposition  that  because  State's  end-use  numbers  have  increased. 
State  is  therefore  doing  a  better  job  of  verifying  if  the  export  is  legitimate.  If  State 
actually  had  an  effective  screening  system  and  an  effective  end-use  checking  system, 
these  numbers  would  then  be  a  meaningful  indicator  of  improvement.  As  it  is,  the 
Subcommittee  believes  that  this  means  very  little. 

The  Commerce  IG,  in  the  same  inter-agency  report  in  September  1993,  found 
several  deficiencies  in  the  licensing  function  at  Commerce.  The  IG  found  that 
Commerce  was  not  checking  to  see  if  exporters  were  complying  with  conditions  that 
the  Department  had  placed  on  their  licenses.  In  fact,  the  IG  found  that  exporters  had 
only  a  four  percent  compliance  rate  with  the  requirement  that  they  submit 
documentation  showing  they  have  followed  the  condition  on  the  license.  Commerce 
was  taking  no  action  to  contact  the  vast  majority  of  exporters  who  were  failing  to 
submit  any  compliance  information. 

The  IG  also  found  problems  with  Commerce's  end-use  check  program.  In  FY 
92,  Commerce  completed  568  checks  and  177  verifications.   Commerce  has  no  plan 
on  how  to  use  these  checks  to  ensure  the  integrity  of  the  licensing  program.  In 
addition,  the  IG  also  found  that  the  posts  carrying  out  the  checks  were  using  foreign 
nationals,  despite  the  guidance  by  the  Export  Administration  which  discourages  this. 
Five  of  the  posts  were  conducting  these  checks  by  telephone  because  they  lacked  the 
funds  for  on-site  visits. 
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STATE  IG  INSPECTION  REPORT  -  SEPTEMBER  1993 

In  September  1993,  the  Department  of  State  Inspector  General  conducted  an 
inspection  of  an  embassy  located  in  a  western  nation  that  is  a  key  U.S.  ally.    A 
portion  of  the  inspection  involved  a  look  at  how  well  this  post  was  implementing  the 
Blue  Lantern  program.  The  following  is  the  IG's  assessment: 

The  Blue  Lantern  program  for  achieving  compliance  with  U.S.  defense  trade 
controls  (DTC)  does  not  work  well  in  (U.S.  ally).  (The  program  is  intended  to 
be  a  systematic  end-use  verification  procedure  that  includes  prelicense  and 
post-shipment  checks.  It  was  initiated  in  September  1 990  by  the  Office  of 
Defense  Trade  Controls...)  The  Department's  requests  to  Embassy  (blank)  for 
checks  are  poorly  framed,  provide  little  useful  search  data,  and  rarely  indicate 
why  they  are  being  made... 

Some  Blue  Lantern  requests  from  Washington  have  appeared  frivolous... Many 
requests  are  encyclopedic  lists  or  parts  or  equipment  numbers  with  little  or  no 
indication  of  either  end-use  or  importance.  The  Office  of  Northern  European 
Affairs  now  filters  requests  before  approving  transmission  to  (blank).  This 
process  has  cut  the  number  of  requests  and  has  improved  their  quality. 
Nevertheless,  many  (blank)  responses  are  incomplete  and  offer  little  hard 
evidence. 

As  presently  constituted,  Blue  Lantern  does  not  work  in  the  (blank),  is  an  irritant 
in  the  bilateral  working  relationships,  and,  above  all,  detracts  from  U.S.  efforts 
to  prevent  diversion  of  strategic  commodities. 

LEARNING  THE  WRONG  LESSON 

One  explanation  for  the  numerous  problems  outlined  above  is  that  DTC  learned 
the  wrong  lesson  from  its1987  experience.  In  addition  to  congressional  and  GAO 
criticism,  the  U.S.  defense  industry  was  also  highly  critical  of  State's  licensing 
operations  at  that  time.  Given  that  the  metamorphosis  from  OI^C  to  DTC  has  not 
resulted  in  a  more  effective  system  of  screening  and  more  aggressive  end-use 
checks,  it  appears  that  State  learned  that  speed  was  the  most  important  objective. 
There  are  some  indicators  of  how  State  views  the  priorities  in  its  licensing  operation: 

First,  the  name  change  serves  as  a  public  declaration  that  the  mission  of  the 
office  has  changed  from  one  of  control  to  one  of  promoting  "defense  trade."  Shortly 
after  the  name  change,  then  Assistant  Secretary  of  State,  Lawrence  Eagleburger,  sent 
a  memo  to  all  U.S.  embassies  ordering  them  to  "get  on  board"  the  mission  of  assisting 
U.S.  defense  companies  in  exporting  their  goods. 
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Secondly,  the  following  excerpts  from  Defense  Trade  News,  the  official  Bulletin 
from  the  Center  for  Defense  Trade  at  State,  make  it  clear  that  one  of  the  key  priorities 
of  the  new  office  is  to  expedite  defense  trade.  Here  are  two  articles  from  the  Inarch 
1 990  issue  of  the  Defense  Trade  News: 

"Control  Office  Expanding,  Faster,  More  Responsive  Licensing  The  Goal", 
"Project  Accelerate  A  Success,  1 1 ,000  licenses  Issued  in  Seven  Weeks". 

The  lead  article  states,  "The  Department's  purpose  in  creating  the  Center  for 
Defense  Trade  is  to  provide  improved  export  licensing  services  and  defense  trade 
policy  guidelines  to  U.S.  defense  industry."    The  article  goes  on  to  discuss  the  need 
to  remove  unnecessary  impediments  to  defense  trade.  Referring  to  Congressional 
and  industry  complaints,  it  concludes  that  in  order  for  the  U.S.  defense  industry  to  stay 
competitive,  the  munitions  licensing  function  must  be  updated. 

From  Defense  Trade  News,  June  1990: 

"Project  Accelerate  Institutionalized  ;  92%  of  Cases  Issued  or  Staffed  Within  10 
Days."  This  article  states  that  State  took  as  its  most  important  guideline  the  urging  by 
the  Congress  to  determine  within  10  days  if  licenses  should  be  referred  to  other 
agencies.  This  was  only  one  of  Congress's  recommendations,  but  State  chose  this  as 
it  focus.  It  boasts  that  66%  of  all  cases  were  reviewed  and  licenses  issued  within  10 
days.  It  is  no  wonder  that  for  the  above  licenses  to  the  Latin  American  countries  State 
performed  relatively  few  end-use  checks. 

From  Defense  Trade  News.  September  1 990: 

"The  Bottom-Line:  Fast  Licensing.  Average  License  issued  in  13  days." 

This  article  states  that  the  overall  objective  is  to  "institutionalize  a  fast, 
predictable  export  licensing  process..."  While  it  mentions  the  AECA  in  passing,  it 
largely  involves  a  statistical  analysis  of  how  quickly  DTC  is  processing  the  licenses. 
The  whole  focus  is  doing  it  quicker,  rather  than  ensuring  all  of  our  defense  and  foreign 
policy  goals  are  satisfied. 

The  Congress  was  certainly  interested  in  a  more  efficient  arms  licensing  office. 
However,  to  interpret  this  as  a  mandate  to  simply  more  quickly  process  the  licenses  is 
a  misreading  of  the  criticisms  from  the  Congress,  the  GAO  and  the  State  IG. 

Another  indicator  of  the  focus  of  the  State  Department  is  contained  in  the  most 
recent  iteration  of  the  regulations  that  implement  the  Arms  Export  Control  Act.  In  the 
July  22, 1993,  Federal  Register,  the  International  Traffic  in  Arms  Regulations  (ITAR) 
summary  states  that  "The  rule  clarifies  existing  regulations  and  reduces  the  regulatory 
burden  on  exporters  of  defense  articles  and  services."  While  reducing  the  regulatory 
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burden  is  often  a  laudable  goal,  when  the  issue  at  hand  is  the  export  of  munitions, 
reducing  the  regulatory  burden  should  not  be  the  sole  or  main  focus  of  the 
government's  efforts. 

The  ITAR  notice  states  that  one  of  the  most  significant  changes  was  increasing 
the  validity  period  of  a  license  from  three  to  four  years.  Other  changes  added  several 
exemptions  from  licensing  requirements  for:  1 )  articles  in  furtherance  of  approved 
manufacturing  license  agreements;  2)  spare  parts  under  $500  to  support  previously 
approved  exports;  3)  intra-company  transfers  of  items  sent  abroad;  4)  unclassified 
models  that  are  nonoperable;  5)  items  previously  licensed  for  temporary  export  to 
trade  shows;  and  6)  temporary  imports  for  repair. 

While  some  of  these  changes  seem  to  be  modest,  the  totality  results  in  a 
further  loosening  of  control.  As  noted  above  in  the  discussion  of  the  licenses  for 
export  to  Latin  American  nations,  DTC  had  no  idea  when  items  were  actually  exported 
within  the  three  year  period  of  the  validity  of  the  license.  Changing  the  validity  period 
to  four  years  only  increases  the  uncertainty  as  to  how  much  we  are  actually  exporting 
to  any  given  country.  This  increased  time  period,  combined  with  the  six  new 
exemptions,  results  in  an  ever  looser  system  of  monitoring  U.S.  munitions  exports. 

Conclusion 

The  State  Department,  in  response  to  any  criticism  of  their  present  system  of 
licensing,  responds  that  they  are  building  "higher  walls  around  fewer  items."  This 
would  be  of  some  solace  if  there  were  not  so  many  holes  in  the  walls.  The  extensive 
gaps  that  GAO  found  in  the  watchlist  at  both  State  and  Commerce,  gaps  that  resulted 
in  the  granting  of  licenses  to  either  ineligible  or  questionable  persons,  demonstrates 
that  the  present  licensing  system  is  seriously  deficient. 

In  1987,  after  finding  massive  deficiencies  and  apparent  rubber-stamping  of 
license  applications,  there  was  discussion  of  transferring  the  State  Department 
licensing  function  to  another  agency  more  able  to  carry  out  the  control  functions. 
Given  the  continued  deficiencies  at  DTC,  such  discussion  is  likely  to  continue. 
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Mr.  Chairman  and  Members  of  the  Committee: 

It  is  a  pleasure  to  be  here  today  to  discuss  the  results  of  our 
review  of  the  automated  export  license  screening  and  compliance 
procedures  at  the  Departments  of  State  and  Commerce.' 

In  a  1987  report  on  licensing  activities  at  the  Department  of 
State's  Office  of  Munitions  Control,  now  known  as  the  Office  of 
Defense  Trade  Controls  (DTC),  we  reported  that  DTC  was  not 
routinely  using  readily  available  information  to  screen  license 
applications  to  help  identify  those  potentially  needing  closer 
scrutiny.^   In  1991,  DTC  established  automated  license  application 
screening  procedures  to  identify  ineligible  and  undesirable 
parties.   Commerce  has  had  automated  license  screening  procedures 
since  1984.   We  believe  that  effective  license  screening  is 
essential  in  the  licensing  process  because  it  provides  the  first 
line  of  defense  against  issuing  licenses  to  parties  seeking  to 
misuse  or  divert  sensitive  U.S.  items  and  technology. 

Our  most  recent  work  in  the  export  licensing  area  focused  on  the 
effectiveness  of  the  license  screening  procedures  at  both  the 
Departments  of  State  and  Commerce  and  some  compliance  issues  that 
are  applicable  only  to  State.   We  covered  both  agencies  because,  as 
you  know.  State  licenses  munitions  exports  and  Commerce  licenses 
exports  of  sensitive  dual-use  items.   Our  review  uncovered  several 
weaknesses  in  the  screening  procedures  at  both  agencies,  and  in  the 
compliance  area. 

I  would  like  to  focus  on  six  key  questions  addressed  in  our  review. 

Are  Commerce  and  State  maintaining  complete  and  current 

watchlists  to  screen  export  applications? 

Do  the  screening  systems  used  by  State  and  Commerce 

identify  all  applications  involving  watchlist  parties? 

Do  Commerce  and  State  effectively  share  the  information  on 

their  watchlists? 

Is  Commerce  making  the  most  effective  use  of  intelligence 

information  to  screen  export  applications? 

Is  State  monitoring  agreements  involving  the  manufacture 

and  distribution  of  defense  articles  outside  the  United 

States? 

Does  State  verify  that  only  U.S.  persons  are  granted 

munitions  export  licenses? 


'Export  Controls:  License  Screening  and  Compliance  Procedures  Need 
Strengthening  (GAO/NSIAD-94-178,  June  14,  1994). 

^Arms  Exports:  Licensing  Reviews  for  Exporting  Military  Items  Can 

Be  Improved 

(GAO/NSIAD-87-211,  Sept.  9,  1987). 
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AGENCIES'  WATCHLISTS  ARE  NOT  COMPLETE  AND  CURRENT 

Commerce  and  State  compile  separate  watchlists  to  use  for  screening 
license  applications.   Watchlist  names  serve  to  prompt  closer 
review  of  export  license  applications.   The  watchlists  include,  for 
example,  individuals  and  companies  that  (1)  have  been  convicted  of 
export  violations,  (2)  are  subjects  of  unfavorable  pre-license  or 
post-shipment  checks,  (3)  are  under  economic  sanctions  imposed  by 
Treasury,  (4)  have  been  identified  as  known  or  suspected  diverters 
or  prolif erators  by  intelligence  reports,  or  (5)  have  been  debarred 
by  Commerce  or  State  from  export  activities. 

We  obtained  documents  and  information  State  and  Commerce  told  us 
they  use  to  update  their  watchlists  and  checked  to  see  if  the  names 
had  in  fact  been  entered  onto  the  agencies'  watchlists.   We  checked 
over  2,100  names  that  should  have  been  included  on  the  State 
watchlist  and  over  700  names  that  should  have  been  included  on 
Commerce's  watchlist.   Of  the  names  we  checked,  we  found  that  each 
agency  had  failed  to  include  about  27  percent  of  the  names  on  their 
watchlists.^   For  example,  we  examined  92  names  listed  by  the 
Department  of  Justice  as  fugitives  indicted  for  or  convicted  of 
significant  export  control  violations.   At  the  time  we  checked. 
Commerce  had  not  placed  69  of  these  names  on  its  list,  and  State 
had  not  placed  47  of  these  names  on  its  watchlist. 

We  believe  the  reason  so  many  names  are  missing  from  the  agencies' 
watchlists  is  that  the  agencies  have  not  clearly  assigned  data 
entry  responsibilities  and  do  not  have  adequate  procedures  to 
ensure  names  are  entered  systematically  and  in  a  timely  manner.   As 
a  result,  names  from  the  documents  are  haphazardly  entered  and 
updated. 

We  searched  State's  and  Commerce's  licensing  databases  to  see  if 
any  licenses  had  been  issued  to  the  parties  whose  names  should  have 
been  but  were  not  on  the  watchlists.  We  found  a  total  of  224  such 
licenses  issued  to  15  parties  between  fiscal  year  1990  and  August 
1993.*   For  example,  in  January  1992  a  State  Blue  Lantern 
inspection  revealed  that  a  company  was  selling 

F-16  parts  without  U.S.  authorization,  but  the  name  of  this  company 
was  never  placed  on  State's  watchlist.  In  May  1993,  State  approved 
an  export  license  involving  this  company. 

At  this  point,  I  want  to  emphasize  that  we  are  not  saying  these 
licenses  should  not  have  been  issued.   What  we  are  saying  is  that 
these  licenses  were  issued  without  considering  the  negative  or 
derogatory  information  regarding  these  parties.   Had  the 


'Details  of  this  analysis  are  in  attachment  I. 
'Details  about  the  224  cases  are  in  attachment  II. 
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information  been  considered,  the  licensing  decisions  may  or  may  not 
have  been  different. 

Our  report  recommends  that  State  and  Commerce  formally  assign 
watchlist  data-entry  responsibilities  among  staff  and  establish 
adequate  procedures  and  guidance  to  ensure  data  entries  are 
complete  and  up-to-date.   In  a  response  to  our  draft  report. 
Commerce  stated  that  it  has  had  formalized  procedures  since  1989 
for  controlling  what  information  should  be  entered  on  its  watchlist 
and  by  whom,  but  acknowledged  that,  until  October  1993,  it  did  not 
have  procedures  for  entering  Department  of  Justice  names.   Commerce 
also  did  not  address  the  lack  of  procedures  and  guidance  for 
gathering  information  from  State's  Blue  Lantern  program  (a  pre-  and 

post-license  check  program)  and  from  intelligence  reports.   State 
commented  that,  since  our  review,  it  has  assigned  responsibility  to 
a  specific  employee  for  monitoring  its  watchlist  and  for  ensuring 
the  list  is  updated  at  regular  intervals.   We  believe  State  is 
taking  the  proper  action,  but  we  will  have  to  follow  up  on  and 
verify  the  effectiveness  of  that  action. 

AGENCIES'  SCREENING  SYSTEMS  DO  NOT  ALWAYS 
CAPTURE  APPLICATIONS  WITH  WATCHLIST  NAMES 

State's  and  Commerce's  screening  systems  are  designed  to  identify, 
or  flag,  applications  that  have  watchlist  names  on  them  so  that 
they  can  be  scrutinized  by  enforcement  staff.   However,  we  found 
that  their  systems  do  not  always  do  that.   At  Commerce,  we 
identified  851  license  applications  with  watchlist  names  that 
slipped  through  Commerce's  watchlist  screening  system  without  being 
reviewed  by  its  enforcement  staff.   While  75  of  these  applications 
were  eventually  denied  or  returned  without  action,  776  were 
approved.   For  example.  Commerce  approved  two  licenses  involving  a 
company  placed  on  its  watchlist  for  nuclear  proliferation  reasons. 
The  screening  system  had  not  flagged  the  applications,  and  they 
were  not  sent  to  enforcement  staff  for  review. 

Similarly,  at  State,  based  on  a  sample  of  86  license  applications,* 
we  found  83  license  applications  involving  28  companies  slipped 
through  State's  screening  system  without  being  reviewed  by  its 
compliance  staff.   Seventy-one  of  these  licenses  were  approved.   In 
a  case  outside  our  sample,  a  company  convicted  of  illegally  selling 
aircraft  parts  to  Iran  had  been  debarred  by  State  from  future 
export  licenses  and  placed  on  State's  watchlist.   Nonetheless,  in 
1992  State  issued  four  licenses  involving  this  company  without  the 
applications  being  flagged  by  its  screening  system.   Further 
details  on  the  watchlist  parties  that  slipped  through  the  screening 
systems  at  State  and  Commerce  are  in  attachment  III. 


'We  selected  for  our  sample  only  licenses  processed  within  2  days 
that  involved  State  watchlist  parties. 
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Again,  we  are  not  saying  those  licenses  should  not  have  been 
granted.   What  we  are  saying  is  that  they  were  granted  without 
considering  the  negative  or  derogatory  information  regarding  the 
watchlist  parties. 

We  believe  that  weak  internal  controls  are  causing  Commerce  and 
State  to  miss  applications  involving  watchlist  parties.   For 
example.  Commerce  assigns  identification  numbers  to  all 
exporters  and  consignees  in  its  database  to  automatically  flag 
watchlist  parties  on  license  applications.   However,  in  many  cases 
Commerce  has  assigned  multiple  identification  numbers  to  the  same 
party,  not  all  of  which  have  watchlist  flags.   As  a  result,  license 
applications  involving  parties  on  the  watchlist  may  not  always  be 
caught  by  the  screening  system. 

There  are  several  possible  explanations  as  to  why  licenses  slipped 
through  State's  screening  system.   State's  system  Is  less  automated 
than  Commerce's  and  largely  relies  on  staff  to  manually  review  a 
computer  report  to  find  the  name  matches  between  applications  and 
its  watchlist.   Also,  unless  the  matched  watchlist  party  is  the 
applicant,  the  system  does  not  automatically  flag  the  application 
or  send  the  case  to  the  Compliance  Division  for  review.   Moreover, 
unlike  Commerce's  system.  State's  system  does  not  track  the  review 
made  by  compliance  staff,  nor  does  it  prevent  a  license  from  being 
issued  until  after  compliance  staff  have  completed  their  review. 
As  a  result,  a  case  could  slip  through  because  the  staff  did  not 
manually  spot  the  match  or  because  the  compliance  specialist  did 
not  complete  a  review  of  the  case.   There  are  additional  technical 
limitations  in  State's  matching  program  that  could  also  cause  a 
case  to  slip  through.   Because  State's  process  is  not  well 
documented,  it  was  difficult  for  us  to  determine  exactly  why  83  of 
the  86  cases  we  examined  slipped  through. 

Our  report  recommends  that  State  and  Commerce  review  and  make  the 
necessary  changes  to  their  systems'  design  and  screening  procedures 
to  ensure  that  applications  with  watchlist  names  will  be  caught  by 
their  systems.   In  its  response,  Commerce  said  that  it  has  been 
attempting  to  eliminate  multiple  identification  numbers  since  the 
fall  of  1992,  but  our  analysis  of  the  Commerce  data  shows  this 
effort  has  not  solved  the  problem.   State  agreed  to  consider 
redesigning  its  system  but  is  concerned  that  a  new  system  might 
reduce  its  licensing  efficiency.   We  believe  that  a  thorough  review 
of  applications  involving  parties  on  the  watchlist  is  more 
important  than  issuing  licenses  quickly.   Moreover,  a  redesigned 
system  may  actually  improve  State's  licensing  efficiency. 
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AGENCIES  DO  NOT  SHARE  THEIR  WATCHLISTS 

State  and  Commerce  do  not  routinely  share  information  from  their 
watchlists  with  each  other. ^   While  some  entries  on  each  agency's 
watchlist  are  of  unique  interest  to  only  that  agency,  thousands  of 
names  are  of  common  interest  to  both  Commerce  and  State  and, 
because  they  are  not  shared,  are  not  being  used  to  screen  export 
applications  for  questionable  parties. 

We  compared  State's  and  Commerce's  watchlists  to  determine  how  many 
entries  of  interest  to  both  agencies  are  not  being  used  to  screen 
applications.   About  5,000  entries  on  the  State  watchlist  relevant 
to  Commerce  were  not  on  Commerce's  watchlist.   Similarly,  about 
32,000  entries  on  the  Commerce  list  relevant  to  State  were  not  on 
State's  watchlist.'  These  entries  represent  negative  or  derogatory 
information  on  companies  and  individuals  that  State  and  Commerce 
are  not  using  in  their  licensing  reviews. 

Each  agency  has  processed  licenses  involving  parties  on  the 
watchlist  of  the  other  agency.   State  processed  about  6,700 
licenses  involving  about  300  relevant  parties  on  Commerce's 
watchlist  that  were  not  on  State's  watchlist.   State  approved  about 
6,100  of  these  licenses.   Similarly,  Commerce  processed  17  licenses 
involving  3  parties  on  State's  watchlist  that  were  not  on 
Commerce's  watchlist  and  approved  9  of  these  licenses. 

Because  of  multiple  entries  in  the  agencies'  watchlists  and  our 
computer  name-matching  approach,  our  estimates  likely  overstate  the 
number  of  entries  on  one  watchlist  of  interest  to  the  other  and  the 
numbers  of  licenses  issued  involving  these  parties.^  Nevertheless, 
our  methodology  provides  a  valid  indication  of  the  potential 
problems  created  by  the  agencies'  failure  to  share  their 
watchlists.   For  example,  in  June  1991,  Commerce  placed  a  company 
name  on  its  watchlist  because  of  an  unfavorable  post-shipment 
check.   State  did  not  have  this  name  on  its  watchlist  and  approved 
three  licenses  involving  this  company. 

Our  report  recommends  that  State  and  Commerce  share  the  relevant 
portions  of  their  watchlists  with  one  another  on  a  regular  basis. 


^Commerce  does  provide  State  a  copy  of  The  Economic  Defense  List. 
This  report  is  published  only  once  a  year,  however,  and  contains 
only  a  partial  listing  of  names  from  Commerce's  watchlist. 

'Details  of  these  analyses  are  in  attachment  IV. 

"These  limitations  are  discussed  in  more  detail  in  appendix  V  of 
our  report. 
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COMMERCE  HAS  NOT  MADE  THE  MOST  EFFECTIVE  USE 
OF  INTELLIGENCE  INFORMATION 
TO  SCREEN  APPLICATIONS 

Commerce  officials  told  us  that  they  do  not  deny  a  license  based  on 
intelligence  information  in  its  watchlist  unless  it  is  corroborated 
by  a  negative  pre-license  check  or  other  information.   However, 
recent  GAO  and  Inspector  General  reports  have  noted  limitations  and 
recommended  improvements  in  Commerce's  pre-license  check  program.' 

Because  Commerce  must  provide  detailed  explanations  to  exporters 
who  are  denied  licenses,  the  intelligence  agencies  do  not  want 
Commerce  to  deny  licenses  solely  on  the  basis  of  intelligence 
information  without  first  consulting  them.   Consequently,  under 
current  procedures.  Commerce  enforcement  agents  essentially  use 
intelligence  information  as  a  lead  to  develop  collateral 
information  that  can  be  used  to  deny  a  license.   For  example,  when 
the  application  screening  process  identifies  a  party  as  a  potential 
diverter  or  proliferator  based  on  intelligence  information, 
Commerce  may  request  a  pre-license  check  on  the  party.   If  the 
check  produces  negative  or  derogatory  information.  Commerce  can  use 
that  as  the  basis  for  denying  the  license.   When  the  checks  do  not 
produce  negative  results,  however.  Commerce  does  not  routinely 
refer  such  cases  to  the  intelligence  sources  to  (1)  assess  the 
merits  of  the  intelligence  information,  and  (2)  determine  whether 
the  information  could  be  sanitized  to  permit  its  use  in  denying  a 
license  application.   From  fiscal  year  1990  to  August  1993,  we 
found  49  licenses  that  had  names  on  the  Commerce  watchlist  based  on 
intelligence  information  and  that  Commerce  approved  after 
pre-license  checks  failed  to  corroborate  the  negative  information 
in  the  intelligence  reports. 

In  our  report,  we  recommend  that  Commerce  routinely  refer  to 
intelligence  sources  those  cases  for  which  pre-license  checks  have 
not  corroborated  the  derogatory  intelligence  information.   In 
consultation  with  the  intelligence  sources,  such  cases  should  be 
reviewed  to  (1)  assess  the  merits  of  the  intelligence  information, 
and  (2)  determine  whether  the  intelligence  information  could  be 
sanitized  to  permit  its  use  in  denying  a  license  application. 
Although  Commerce  implied  in  its  response  to  our  draft  report  that 
it  routinely  consults  with  the  intelligence  sources  regarding  those 
types  of  cases,  both  Commerce  and  intelligence  officials  told  us 
that  it  has  taken  this  extra  step  to  consult  with  the  intelligence 
source  only  about  three  times  in  the  past  5  years. 


'Nuclear  Non-Proliferation:  Export  Licensing  Procedures  for  Dual- 
Use  Items  Need  to  Be  Strengthened  (GAO/NSIAD-94-119,  Apr.  26, 
1994),  and  The  Federal  Government's  Export  Licensing  Processes  for 
Munitions  and  Dual-Use  Commodities  (Joint  State/Commerce/DOD/Energy 
Inspector  General  Report,  Sept.  1993). 
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STATE  HAS  NOT  MONITORED  MANUFACTURING 
AND  DISTRIBUTION  AGREEMENTS  EFFECTIVELY 

State  requires  the  U.S.  company  or  its  licensee  to  submit  annual 
sales  reports  when  entering  into  an  agreement  to  manufacture  or 
distribute  defense  articles  outside  the  United  States.   The  reports 
are  to  include  information  on  sales  or  other  transfers  of  the 
licensed  articles,  by  quantity,  type,  dollar  value,  and  purchaser 
or  recipient.   However,  State  officials  told  us  that,  due  to 
limited  staff,  they  have  not  routinely  collected  or  reviewed  these 
reports.   We  noted  that,  notwithstanding  limited  resources.  State 
had  not  assigned  oversight  responsibility  for  the  agreements  among 
its  staff. 

State  officials  also  acknowledged  that  the  agreement  files  were  in 
such  disarray  that  they  could  not  distinguish  between  those 
companies  that  had  failed  to  submit  the  reports  and  those  that  had 
submitted  reports  that  may  have  been  misplaced.   Some  files  were 
even  missing  copies  of  the  final  agreements.   State  officials 
attributed  the  poor  management  of  the  files  to  a  lack  of  staff  and 
a  move  of  their  document  storage  facility  a  few  years  ago.   State 
is  now  attempting  to  bring  the  files  up  to  date  by  contacting 
companies  to  determine  what  records  are  missing  from  the  files. 
Without  the  signed  agreements  or  the  annual  sales  reports.  State 
cannot  check  for  indications  of  unauthorized  sales  or  transfers. 

Our  report  recommends  that  State  assign  oversight  and  monitoring 
responsibilities  for  the  manufacturing  and  distribution  agreements 
among  its  staff  and  ensure  that  the  files  on  these  agreements  are 
updated.   State  responded  that  it  is  now  considering  a  system 
whereby  companies  would  certify  that  they  were  maintaining  these 
records  and  would  be  subject  to  sanctions  if  they  fail  to  do  so. 
We  believe  this  would  further  rt'duce  State's  ability  to  effectively 
monitor  manufacturing  and  distribution  agreements. 

STATE  REQUIRES  NO  DOCUMENTARY 
EVIDENCE  TO  PROVE  U.S.  PERSON  STATUS 

Under  the  Arms  Export  Control  Act,  a  license  to  export  a  munitions 
item  may  not  be  issued  to  a  foreign  person  (other  than  a  foreign 
government).   State  officials  told  us  that  they  do  not  require  any 
documentary  evidence  of  U.S.  person  status  to  be  submitted  with 
export  license  applications  for  munitions  items.   Instead,  they 
rely  on  the  applicants'  certifications  that  the  person  signing  the 
application  is  either  a  U.S.  citizen,  a  permanent  resident,  or  an 
official  of  a  foreign  government  entity  in  the  United  States. 
Moreover,  State  performs  spot  verifications  only  when  staff  notice 
an  unfamiliar  signature  and  these  verifications  are  conducted  by 
telephone.   Under  these  procedures.  State  does  not  have  reasonable 
assurance  that  the  persons  signing  applications  are  U.S.  persons. 
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We  reviewed  a  sample  of  40  approved  licenses  to  see  if  the 
applications  had  been  properly  certified  as  required.   Seven  of  the 
40  cases  did  not  have  the  proper  certifications  for  the  person 
signing  the  application.   In  another  approved  case,  which  was  not 
part  of  our  sample,  the  person  signing  the  application  was, 
according  to  his  registration  with  State,  a  non-U. S.  citizen  and 
there  was  no  other  evidence  that  he  was  a  U.S.  person. 

Our  report  recommends  that  State  either  require  documentary  proof 
of  U.S.  person  status  in  lieu  of  certification  the  first  time  an 
applicant  applies  for  a  license,  or  conduct  random  verifications  of 
the  U.S.  person  certifications.   State  responded  that  recently 
introduced  application  forms  should  correct  the  problem  of  improper 
certifications.   Nevertheless,  the  new  forms  do  not  address  the 
need  for  documented  verifications. 


Mr.  Chairman,  that  concludes  my  statement.   I  will  be  pleased  to 
answer  any  questions  that  you  or  other  committee  members  may  have. 
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Attachment  I 


Attachment  I 


GAO-IDENTIFIED  MISSING  NAMES  FROM 
STATE  AND  COMMERCEWATCHLISTS 


Source  of 

derogatory 

information 

Names 

checked 

against 

State 

watchlist 

(dated 

4/20/93) 

Number  and 
percentage 
of  names 
not  found 
on  State 
watchlist 

Names 

checked 

against 

Commerce 

watchlist 

dated 

1/27/93 

Number  and   ] 
percentage 
of  names 
not  found 
on  Commerce 
watchlist 

Department 
of  Justice* 

92 

47 
51% 

92 

69 
75% 

Treasury's 
list  of 
designated 
nationals" 

184 

3 
2% 

184 

33 

18% 

Intelligence 
information'^ 

45 

26 

58% 

45 

26 
58% 

Department 
of  Commerce" 

1,120 

404 
36% 

e 

e 

Commerce 
"negative" 
pre-license 
checks' 

39 

36 
92% 

39 

11 

28% 

State 
"negative" 
Blue  Lantern 
checks' 

57 

29 
51% 

57 

41 
72% 

GSA  list  of 

excluded 

parties" 

298 

19 
6% 

e 

e 

Denial 
orders^ 

291 

2 

1% 

291 

17 
6% 

Total 

2,126 

566 

27% 

708 

197 
28% 

'Names  taken  from  the  Department  of  Justice's  list  of  significant 
export  control  cases  for  fiscal  years  1990,  1991,  and  1992  through 
August  1992.   The  names  include  only  those  parties  convicted  of 
violations  or  listed  as  fugitives. 

"Names  were  based  on  a  GAO  judgmental  sample  from  the  March  1992 
Treasury  report  on  specially  designated  nationals. 
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Attachment  I  Attachment  I 

^Names  of  known  or  suspected  diverters  or  proliferators  were 
provided  to  GAO  by  State's  Office  of  Intelligence  and  Research 
based  on  its  review  of  intelligence  reports  given  to  the  Office  of 
Defense  Trade  Controls  between  January  and  March  1993.   Names  were 
checked  against  a  later  edition  of  Commerce's  watchlist  dated 
November  1993. 

''Names  are  from  Commerce's  December  1991  Economic  Defense  List, 
which  includes  parties  known  or  suspected  of  involvement  in 
prohibited  activity  such  as  terrorism. 

*Not  applicable.   Names  from  the  Economic  Defense  List  were  not 
checked  because  this  list  is  taken  from  Commerce's  watchlist.  Names 
from  GSA's  list  of  excluded  parties  were  not  checked  because  this 
information  is  not  relevant  to  Commerce's  licensing  decisions. 

'Names  were  developed  by  GAO  based  on  a  file  review  of  fiscal  year 
1992  Commerce  pre-license  checks  identified  by  Commerce  as 
providing  derogatory  information. 

'Names  were  developed  by  GAO  based  on  a  file  review  of  fiscal  year 

1991  and  1992  State  Blue  Lantern  checks  that  State  identified  as 
producing  derogatory  information. 

"Names  based  on  a  GAO  judgmental  sample  taken  from  the  September 

1992  edition  of  GSA's  Lists  of  Parties  Excluded  from  Federal 
Procurement  or  Nonprocurement  Programs . 

'Names  taken  from  the  October  1992  edition  of  Commerce's  report 
entitled  Denial  Orders  Currently  Affecting  Export  Privileges. 


10 
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Attachment  II 


Attachment  II 


LICENSES  ISSUED  INVOLVING  PARTIES  WHOSE  NAMES  SHOULD 

HAVE  BEEN  BUT  WERE  NOT  ON  WATCHLISTS 

(FISCAL  YEAR  1990  -  AUGUST  19931 


Company 

Country 

Source  of 

derogatory 

information 

Information 

first 

available 

Number  of 

licenses 

Issued 

Date 

Conmerce  licenses                           | 

A 

Singapore 

Intelligence 

3/93 

3 

4/93  to 
6/93 

B 

Hong  Kong 

Intelligence 

1/93 

1 

2/93 

Subtotal 

4 

State  licenses                             | 

C 

Pakistan 

Intelligence 

3/93 

1 

7/93 

D 

U.K. 

EDL 

1/92 

1 

7/92 

E 

Trinidad 

EDL 

1/92 

1 

8/93 

F 

Hong  Kong 

Blue  Lantern 

10/92 

6 

10/92  to 
4/93 

G 

India 

PLC 

5/92 

2 

4/93 
7/93 

H 

India 

PLC 

11/92 

1 

4/93 

I 

Israel 

Intelligence 

3/93 

7 

4/93  to 
7/93 

J 

Israel 

Intelligence 

3/93 

137 

4/93  to 
8/93 

K 

Israel 

Blue  Lantern 

2/92 

1 

5/93 

L 

Israel 

Blue  Lantern 
Intelligence 

9/92 
3/93 

20 

10/92  to 
7/93      1 

M 

Singapore 

Intelligence 

3/93 

39 

4/93  to 
8/93 

N 

Denmark 

Intelligence 

3/93 

3 

5/93  to   1 
7/93 

0 

Indonesia 

EDL 

1/92 

1 

9/92 

Subtotal 

220 

Total 

224 

11 
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Attachment  II  Attachment  II 

Legend 

Intelligence  —  Names  were  provided  to  GAO  by  State's  Office  of 
Intelligence  and  Research  based  on  its  review  of 
intelligence  reports  given  to  DTC  between  January 
and  March  1993. 

EDL  —  Coinnierce  Department's  Economic  Defense  List  issued  on 
12/31/91. 

Blue  Lantern  —  State  Department's  program  name  for  pre-licensing 
or  post-shipment  checks. 

PLC  —  Commerce  Department  pre-licensing  checks. 

Note:   Due  to  the  proprietary  nature  of  information,  company  names  are  not 
disclosed. 
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Attachment  III 


Attachment  III 


LICENSES  INVOLVIWG  WATCHLIST  PARTIES 

APPROVED  WITHOUT  BEING  SCREENED 

BY  COMPLIANCE  AND  ENFORCEMENT  PERSONNEL 

(JISCAL  YEAR  1990  -  AUGUST  1993) 


1       1 

Agency   D  Derogatory  watchlist  information 

Licenses 
processed 

Licenses 
approved 

Commerce  J  Routine  investigative  observation 

666 

622 

Enforcement  intelligence 

59 

47 

Pre-license  check  performed 

56 

48 

Nuclear  proliferation  concern 

24 

18 

Commerce  Economic  Defense  List 

17 

16 

1  Past  export  control  sanction 

16 

15 

Apartheid  supporting  party 

7 

6 

Missile  technology  control  concern 

3 

2 

East-West  equity  firm 

1 

1 

U.S.  Customs  information 

1 

1 

Unfavorable  pre-license  check 

1 

0 

Subtotal 

851 

776 

State* 

Missile  technology  control  concern 

59 

50 

State  compliance  information 

18 

16 

Office  of  the  Courts 

4 

4 

Unfavorable  Blue  Lantern  check 

1 

1 

Chemical/biological  weapon  concern 

1 

0 

Subtotal 

83 

71 

1 

Totals 

934 

847 

"Due  to  limitations  in  State's  computer  system,  we  examined  only  a 
judgmental  sample  of  State  licenses.   Specifically,  we  examined 
licenses  involving  watchlist  parties  that  were  processed  in  2  days 
or  less  between  fiscal  year  1990  and  August  1993. 
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Attachment  IV 


Attachment  IV 


Hgur*  IV.1 :  Commarc*  WstchUst  Entrtes 
of  Intwast  to  State  by  Sourca  of 
Mormation  (as  of  Aug.  1993) 


5.84% 

Nudaar,  Chamical,  or  Missila 
Concam  (1,956) 

3.88% 

Oaniad  Party/Pa«  Export  Violation 
(1.301) 

10.47% 

Otfier  Information  (3,507) 

0.04% 

Debarrad  by  State*  (15) 

4.84% 

Names  Already  on  Stale  Watchlist 
(1.622) 


Routine  Investigative  Infonnation 
(14,468) 


Intelligence  Information  (8,724) 

5.17% 

Designated  Nationals  (1,734) 

0.48% 

Unfavorable  License  Check  (161) 


^^^M  Enmtt  rrifram  10  Sm* 

I ^  Eniht»r*««niioCamm«!e»ooly 

Note:  TheM  •stmalM  are  wfeiect  10  «ie  limnatens  died  in  ^pendbt  V  of  our  raport 

^im  ^a  IS  (tie  Mure*  ol  tti*  informaaon.  Saa  wouW  not  be«Mfii  frorn  racaiving  Ihaw 
enties  from  Convnarae. 
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Attachment  IV 


Attachment  IV 


Hgura  IV^:  Slatt  WatchUat  EntriM  of 
Intarast  to  Commarca  By  Seurca  of 
kifonnation  (as  of  Aug.  1993) 


3.0% 

Justice  Department  (910) 

1J% 

Customs  Investigation  (528) 

2.7% 

State  Compliance  Division  (811) 


8  9% 

Office  of  the  Courts  (2,694) 


Ejipired  DTC  Registrations* 
(4.150) 

5.4% 

Names  Already  on  Commerce 

Watchlist  (1,622) 

2.1% 

Commerce  Department*  (632) 

General  Services  Administration* 
(18,803) 


^s:<>     I   Enints  r«*evanl  to  Canmerce 
I  I   Entnas  relwani  to  Sute  only 

Note:  These  esiimates  are  subfect  lo  llw  limilaDons  citsd  in  appendn  V  of  our  report. 

*W«Ichlin  enmes  based  crt  Commerce  mhinnaBon  are  not  ra4avam  lo  Commeros  tnoe  Ihey 
provided  »w  intormaiion.    Ejcpired  ragistraoon  and  Genefil  Services  Admnistmon  ntormaion  is  not 
reievant  to  Commerce's  mission. 


(463833) 
(705058) 


IS 


June  1994 
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rj  AjT^  Report  to  the  Chairman,  Subcommittee 

^^^  on  Federal  Services,  Post  Office  and 

Civil  Service,  Committee  on 
Governmental  Affairs,  U.S.  Senate 


EXPORT  CONTROLS 

License  Screening  and 
Compliance 
Procedures  Need 
Strengthening 


GAO/NSIAD-94178 
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GAO 


United  States 

General  Accounting  OfBce 

Wasliington,  D.C.  20548 


National  Security  and 
International  AfDurs  Division 

B-254478 

June  14, 1994 

The  Honorable  David  H.  Pryor 

Chainnan,  Subconunittee  on  Federal  Services, 

Post  Office  and  Civil  Service 
Conunittee  on  Governmental  A£Eairs 
United  States  Senate 

Dear  Mr.  Chairman: 

In  response  to  your  request,  we  reviewed  export  control  activities  at  the 
Departments  of  State  and  Commerce.  Specifically,  we  examined 
(1)  whether  these  agencies  effectively  use  automated  systems  to  screen 
license  applications,  (2)  how  well  these  agencies  cooperate  with  each 
other  and  the  U.S.  Customs  Service,  (3)  whether  State  is  monitoring 
reexports  and  technology  transfers  by  collecting  and  reviewing  aimual 
sales  reports  submitted  by  companies  involved  in  munitions 
manufacturing  or  distribution  agreements,  and  (4)  how  State  ensures  that 
muiutions  licenses  are  issued  orUy  to  U.S.  persons  or  foreign  governments 
as  required  by  law. 


■R      Ircrr  H  "^^  ^■^'  ^"P""^  control  system  is,  in  essence,  administered  by  two 

DaCKgrOUna  agencies.  Commerce,  through  its  Bureau  of  Export  Administration, 

licenses  sensitive  dual-use  items  (items  with  both  civil  and  military  uses) 
under  the  Export  Administration  Act  (ejva);  State,  through  its  Office  of 
Defense  Trade  Controls,  licenses  muiutions  items  under  the  Arms  Export 
Control  Act  (aeca).'  In  addition  to  e3q)ort  licenses.  State's  approval  is 
required  before  a  U.S.  company  is  allowed  to  enter  into  an  agreement  with 
a  foreign  pjtfty  involving  the  manufacture  or  distribution  of  munitions 
items. 

Under  aeca,  all  muiutions  manufacturers  or  exporters  are  required  to 
register  with  State,  aeca  also  requires  that  licenses  not  be  issued  to  foreign 
persons  (other  than  a  foreign  government).  Customs  serves  as  State's 
enforcement  arm  for  aeca.  In  contrast,  eaa  has  no  registration  or  U.S. 
person  requirements.  Also,  eaa  specifies  how  enforcement  authority  is  to 
be  shared  between  Commerce  and  Custon«,  and  Commerce,  unlike  State, 
has  its  own  enforcement  staff. 


'In  addtuon.  the  Nuclear  Regulatory  Comnussion  liceiises  expons  of  nuclear  reactors.  Dual-use 
nuclear  exports  are  licensed  by  Commerce  in  consultation  with  a  number  of  other  agencies 
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After  a  1987  hearing^  and  our  subsequent  report,'  State  established  an 
automated  license  application  screening  system  at  the  Office  of  Defense 
Trade  Controls,  and  Congress  amended  aeca  to  authorize  State  to  deny 
hcenses  to  persons  who  have  been  convicted  of  violating  specific  statutes 
enumerated  in  the  aeca.  Since  1991,  State  has  maintained  an  automated 
watchlist  of  suspicious  organizations  and  individuals  to  use  when 
processing  export  license  applications.  Commerce  has  been  using  an 
automated  watchlist  since  1984  to  screen  its  appbcations. 

Watchlist  names  serve  to  prompt  closer  agency  review  of  export  license 
applications.  The  contents  of  the  watchlists  are  different,  and  one  of  the 
reasons  is  that  the  agencies  have  different  legal  requirements  for  denying 
export  applications.  Under  aeca.  State  is  required  to  identify  and  may  deny 
export  licenses  to  (1)  persons  who  have  been  indicted  or  convicted  of 
export  violations,  foreign  corrupt  practices,  internal  security  violations, 
and  espionage,  and  (2)  persons  who  are  ineligible  to  contract  with  or 
receive  import  or  export  Ucenses  fi-om  any  U.S.  agencies.  Under  eaa. 
Commerce  may  deny  export  licenses  to  persons  convicted  of  ejqjort 
violations  for  up  to  10  years  fi-om  the  date  of  conviction.  Both  State  and 
Commerce  also  place  on  their  watchlists  parties  under  U.S.  economic 
sanctions  identified  by  the  Treasuiy  Department,  parties  identified  by 
intelligence  sources  as  suspected  or  known  diverters  or  proliferatots,  and 
those  identified  fi-om  negative  pre-licensing  or  post-shipment  checks. 


Results  in  Brief  ^^^  ^^^^  ^^  Commerce  use  automated  computer  systems  to  screen 

export  applications  for  ineligible  or  questionable  parties,  but  they  did  not 
include  on  their  watchlists  many  pertinent  individuals  and  companies.  The 
missing  names  included  those  on  a  Department  of  Justice  list  of  parties 
convicted  of  or  listed  as  fugitives  for  export  violations,  parties  on  whom 
pre-licensing  checks  have  revealed  derogatory  information,  and  parties 
identified  by  intelligence  reports  as  known  or  suspected  diverters  or 
proliferators.  Consequently,  State  and  Commerce  issued  licenses  to  some 
of  these  parties  without  considering  the  available  derogatoiy  information 
against  those  parties.  Had  the  information  been  considered,  the  licensing 
decisions  may  or  may  not  have  been  different  Additionally,  because  of 
procedural  and  system  design  deficiencies,  the  two  agencies'  screening 
systems  did  not  identify  all  the  Ucenses  involving  watchlist  parties. 


^Senate  Governmental  Affairs  Committee  heanng  on  Febniaiy  20,  19S7.  on  federal  Ucensing  problems 
for  amu  exports 

^Arms  Expons  Licensing  Reviews  lor  Exporting  Mililaiy  llems  Can  Be  Improved  (GAO/NSlAD-87-2 1 1 
Sept  9,  1987^  '  '  ~ 
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Furthermore,  Commerce  has  not  made  the  most  effective  use  of 
intelligertce  information  in  its  licensing  decisions. 

While  State  and  Commerce  exchange  some  information  regarding  export 
policies  and  questionable  license  appUcations  via  interagency  coordiriating 
committees,  cooperation  between  State  and  Commerce  in  the  sharing  of 
their  watchlists  has  been  limited.  The  agencies  do  not  routinely  share  the 
names  on  their  respective  watchlists  despite  the  potential  benefits  and  the 
agencies'  similar  export  control  missions.  Consequently,  each  agency 
issued  licenses  to  parties  that  are  on  the  other  agency's  list  without  the 
benefit  of  the  iirformation.  While  cooperation  between  State  and  Customs 
has  been  excellent,  cooperation  between  Commerce  and  Customs  has 
been  poor. 

State  is  not  morutoring  manufacturing  and  distribution  agreements  by 
routinely  collecting  or  reviewing  annual  sales  reports  that  are  required  as 
part  of  these  agreements.  State  attributed  this  lack  of  morutoring  to  limited 
staff  resources.  In  addition,  State's  agreements  files  are  in  disarray;  many 
of  the  files  are  missing  copies  of  the  completed,  signed  agreements. 
Without  the  signed  agreements  or  the  annual  sales  reports,  State  cannot 
check  for  indications  of  unauthorized  sales  or  trai\sfers. 

To  fulfill  the  statutory  requirement  that  no  muiutions  license  be  issued  to  a 
foreign  person,  State  relies  strictly  on  the  applicant's  certification  that  the 
person  signing  the  application  is  a  U.S.  person.  State  does  not  require 
documentary  evidence  and  performs  only  limited  telephonic  spot  checks 
of  the  certifications.  Additionally,  State  approved  some  licenses  even 
though  the  appUcations  did  not  have  the  required  certifications. 


Agencies'  Watchlists  Are 
Not  Complete  and  Current 


State  and  Commerce  did  not  place  on  their  watchlists  many  parties  that, 
according  to  their  own  procedures,  should  have  been  included.  This 
failure  to  capture  all  of  the  available  derogatory  information  on  suspicious 
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parties  is  due  to  inadequate  procedures  used  to  maintain  the  watchlist 
databases. 

We  obtained  documents  from  law  enforcement,  intelligence,  and  other 
agencies  used  by  State  and  Commerce  to  update  their  watchlists  and 
checked  to  see  if  the  names  had  in  fact  been  entered  onto  the  agencies' 
watchlists.  We  checked  2,126  names  that  should  have  been  included  on  the 
State  watchlist  and  708  names  that  should  have  been  included  on  the 
Commerce  watchlist  Each  agency  failed  to  include  about  27  percent  of 
the  names  on  their  watchlists.  More  details  on  the  results  of  this  analysis 
are  shown  in  appendix  1. 

State  and  Commerce  have  inadequate  procedures  to  add  names  to  their 
watchlists  and  ensure  that  data  is  complete  and  current  At  the  time  of  our 
review.  State  did  not  have  formalized  procedures  for  ensuring  all  pertinent 
names  were  entered  on  the  watchlist,  including  those  derived  from 
inteUigence  information.  State  also  had  not  designated  personnel 
re^jonsible  for  entering  names  from  various  source  documents  on  a 
continuing  basis.  As  a  result,  re^)onsibihty  for  adding  and  reviewing 
names  was  not  well-defined  and  was  diffused  among  the  staff.  One  State 
official  attributed  the  inadequate  procedures  to  a  lack  of  staff  resources. 
He  told  us  that  much  of  the  data  enoy  was  done  by  part-time  personnel 
who  also  have  other  administrative  duties  and  that  State's  watchlist  was 
built  with  a  "catch  as  catch  can'  ^proach.  In  fact.  State  requested  but  did 
not  receive  dedicated  data  entry  personnel  in  its  financial  plans  for  fiscal 
years  1993  and  1994.  However,  State  informed  us  that,  as  a  result  of  our 
review,  it  has  assigned  to  a  specific  compliance  division  employee  the 
responsibility  for  monitoring  the  watchlist  and  ensuring  receq>t  of  other 
agencies'  information  that  is  produced  at  regular  intervals.  We  did  not 
veiiftr  or  evaluate  the  effectiveness  of  this  actioa 

Commerce  also  does  not  have  formalized  procedures  for  controlling  what 
information  should  be  entered  on  its  watchlist  and  by  whom.  Information 
can  be  added  to  the  watchlist  by  staff  bt>m  the  Office  of  Enforcement 
Si9>port  or  by  Office  of  Ebqport  EWorcement  headquarters  personnel  and 
agents  in  the  field.  However,  while  many  pe<^le  in  Commerce  can  add 
names  to  the  list,  no  one  is  directly  responsible  for  ensuring  that  relevant 
information  is  in  fact  entered  For  example,  no  one  is  req;>onsible  for 
obtaining  and  reviewing  information  from  State's  Blue  Lantern  in^>ection 
program.*  Responsibility  for  entering  names  fit>m  the  Department  of 
Justice's  periodic  report  of  significant  export  control  violation  cases  was 

'Him  LuMfn  a  On  pragnm  name  (or  Suie's  prc-Ucensing  or  post-sMpmcni  checks 
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only  recently  assigned.  While  Conunerce  s^iff  routinely  review  intelligence 
reports  distributed  to  its  Office  of  Intelligence  liaison,  these  reviews  are 
not  documented,  and  there  is  no  written  guidance  on  what  information 
and  names  should  be  pulled  from  these  reports  for  inclusion  on 
Commerce's  watchlist 

Because  State  and  Commerce  did  not  capture  all  the  relevant  names  on 
their  watchlists,  they  issued  many  licenses  to  parties  without  considering 
derogatory  information  regarding  them.  Had  the  information  been 
available,  these  licenses  may  or  may  not  have  been  approved. 

Our  search  of  State's  and  Commerce's  licensing  databases  covering  the 
period  fiscal  year  1990  to  August  1993  showed  that  the  agencies  had  issued 
224  licenses  to  15  parties  whose  names  should  have  been  but  were  not  on 
the  agencies'  watchlists.  Of  the  224  licenses.  Commerce  issued  4  licenses 
to  2  parties  while  State  issued  220  licenses  to  13  parties.  For  example: 

A  State  Blue  Lantern  inspection  revealed  in  January  1992  that  an  Israeli 
company  was  selling  F-16  parts  without  U.S.  authorization,  but  the  name 
of  this  company  was  never  placed  on  State's  watchlist  In  May  1993,  State 
issued  a  license  for  exports  involving  this  company. 
A  company  in  Indonesia  was  listed  in  a  December  1991  Commerce 
document  as  a  subject  of  an  unfavorable  pre4icensing  or  post-shipment 
check.  State  used  this  document  as  one  of  the  sources  for  its  watchlist 
However,  State  did  not  put  this  company  on  its  watchlist  until  November 
1992,  1 1  months  after  the  information  first  became  available.  In  the 
meantime.  State  issued  a  license  in  September  1992  for  exports  involving 
this  company  without  knowledge  of  the  unfavorable  information  regarding 
the  company. 

Appendix  Q  contains  more  details  on  the  224  cases. 


Agencies'  Screening 
Systems  Do  Not  Always 
Capture  Applications  With 
Watchlist  Names 


Between  fiscal  year  1990  and  August  1993,  Commerce  and  State  approved 
847  licenses  involving  parties  who  were  on  their  watchlists  without  first 
considering  derogatory  information  contained  in  their  own  watchlists  (see 
sqjp.  m).  Had  the  information  been  considered,  the  licensing  decisions 
may  or  may  not  have  been  different 


Commerce  uses  a  sophisticated  computer  name-matching  program  to 
assign  identification  numbers  to  all  exporters  and  consignees  in  its 
database.  The  identification  numbers  of  those  exporters  and  consignees 
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that  are  on  Commerce's  watchlist  are  flagged  by  the  computer.  When  a 
license  application  is  processed,  the  computer  systematically  compares 
the  identification  numbers  on  the  application  to  the  identification  numbeis 
of  the  parties  on  its  watchlist  When  a  match  is  made  the  system 
automatically  sends  the  application  to  the  enforcement  staff  for  review.* 
Also,  the  name  is  flagged  on  the  licensing  oCBcer's  computer  screen  to 
prevent  the  license  fi-om  being  issued  until  the  flag  has  been  removed  by 
the  enforcement  staff. 

Commerce,  however,  has  not  ensured  that  each  party  is  given  only  one 
identification  number  and  has  in  some  cases  assigned  multiple 
identification  numbers  to  the  same  party.  Some  of  these  identification 
numbers  have  watchlist  flags  on  them,  while  others  do  not  Consequently, 
license  applications  involving  parties  on  the  watchlist  may  not  always  be 
caught  because  the  parties  may  be  assigned  identification  numbeis  that  do 
not  carry  watchlist  flags.  Commerce  noted  in  its  comments  that,  in  the  fall 
of  1992,  it  had  initiated  an  effort  to  eliminate  multiple  identification 
numbers.  However,  our  analysis  of  the  Commerce  daU  shows  this  effort 
has  not  solved  the  problem. 

State's  system  for  identifying  watchlist  parties  on  Ucense  applications  uses 
a  limited  computer  name-matching  program  that  has  difficulty  finding 
matches  when  there  is  shght  variation  on  how  names  are  entered  into  the 
system  or  when  there  is  a  minor  data  entry  error.  Further,  unlike 
Commerce,  State  has  a  largely  manual  screening  system.  When  a  name  on 
a  license  application  matches  a  watchlist  party,  unless  it  is  the  name  of  the 
^plicant.  State's  computer  system  does  not  automatically  flag  the 
application  for  the  licensing  officer  or  send  the  case  to  the  Compliance 
Division.  For  example,  if  the  application  is  to  export  to  a  questionable  end 
user,  the  case  would  not  automatically  be  flagged.  Instead,  Compliance 
Division  personnel  must  manually  review  a  computer  matching  report  to 
identify  matches  and  refer  the  cases  to  compliance  specialists  for  further 
investigation.  Moreover,  unlike  Commerce's  system.  State's  system  does 
not  prevent  a  license  fi-om  being  issued  until  compliance  staff  have 
completed  their  review.  State's  system  also  does  not  automatically  track 
whether  a  compliance  officer  examined  the  case,  length  of  the  review,  or 
what  actions  resulted  from  the  review.  Consequently,  there  is  no 
documentation  to  determine  which  cases  were  caught  by  the  screening 
system  or  processed  without  review  by  compliance  staff. 


•WoreemeM  sun  are  iwponsibte  lor  reviewing  ih»  Jliplattons  a^ 

iBdwIed  on  U*  screened  pmy  i«J  lh«  iiHking  »,ipropri««  recoiiuneiKlMkMis  U>  U»  1^^ 
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Between  fiscal  year  1990  and  August  1993,  Conunerce  processed  851 
license  applications  involving  179  different  parties  on  its  watchlist  without 
sending  these  applications  to  its  enforcement  staff  for  review.  While  75  of 
these  ^plications  were  eventually  denied  or  returned  without  action 
through  the  licensing  review  process,  776  were  approved.  Commerce  had 
placed  these  parties  on  its  watchlist  based  on  nuclear  weapons 
proliferation  concerns,  missile  technology  control  concerns,  unfavorable 
pre-license  checks,  or  derogatory  enforcement  inteUigence  information. 
For  example,  the  following  licenses  were  not  caught  by  Commerce's 
screening  system  and  not  reviewed  by  enforcement  staff: 

Conmierce  issued  two  licenses  involving  a  company  placed  on  its 
watchlist  in  1986  for  nuclear  proliferation  reasons. 

Commerce  issued  15  Ucenses  involving  a  company  placed  on  its  watchlist 
in  1991  for  past  e^qxirt  control  sanctions. 

In  a  sample  of  86  State  licenses,^  State  processed  83  license  appUcations 
involving  28  companies  on  its  watchlist  without  these  applications  being 
reviewed  by  compliance  staff.^  Officials  at  State  said  that  their  compliance 
specialists  reviewed  3  of  the  86  licenses.  They  also  stated  that  they  might 
have  reviewed  some  of  the  remaining  83  licenses,  but  there  was  no  record, 
computerized  or  manual,  to  support  this  statement,  and  they 
acknowledged  it  was  unlikely  because  these  licenses  were  approved  in 
2  days  or  less.  While  12  of  these  licenses  were  eventually  denied  or 
returned  without  action  through  the  licensing  review  process,  71  were 
approved.  These  parties  were  placed  on  State's  watchlist  for  missile 
technology  control  concerns,  chemical  and  biological  weapon  concerns, 
and  compliance  concerns.  For  example,  State  issued  3  licenses  involving  a 
company  placed  on  its  watchlist  in  1991  for  missile  technology  control 
concerns. 

During  the  course  of  our  work,  we  also  found  that  in  1992  State  issued 
four  licenses  involving  a  company  recently  convicted  of  illegally  selling 
aircraft  parts  to  Iran  even  though  in  1991  State  had  debarred  the  company 
from  fiiture  export  licenses  and  had  included  the  company  on  its 
watchlist 


'Du«  to  limiuuons  in  Sute's  computer  syvtem,  we  examined  only  a  judgmenuJ  sunple  of  Sute 
licenses  SpecificaJly.  we  examined  applicalions  invotvin^  witchlist  panies  thai  were  processed  in 
2  days  or  less  between  fiscaJ  year  1990  and  Aupisl  1993 

'State  coffl|iliance  staff,  like  Commerce  enforcement  staff,  ale  responsaile  for  reviewing  derosalofy 
watchlist  infotmation  and  maJanf  recommendations  to  licensing  of&cen. 
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Commerce  Has  Not  Made 
the  Most  Effective  Use  of 
Intelligence  Information  to 
Screen  Licenses 


Unlike  State,  Commerce  does  not  deny  an  export  application  solely  on  the 
basis  of  derogatory  inteUigence  information  in  its  watchlist  Commerce 
^proved  49  licenses  after  its  pre-license  checks  failed  to  corroborate  the 
negative  inteUigence  infonnation  involving  the  parties  on  the  applications. 
Commerce  officials  said  they  cannot  deny  a  license  based  on  intelligence 
information  unless  it  is  corroborated  by  a  negative  pre-license  check  or 
other  information.  However,  recent  gao  and  Inspector  General  reports 
have  noted  limitations  and  recommended  improvements  in  Commerce's 
pre-licensing  check  program.' 

Under  aeca,  State  has  broad  authority  to  deny  an  appUcation  on  national 
security  or  foreign  policy  grounds  without  having  to  provide  a  detailed 
explanation.  Commerce,  however,  is  required  under  eaa  to  provide  the 
a4>plicant  a  more  detailed  explanation,  consistent  with  national  security 
and  foreign  poUcy,  as  to  wiiy  an  appUcation  is  denied.  Because  of  this 
requirement,  the  intelligence  agencies  do  not  want  Commerce  to  deny 
Ucenses  solely  on  the  basis  of  intelligence  information  for  fear  that  such 
denials  may  compromise  their  sources  or  collection  methodologies. 

Under  the  current  procedure,  Commerce  enforcement  agents  use 
intelligence  information  as  a  lead  to  develop  collateral  infonnation  that 
can  be  used  to  deny  a  license.  When  the  name  of  a  party  on  a  Ucense 
application  is  identified  through  the  screening  process  as  a  potential 
diverter  or  ptoliferator  based  on  information  from  intelligence  sources. 
Commerce  may  request  a  pre-licensing  check  on  the  party.  If  the  check 
produces  derogatory  information.  Commerce  can  use  that  as  the  basis  for 
denying  the  license.  Otherwise,  the  intelligence  information  alone  does  not 
get  used  to  deny  the  license.  Commerce  does  not  routinely  refer  such 
cases  to  the  intelligence  sources  to  ( 1)  assess  the  merits  of  the  inteUigence 
information  and  (2)  determine  whether  the  information  could  be  sanitized 
to  permit  its  use  in  denying  a  Ucense  appUcation.  Commerce  and 
inteUigence  officials  estimated  that  over  the  last  5  years,  Commerce  had 
consulted  with  inteUigence  sources  on  only  about  three  such  cases. 

For  fiscal  years  1990  to  1993,  we  found  49  Ucenses  that  had  names  on  the 
Commerce  watchlist  based  on  inteUigence  information  and  that 
Commerce  approved  after  a  pre-Ucense  check  faUed  to  corroborate  the 
negative  information  in  the  intelligence  report  While  Commerce's  current 
procedure  is  designed  to  accommodate  the  concerns  of  the  inteUigence 


'NudKLT  Non-Prpliferalion.  Expon  LiCTmingProCTdures  for  Dual-Uae  Itgins  Need  to  Be  StrengJwned 
(GAO/NSlAD-94-l  19  Apr  26.  I9M)  and  The  F'e<ieral  Govemmems  Export  Licensing  Proceasg  tor 
MiMiitioiB  and  Dual-tlse  Coniroodiliea  (Joint  Sme/Conuneree'DOtVEneigy  InspeclOf  General  Repon. 
SepL  1993). 
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agencies,  it  also  limits  the  effective  use  of  available  intelligence 
information  for  licensing  purposes.  For  example,  during  the  same  period, 
we  found  only  two  applications  involving  parties  flagged  based  on 
intelligence  information  that  Commerce  denied  or  returned  because  a 
pre-license  check  produced  uirfavorable  results. 


State  and  Commerce  Do 
Not  Share  Their  Watchlists 


While  State  and  Commerce  exchange  some  information  regarding  export 
policies  and  questionable  license  applications  via  interagency  coordinating 
committees,  they  do  not  routinely  share  information  from  their  watchlists 
with  each  other.  Some  entries  on  each  agency's  watchlist  are  of  unique 
interest  only  to  that  agency.  However,  thousands  of  names  on  the 
watchlists  are  of  interest  to  both  Commerce  and  State  but,  because  the 
watchlists  are  not  shared,  are  not  being  used  to  screen  export 
applications.  In  fact,  each  agency  has  processed  licenses  involving 
relevant  parties  on  the  watchlist  of  the  other  agency. 

Elach  agency's  watchlist  includes  many  entries  dealing  with  compliance 
problems,  intelligence  reports,  reports  provided  by  the  Justice  Department 
and  Customs  agents,  pre-license  or  post-shipment  checks,  and  other  issues 
directly  relevant  to  the  missions  of  both  agencies.  Conunerce's  watchlist 
has  about  33,000  entries  while  State's  watchlist  has  about  30,000  entries. 
Many  of  the  entries  on  both  lists  are  duplicates  of  the  same  name  (for 
example.  Commerce  may  list  a  name  separately  for  each  different 
company  address).  While  both  agencies  are  generally  concerned  or 
interested  in  many  of  the  same  types  of  parties  (that  is,  front  companies, 
suspected  diverters,  and  parties  indicted  or  convicted  of  export 
violations),  some  watchlist  entries  are  of  interest  only  to  one  agency.'  (See 
app.  IV  for  the  composition  of  each  agency's  watchlist  and  ii\formation  of 
interest  to  the  other  agency.) 

We  compared  State's  and  Commerce's  watchlists  to  determine  how  many 
entries  of  interest  to  both  agencies  are  not  being  used  by  both  agencies  to 


'For  exampl«,  names  listed  on  State's  watchlist  because  they  are  on  GeneraJ  Services  Administrazjon's 
(GSA)  list  of  paities  excluded  from  federal  contracts  (over  60  percent  of  Slate's  watchlist)  woiild  not 
be  relevant  to  Conunerce's  licensing  decisions. 
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screen  applications.  About  5,000  entries  on  the  State  watchlist  of  interest 
to  Commerce  were  not  on  Commerce's  watchlisL  Similarly,  about  32,000 
entiies  on  the  Commerce  list  of  interest  to  State  were  not  on  State's 
watchlist  These  entries  represent  derogatory  information  that  State  and 
Commerce  are  not  using  in  their  licensing  reviews.  The  actual  numbers  of 
unique  names  of  interest  to  each  agency,  however,  are  smaller  than  our 
estimates  due  to  duplicate  entries  and  other  limitations  cited  in  app.  V. 
Nevertheless,  our  approach  provides  a  valid  indication  of  the  problems  we 
cite  in  this  area. 

State  officials  noted  that  they  recognize  the  utility  of  sharing  each  other's 
watchlist  with  Commerce,  and  the  agencies  have  held  discussions  to  this 
end.  Commerce  officials  stated  that  the  two  agencies  discussed  sharing 
information  3  years  ago,  but  nothing  came  of  these  discussions. 

Each  agency  has  processed  licenses  involving  parties  on  the  watchlist  of 
the  other  agency.  We  estimate  State  processed  about  6,700  licenses 
involving  about  300  relevant  parties  on  Commerces  watchlist  that  were 
not  on  State's  watchlist  State  approved  about  6,100  of  these  hcenses.'" 
Similarly,  Commerce  processed  17  licenses  involving  3  parties  on  State's 
watchlist  that  were  not  on  Commerce's  watchlist  and  ^proved  9  of  these 
licenses." 

These  State  and  Commerce  licensing  decisions  were  made  without 
considering  the  derogatory  information  in  the  other  agency's  possession 
because  the  agencies  do  not  routinely  share  their  watchlists.'-  The 
derogatory  information  not  used  in  these  Ucensing  decisions  included 
parties  listed  for  enforcement  intelligence,  unfavorable  post-shipment 
checks,  and  nuclear  proliferation  and  missile  technology  concerns.  Had 
the  derogatory  information  been  considered,  the  agencies  might  have 
requested  pre-licensing  checks,  denied  the  licenses,  or  approved  them 
with  conditions. 


'•These  estimates  aie  subject  to  linutations  cited  in  app  V, 

"We  veiified  the  names  of  the  3  parties  and  the  disposiuon  of  the  17  Commerce  licenses 

'^Commerce  does  provide  State  a  copy  of  its  Economic  Defense  List  However,  this  Ust  includes  only 
some  of  the  entries  from  Commerce's  watchlist  and  is  published  just  once  a  year 
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Cooperation  Between 
State  and  Customs 
Contrasts  Sharply  With 
That  Between  Commerce 
and  Customs 


On  the  basis  of  interviews  with  State  and  Customs  ofSdals  and  our 
observations,  cooperation  between  the  two  agencies  is  excellent  Customs 
screens  State's  registration  applications  for  law  enforcement  concerns, 
and  State  uses  the  results  for  input  into  its  watchlist  Customs  has  also 
given  State  access  to  its  enforcement  database.  State,  in  return,  has  given 
Customs  access  to  its  licensing  database  for  use  by  Customs  ofiBcers  at  the 
ports  throughout  the  United  States.  In  addition.  Customs  has  liaison 
personnel  on  detail  at  State  to  facilitate  and  coordinate  case  investigatiotis 
and  other  Customs  enforcement  actioi\s. 


In  contrast,  cooperation  between  Commerce  and  Customs  has  been  poor. 
As  we  recently  reported,"  over  the  past  several  years,  the  agencies  have 
engaged  in  ongoing  disputes  over  their  overlapping  jurisdiction  in 
enforcing  dual-use  export  controls.  They  have  sigruficantly  disagreed  in, 
among  other  things,  the  area  of  sharing  of  licensing  data.  From  the  early 
1980s,  Customs  had  attempted  to  gain  full  siccess  to  Conunerce  Ucei^sing 
data  to  aid  its  infections  and  investigations.  Conunerce,  however,  was 
reluctant  to  extend  full  access  to  Customs  because  of  cost,  time,  and 
security  concerns.  Despite  1985  legislation  that  mandates  the  sharing  of 
information  and  subsequent  negotiatioi\s  between  the  agencies  in 
January  1992,  Commerce  did  not  agree  until  September  1993  to  give 
Customs  licensing  data.  However,  Commerce  noted  in  its  comments  that 
the  poor  cooperation  ended  with  the  September  1993  memorandum  of 
understanding  and  agreements  between  Commerce  and  Customs.  While 
this  represents  a  significant  step  towards  a  cooperative  relatior\ship,  we 
have  not  verified  that  real  progress  has  been  achieved. 


State  Is  Not  Routinely 
Collecting  or 
Reviewing  Annual 
Sales  Reports 


State  requires  the  U.S.  company  or  its  licensee  to  submit  armual  sales 
reports  when  entering  into  a  manufacturing  or  distribution  agreement 
involving  defense  articles.'*  The  reports  are  to  include  information  on 
sales  or  other  transfers  of  the  licensed  articles,  by  quantity,  type,  dollar 
value,  and  purchaser  or  recipient.  However,  State  officials  noted  that  due 
to  limited  staff,  they  have  not  routinely  collected  or  reviewed  these 
reports. 

We  selected  a  sample  of  18  approved  agreements  to  see  whether  the 
annual  sales  reports  had  been  submitted,  as  required,  and  whether  State 


"Export  Controls  Actions  Needed  to  Improve  Enforcement  (GAO/NSIAl>-94-28,  Dec  30,  1993) 

'*Unlike  routine  export  licenses,  distiibuuon  and  manu&ctunng  agreenients  cover  the  export  of  large 
volumes  of  defense  anides  tor  distnbution  from  a  foreign  country  or  the  manufacture  of  defense 
azticles  in  a  foreign  countiy. 
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had  reviewed  them.  In  6  of  the  18  cases,  State  did  not  have  copies  of  the 
final  agreements  or  documentation  indicating  that  the  agreements  were 
ever  concluded.  Companies  are  required  to  inform  State  within  60  days  if  a 
decision  is  made  not  to  conclude  an  agreement  In  14  of  the  18  cases 
where  we  detetmined  that  annual  reports  should  have  been  filed,  annual 
reports  were  not  on  ae  in  13  cases  State  subsequently  received  annual 
reports  for  six  of  the  cases  by  contacting  the  companies  at  our  request 

Additionally,  State  officials  acknowledged  that  the  agreement  files  were  in 
such  disarray  that  they  could  not  distinguish  between  those  companies 
that  failed  to  submit  the  reports  and  those  that  did  submit  the  reports  but 
whose  reports  may  have  been  misplaced.  They  attributed  the  poor 
management  of  the  files  to  a  lack  of  staff  and  a  move  of  their  document 
storage  facility  a  few  years  ago.  We  noted  that,  notwithstanding  limited 
resources,  State  had  not  assigned  oversight  responsibility  for  the 
agreemente  among  the  staff.  State  is  now  attempting  to  bring  the  files 
up-to-date  by  contacting  companies  to  determine  what  records  are  missing 
from  the  files.  Without  the  signed  agreements  or  the  annual  sales  reports, 
State  cannot  check  for  indications  of  unauthorized  sales  or  transfers.  '^ 

State  informed  us  that,  in  an  effort  to  achieve  the  same  compliance  goals 
with  fewer  resources,  it  is  considering  a  system  whereby  companies  would 
certify  that  they  were  maintauung  these  records  and  would  be  subject  to 
sanctions  if  they  fail  to  do  so.  We  bebeve  this  would  further  reduce  State's 
ability  to  effectively  monitor  the  arrangements. 


State  Does  Not 
Require  Documentary 
Evidence  to  Prove 
U.S.  Person  Status 


State  officials  told  us  that  they  do  not  require  any  documentary  evidence 
of  U.S.  person  status  to  be  submitted  with  export  license  applications  for 
munitions  items.  Instead,  they  rely  on  the  applicants'  certifications  that  the 
persons  signing  the  appUcations  are  U.S.  persons.  Moreover,  State  told  us 
it  performs  verification  only  when  staff  notice  unfamiliar  signatures  on  the 
applications,  and  then  verification  is  usually  done  by  telephone.  Under 
these  procedures,  State  does  not  have  reasonable  assurances  that  the 
persons  signing  ^plications  are  U.S.  persons. 

Under  aeca,  a  license  to  export  a  munitions  item  may  not  be  issued  to  a 
foreign  person  (other  than  a  foreign  government).  State's  implementing 
regulation  requires  that  an  official  empowered  by  the  appUcant  certify  that 


In  tXKember  1993,  State  reported  that,  despite  m^r  improvements  m  its  management  of  defense 
trade,  matenal  weaknesses  SOU  exist  in  overseas  posts'  implementauon  of  the  process  used  for 
end-use  checks  used  to  verify  compliance  with  AECA.  Slate  acknowledged  that  as  a  result  it  did  not 
have  reasonable  assurances  that  defense  exports  were  not  being  diverted  to  unauthoiued  uses 
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the  person  signing  the  application  (1)  is  a  citizen  or  national  of  the  United 
States;  (2)  has  been  lawfully  admitted  to  the  United  States  for  permanent 
residence  under  the  Immigration  and  Nationality  Act,  as  amended;  or  (3)  is 
an  ofBcial  of  a  foreign  government  entity  in  the  United  States.  State 
officials  explained  that  the  significance  of  this  requirement  is  that  if  an 
export  violation  associated  with  the  license  is  detected,  the  government 
could  more  easily  prosecute  a  U.S.  person  than  a  foreign  person. 

Seven  of  40  approved  cases  we  sampled  did  not  contain  the  proper 
certification.  In  six  of  the  seven  cases,  a  company  official  signing  the 
transmittal  letter  certified  that  he/she  was  a  U.S.  person,  but  there  wjts  no 
certification  that  the  person  (a  different  official)  signing  the  application 
wjis  a  U.S.  person.  In  the  remaining  case,  there  was  no  certification  of  any 
kind.  In  another  approved  case,  which  was  not  part  of  our  sample,  the 
person  signing  the  appUcation  was,  according  to  his  registration  with 
State,  a  non-U.S.  citizen,  and  there  was  no  other  evidence  that  he  was  a 
U.S.  person.  State  informed  us  that  recendy  introduced  application  forms 
should  correct  the  improper  certification  problem.  Nevertheless,  the  new 
forms  do  not  address  the  need  for  documented  verifications. 


Recommendations  ^^  recommend  that  the  Secretary  of  State  direct  the  Office  of  Defense 

Trade  Controls  to  take  the  following  actions: 

•  Formally  assign  watchlist  data-entry  responsibilities  among  staff  and 
establish  procedures  and  guidance  to  ensure  data  entries  are  complete  and 
up-to-date. 

•  Share  the  relevant  portion  of  State's  watchlist  with  Commerce  on  a  regular 
basis  and  incorporate  the  relevant  portion  of  Commerce's  watchlist  into 
State's  watchlist. 

•  Redesign  State's  screening  system  to  ( 1)  create  an  automated  license 
tracking  system  that  will  document  compliance  division  review  for 
licenses  involving  watchlist  parties,  (2)  automatically  inform  the  licensing 
division  if  any  party  on  a  license  is  on  the  watchlist,  and  (3)  prevent  a 
license  fi-om  being  issued  until  compliance  staff  have  completed  their 
review. 

•  Assign  oversight  and  monitoring  responsibilities  for  the  manufacturing 
and  distribution  agreements  among  the  staff  and  ensure  that  the  files  on 
these  agreements  are  updated. 

•  Ether  require  documentary  proof  instead  of  a  certification  of  U.S.  person 
status  the  first  time  an  appUcant  applies  for  a  license,  or  randomly  verify 
with  documentation  the  a{>plicants'  certifications  of  U.S.  person  status. 
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We  recommend  that  the  Secretary  of  Commerce  direct  the  Bureau  of 
Export  Administration  to  take  the  following  actions: 

•  Formally  assign  watchlist  data-entry  responsibilities  among  the  staff  and 
establish  procedures  and  guidance  to  ensure  data  entries  are  complete  and 
up-to-date. 

•  Share  the  relevant  portion  of  Commerce's  watchhst  with  State  on  a  regular 
basis  and  incorporate  the  relevant  portion  of  State's  watchlist  into 
Commerce's  watchlist 

•  Establish  and  implement  adequate  procedures  to  ensure  that  multiple 
identification  numbers  are  not  assigned  to  the  same  party  and  eliminate 
existing  multiple  identification  numbers  fi'om  the  system. 

•  When  pre-licensing  checks  are  conducted  because  of  information  fi-om 
intelligence  sources  but  result  in  no  derogatory  ii^ormadon,  routinely 
consult  with  the  inteUigence  sources  to  (1)  assess  the  merits  of  the 
intelligence  information  and  (2)  determine  whether  the  information  could 
be  sanitized  to  permit  its  use  in  denying  a  hcense  jqiplication. 


Agency  Comments 
and  Our  Evaluation 


We  obtained  written  comments  fi'om  the  Departments  of  Commerce  and 
State  and  the  U.S.  Customs  Service  on  a  draft  of  this  report  (see  app.  VI, 
Vn,  and  Vni).  Commerce  indicated  that  our  recommendations  merit 
serious  consideration  but  indicated  that  the  intelligence  conununity 
should  not  make  final  licensing  decisions.  We  clarified  the 
recommendation  to  better  reflect  the  desired  actions. 


State  generally  agreed  with  the  analyses  and  recommendations  in  the 
report  State  expressed  concern,  however,  that  the  draft  report  gave  the 
impression  that,  when  licenses  were  issued  to  parties  on  another  agency's 
watchlist  or  to  parties  missing  fi'om  a  watchlist,  those  Ucenses  should  not 
have  oeen  issued.  We  revised  the  report  where  appropriate  to  further 
emphasize  that  decisions  on  those  licenses  may  or  may  not  have  been 
different  if  the  watchlist  information  had  been  available. 

Customs  commented  that  the  sharing  of  watchlists  between  State  and 
Commerce  should  enhance  export  enforcement 


Our  work  was  performed  fi-om  October  1992  to  June  1994  in  accordance 
with  generally  accepted  govenunent  auditing  standards.  The  scope  and 
methodology  for  our  review  is  discussed  in  appendix  V. 


Pa«eU 


GAO/NSLAD-94-I7e  EzpoK  ControU 


80 


B4SMTS 


Unless  you  publicly  disclose  the  contents  of  this  report  earlier,  we  plan  no 
further  distribution  of  this  report  until  5  days  from  its  issue  date.  At  that 
time  we  will  send  copies  of  this  report  to  other  congressional  conunittees, 
the  Secretaries  of  State  and  Commerce,  and  the  Commissioner  of 
Customs.  We  will  also  make  c<^ies  available  to  other  interested  parties 
upon  request. 

Please  contact  me  at  202-512-4587  if  you  or  your  staff  should  have  any 
questions  concerning  this  report  Kkuor  contributors  to  this  report  are 
James  F.  Wiggins,  Davi  M.  D'Agostino,  John  P.  Ting,  David  C.  Trimble,  and 
Jai  Eun  Lee. 

Sincerely  yours. 


David  E.  Cooper 

Director,  Acquisition  Policy,  Technology, 
and  Competitiveness  Issues 
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Source  of  Information 
Figure  IV.2:  State  Watchlist  Entries  of  Interest  to  Commerce  by  22 

Source  of  Information 
Figure  V.  I;  State  and  Commerce  licenses  by  Year  23 


Abbreviatioiis 

AECA  Arms  EbqKtrt  Control  Act 

EAA  Export  Administxabon  Act 

GSA  General  Services  Administration 
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Appendix  I 


GAO-Identified  Missing  Names  From  State 
and  Commerce  Watchlists 


Source  of  derogatory  Inf  ormetian 

Names  checked 

against  State 

wotchlist  (dated 

4/2(V93) 

Number  and 

percentage  of 

names  not  found  on 

State  watchlist 

Names  checked 

against  Commerce 

watchlist  dated 

1/27/93 

Number  and 

percentage  of 

names  not  found  on 

Commerce  watchlist 

Department  of  Justice* 

92 

47 

51% 

92 

69 
75% 

Treasury's  Itst  o(  designated  nationals' 

184 

3 
2% 

184 

33 

18% 

Intelligence  information' 

45 

26 
58% 

45 

26 
58% 

Department  of  Commerce" 

1.120 

404 
36% 

e 

e 

Commerce  ■negative"  pfe-license 
checks' 

39 

36 

92% 

39 

11 

28% 

State  "negative"  Blue  Lantern  checks' 

57 

29 

51% 

57 

41 
72% 

GSA  list  of  excluded  parties" 

298 

19 
6% 

« 

• 

Denial  orders' 

291 

2 
1% 

291 

17 
6% 

Total 

2.126 

566 
27% 

708 

197 
28% 

•Mames  taken  from  ihe  Oepartm«nt  of  Justice  s  bsi  of  agnificanl  export  control  cases  lor  fiscal 
years  1990.  1991  and  1992  through  August  1992  The  names  include  only  those  partes 
convicted  of  viofalions  or  listed  as  fugitives 

"Names  v«re  based  on  a  GAO  ludgmenlal  sample  from  the  March  1992  Treasury  report  on 

specially  designated  r^tionals 

'Names  of  known  or  suspected  diveners  or  proliterators  were  provided  to  GAO  by  Slate  s  Office 
of  Intelligence  and  Research  based  on  iis  review  of  intelligence  reports  given  to  the  Office  of 
Defense  Trade  Controls  between  January  and  March  1993  Names  were  checked  against  a  later 
edition  of  Commerces  watchlist  dated  November  1993 

•t>lames  are  from  Commerce  s  December  1991  Economic  Defense  Ust.  which  includes  parties 
known  or  suspected  of  involvement  in  prohibited  activity  such  as  tenofism 

•Not  applicable.  Names  from  the  Economic  Defense  List  were  not  checked  because  this  list  is 
taken  from  Commerce  s  watchlist  tvlames  from  GSAs  list  ol  excluded  parties  were  not  checked 
because  this  information  is  not  relevant  to  Commerces  licensing  decisions 

'Names  were  developed  by  GAO  based  on  a  file  review  of  fiscal  year  1992  Commerce  pre-license 
checks  identified  by  Commerce  as  providing  derogatory  inlormation 

'Names  were  developed  by  GAO  based  on  a  file  review  ol  fiscal  year  1991  and  1992  State  Blue 
Lantern  checks  ifiai  State  identified  as  producing  derogatory  information 

"Names  based  on  a  GAO  iudgn>ental  sample  taken  from  the  Septemtier  1992  edition  of  GSAs 
tjsts  of  Parties  Excluded  from  Federal  Procurement  or  Nonprocixement  Programs 

'Names  taken  from  the  Octotier  1992  edition  of  Comrtierce's  report  entitled  Denial  CUders 
Currently  Affecting  Export  F*rivileges 
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Licenses  Issued  Involving  Parties  Whose 
Names  Should  Have  Been  but  Were  Not  on 
Watchlists  (Fiscal  Year  1990  -  August  1993) 


Company 

Country 

Source  of  derogatory 
information 

bilormation 
first  available 

Number  of 

licenses 

issued 

Date 

Conim6rc8  licenses 

A 

Singapore 

Intelligence 

3/93 

3 

4/93  to  6/93 

B 

Hong  Kong 

Intelligence 

1/93 

1 

2J93 

SuMotal 

4 

State  licenses 

C 

Pakistan 

Intelligence 

3/93 

1 

7/93 

D 

U.K. 

EDL 

1/92 

1 

7/92 

E 

Trinidad 

EDL 

1/92 

1 

8/93 

F 

Hong  Kong 

Blue  Lantern 

10/92 

6 

10/92  to  4/93 

G 

India 

PLC 

5/92 

2 

4/93 
7/93 

H 

India 

PLC 

11/92 

1 

4/93 

1 

Israel 

Intelligence 

3/93 

7 

4/93  to  7/93 

J 

Israel 

Intelligence 

3/93 

137 

4/93  to  8/93 

K 

Israel 

Blue  Lantern 

2/92 

1 

5/93 

L 

Israel 

Blue  Lantern 
Intelligence 

9/92 
3/93 

20 

10/92  to  7/93 

M 

Singapore 

Intelligence 

3«3 

39 

4/93  to  8/93 

N 

Denmartt 

Intelligence 

3/93 

3 

5«3  to  7/93 

0 

Indonesia 

EDL 

1/92 

1 

9/92 

SuMolai 

220 

Total 

224 

Legend 

Inteligence  —  Names  were  provided  lo  GAO  by  Stale  s  Odice  ol  Intelligence  and  Research 
based  on  Us  review  ot  intelligence  reports  given  to  Ihe  Office  ol  Defense  Trade  Ccnbols  faefween 
January  and  March  1993 

EOL  —  Conunerce  Oepanment's  Economic  Defense  UsI  issued  on  12/31/91 

Blue  (.antern  —  Stale  Department  s  program  name  for  pre-licensmg  or  post-shipment  checlts 

PLC  —  Commerce  Depanment  pre-licensing  checks 

Uae  Due  to  the  proprietary  nanjre  of  information,  comparty  names  are  not  disclosed 
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Licenses  Involving  Watchlist  Parties 
Approved  Without  Being  Screened  by 
Compliance  and  Enforcement  Personnel 
TFiscal  Year  1990  -  August  1993) 


^^_^ C3 

= ^ 

Agency 

Derogatory  watchlist 
information 

Licenses 
processed 

Licenses 
approved 

Commerce 

Routine  investigative 
observation 

666 

622 

Enforcement  intelligence 

59 

47 

Pre-license  check  performed 

56 

48 

Nuclear  proliferation  concern 

24 

18 

Commerce  Economic 
Defense  List 

17 

16 

Past  export  control  sanction 

16 

15 

Apartheid  supporting  party 

7 

6 

Missile  technology  control 
concern 

3 

2 

East-West  equity  firm                                  1                     1 

US  Customs  information 

1 

1 

Unfavorable  pre-license 
check 

1 

0 

Subtotal 

651 

776 

Slate^ 

Ivlissile  technology  control 
concern 

59 

50 

State  compliance  information 

18 

16 

Office  of  the  Courts 

4 

4 

Unfavorable  Blue  Lantern 
check 

1 

1 

Chemical/biologicai  v»eapon 
concern 

1 

0 

Subtotal 

B3 

71 

Total 

934 

847 

•Due  10  limnaliors  in  State  s  computer  system,  we  examined  only  a  judgmentaJ  sample  ol  State 
licenses  Specifically,  we  examined  licenses  involving  watchlist  parties  thai  were  processed  in  2 
days  or  less  between  fiscal  year  1990  and  August  1993 
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State  and  Commerce  Watchlist  Entries  of 
Mutual  Interest  (as  of  Aug.  1993) 


Rgure  IV.1:  Commerce  Watchlist 
Entries  of  Interest  to  State  by  Source 
of  Information 


S.84% 

Nudear,  Chemical,  or  Misstle 

Concern  (1.956) 

3.88% 

Denied  Party/Past  Export  Violation 
(1.301) 

10.47% 

Other  Intormalioil  (3.S07) 

0.04% 

Debarred  by  SUIe*  (IS) 

4.84% 

Names  Already  on  Slate 
Watchllsf  (1.622) 


Routine  Investigative  Inlormation 

(14.468) 


Intelligeftce  Information  (6.724) 

5.17% 

Designated  Nationals  (1 .734) 

0.48% 

Unfavorable  License  Check  (161) 


Note  These  estimates  are  sutifecl  to  limitations  cited  in  appendix  V 


•Parties  listed  as  debarred  by  Slate  are  not  relevant  to  State  Since  State  is  the  source  ol  this 
information.  Slate  would  nol  benefit  from  receiving  these  watchlist  enines  from  Commerce 

"The  number  ol  entnes  also  on  the  Stale  watchlist  is  larger  due  to  the  same  names  being  entered 
mJtiple  times 
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Suu  and  Commerce  WudOin  Entries  of 

Motnal  Interest  (u  of  Ang.  IMS) 


Rgure  IV^  SMe  WatcftHst  Entries  of 
Interest  to  Commeroe  by  Source  of 
Infornistion 


3.0% 

Justice  Department  (910) 

1.8% 

Customs  Investigation  (528) 

2.7% 

State  Compliance  Division  (81 1 ) 


8.9% 

Office  of  the  Courts  (2.694) 


Expired  DTC  Registrations* 
(4.150) 

5.4% 

Names  Already  on  Commerce 
Watchlisl*  (1.622) 

2.1% 

Commerce  Department*  (632) 

General  Services  Administration* 
(18.803) 


Enmes  Reievani  to  Commefce 
Enmes  Relevant  Only  to  State 


Note  These  estimates  are  subject  lo  limitations  cited  m  appendix  V 

■Waichlist  entries  based  on  Commerce  information  are  not  relevant  lo  Commerce  since  they 
provided  the  information  Expired  Registration  and  General  Services  Administration  Information  is 
not  relevant  lo Commerces  mission 

fThe  number  of  entries  also  on  the  Commerce  watchlisl  is  actually  larger  due  lo  the  same  names 
tieing  entered  mulltple  linnes 
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Scope  and  Methodology 


To  perform  the  name  matching  and  Ucense  searches  of  State  and 
Commerce  watchUst  and  Ucense  files,  we  obtained  these  records  on 
computer  ta9>es  fix»m  State  and  Commerce.  The  licensing  records  covered 
the  period  from  fiscal  year  1990  through  August  1993. 


Figura  V.I :  State  and  Commerce 
Licanses  by  Year 


sate 
ConYTiercs 


We  chose  to  work  with  the  most  recent  four  fiscal  years  because  (1)  this 
period  provided  a  sufficiently  large  volume  of  licenses  for  analysis,  (2)  this 
period  was  the  most  relevant  to  current  operations  at  State  and 
Commerce,  and  (3)  State  did  not  have  an  automated  watchlist  screening 
system  prior  to  1991. 

To  determine  the  reliability  of  the  data,  we  assessed  the  relevant  and 
general  application  controls  for  Commerce  and  State's  systems  and  found 
them  to  be  generally  adequate.  We  also  conducted  sufficient  tests  of  the 
data.  Commerce  reptorted  that  since  fiscal  year  1988,  data  entry  reliability 
has  approached  100  percent  with  the  addition  of  electronic  license 
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application  filing  and  optical  character  reader  technology.  We  did  not 
systematicaUy  sample  licensing  records  to  test  data  accuracy  but  did  verify 
specific  cases  throughout  the  course  of  our  review.  We  concluded  on  the 
basis  of  these  tests  and  assessments  that  the  data  was  sufficiently  reliable 
to  be  used  in  meeting  the  assignment's  objectives. 

To  determine  whether  the  agencies  effectively  use  automated  systems  to 
screen  license  appUcations,  we  interviewed  State  and  Commerce  officials 
to  obtain  an  understanding  of  how  their  automated  watchlists  are 
compiled  and  used.  We  then  obtained  some  of  the  documents  used  by 
State  and  Commerce  to  compile  their  watchlists  and  conducted  checks  to 
see  if  the  names  from  those  sources  had  in  fact  been  entered  onto  the 
watchlists.  For  those  names  that  the  agencies  failed  to  capture  on  their 
watchlists,  we  checked  the  agencies'  licensing  records  to  see  if  any 
licenses  had  been  issued  involving  such  parties  after  they  had  been  listed 
in  the  source  documents.  To  see  how  well  the  agencies'  screening 
processes  work,  we  searched  each  agency's  licensing  records  for  parties 
listed  on  the  watchlist  to  see  if  any  licenses  were  issued  without  being 
caught  by  the  screening  procedures  and  reviewed  by  compliance  or 
enforcement  personnel  We  also  discussed  with  State,  Conunerce,  and 
intelligence  officials  whether  and  how  intelligence  information  is  used  to 
screen  license  applications. 

To  ascertain  how  well  State  and  Commerce  cooperate  with  each  other  and 
with  the  U.S.  Customs  Service,  we  examined  how  well  the  agencies  share 
enforcement  information  with  one  another  and  held  discussions  with 
State,  Commerce,  and  Customs  officials  to  see  what  type  of  information 
they  were  or  were  not  sharing. 

To  assess  the  extent  of  information  not  shared  between  State  and 
Conunerce,  we  compared  the  State  and  Commerce  watchlists  to  identify 
names  unique  to  each  agency's  watchlist  but  of  interest  to  the  other 
agency.  To  assess  the  benefits  of  increased  ii\formalion  sharing,  we 
searched  the  agencies'  licensing  records  to  see  if  licenses  were  issued  by 
one  agency  when  the  other  agency  possessed  derogatory  information 
about  a  party  to  the  license.  Specifically,  we  identified  entries  of  interest 
(e.g.,  nuclear  proliferation  controls)  to  the  other  agency  using  the  reason 
codes  describing  why  the  entries  were  placed  on  the  watchlist  Because 
the  Commerce  and  State  watchlists  include  over  60,000  entries,  many  of 
which  are  duplicate  entries  or  repeat  a  name  with  a  slightly  different 
spelling,  we  used  a  10<haracter  name-matching  program  to  determine  the 
number  of  entries  unique  and  common  to  both  watchlists.  We  manually 
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reviewed  all  the  potential  matches  identified  through  this  program  to 
remove  any  non-matches. 

This  approach  has  inherent  limitations.  First,  Commerce  and  State 
watchlists  have  multqile  entries  for  the  same  party  which  makes 
estimating  the  true  number  of  unique  and  common  entries  difficult 
Second,  the  use  of  a  lfr<:haracter  computer  matching  program  is  affected 
by  variations  and  errors  in  how  names  are  entered  in  the  agencies' 
watchlists.  These  limitations  are  likely  to  result  in  estimates  which 
overstate  ( 1)  the  number  of  entries  on  one  agency's  watchlist  which  are  of 
interest  to  the  other,  (2)  the  number  of  entries  on  one  list  but  missing  from 
the  other,  and  (3)  the  number  of  licenses  issued  by  State  to  parties  on 
Commerce's  watchlist  which  were  missing  from  State's  list  The 
limitations  are  further  likely  to  result  in  an  underetated  estimate  of  the 
conunon  names  on  the  two  agencies'  watchlists.  Nevertheless,  our 
methodology  provides  a  valid  indication  of  the  problems  we  cite  in  the 
report  The  precise  number  of  entries  that  are  relevant  to  each  agency 
cannot  be  determined  until  the  agencies  actually  share  their  watchlists. 

We  visited  Customs  headquarters  to  see  how  Customs  screens 
registrations  for  State.  We  also  visited  a  Customs  field  office  to 
corroborate  that  State  is  giving  Customs  officials  at  the  ports  access  to  its 
licensing  data.  We  interviewed  Customs,  State,  and  Commerce  officials 
concerning  relations  among  the  agencies.  However,  we  relied  primarily  on 
our  December  1993  report  to  document  Customs'  difficulties  in  gaining 
access  to  Commerce's  licensing  data.' 

To  determine  whether  State  was  collecting  and  reviewing  annual  sales 
reports  required  of  the  manufacturing  or  distribution  agreements,  we 
interviewed  State  officials  to  gain  an  understanding  of  repotting 
requirements  and  filing  and  review  procedures.  We  selected  a  sample  of  18 
approved  agreement  cases  to  see  if  the  reports  were  being  submitted  as 
required  and  what  reviews  State  had  made  of  them.  Because  many  of  the 
files  we  selected  were  missing  documents.  State  officials  contacted  the 
companies  to  try  to  obtain  the  missing  documents,  but  their  effort  was 
only  partially  successful. 

To  determine  how  State  ensures  that  mtinitions  licenses  are  issued  only  to 
U.S.  persons,  we  met  with  State  officials  to  gain  an  imderstanding  of  the 
purpose  of  the  requirement  and  how  State  ensures  the  requirement  is 
satisfied  by  the  applicants.  We  then  selected  a  sample  of  40  ^proved 

'E«pon  Comrob:  AcUow  Nctdwl  lo  llt<)n»w  EnlbreaiiCTI  (GAO.WSIAD-94.28.  Dec  30.  I993y 
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licenses  to  see  if  the  appUcants  had  made  the  certifications  required  by 
State. 

The  samples  of  agreement  files  we  selected  for  review  and  the  sample  of 
approved  licenses  we  selected  for  determining  whether  they  were  issued 
to  U.S.  persons  were  not  statistical  samples  and  are  therefore  not 
projectable. 
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Comments  From  the  Department  of 
Commerce 


Note:  GAO  comments 
supplementing  those  in  the 
report  text  appear  at  the 
end  oi  this  appendix. 


^i^ 

\$./ 


THE  SECRCTAIIV  Of 

JM  -ztm 


Mr.   David  B.    Coopur 
Director,  Acqaisltion  Policy, 

T*chnolo9y  t  Coapatitivmasa  lasuca 
U.S.   Ganaral  Accountinq  orfica 
Waahinqtoo,   D.C.     20S«« 

Daar  Rr.   Coopor: 

I  aa  ploaaad  to  ancloaa  our  ceaaanta  on  your  draft 

raport,   'Zzport  Controla:     Licenainq  Screaning  and  OcapXianea 

Naad  straiigtlianio9'    (eJU>/IISIAD-94-17<) . 

SiBcaraly, 


-^T^^M.Tj^p.-^ 


Bonald  B.   ■rowi 
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U.S.  DEPAxnom  or  cohxesck 
uawuaiTS  oa  siho  mtur  revost  DnrrruD 

■eXPOllT  COiriKOLS:     LicanM  Scr*uiiD9  and 

Cc^llanc*  Proeadura*  Raad  Straagtbaning' 

6M/NSIAD  •4-17( 
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Comnwau  Froai  the  Oeputment  of 

Commerce 


Now  on  p  2. 


See  comment  1 . 


Now  on  pp.  3  and  8. 


Seep.  8 

See  comment  2. 

Now  on  p.  3. 
See  comment  3. 


NoCHithatuidlng  our  cencanw  about  •  iniBbar  of  points  In  th* 
draft  study,  vhlcb  ara  dotallad  balov,  wa  ballava  that  its 
ram— andatiens  aarlt  aarious  cooaidaration. 

coMimrfs  OM  oulTT  grODY: 

On  pa9a  3,  undar  »««iiiti»  tn  mrlgf .  thsra  ara  savaral  Itams 
■Istakanly  attributad  to  Coaaarea.   In  tha  aaoond  aantanoa,  tha 
■ords  '..indictad  or..*  staonld  bs  raplacad  with  "listad  aa 
fuqitivas*  to  sake  thla  information  conaistant  vith  tootnota  A  of 
Appandix  I.   Aiao,  in  thia  aasa  aantanca  tha  words  '...-or  post- 
. .  ■  ahould  also  ba  dalatad  as  tootnota  F  of  Appandix  I  Indieatas 
no  post-shipaant  checks  were  included.   Finally,  in  thia  saaa 
aantanca,  tha  phrasa  '...and  parties  idantifiad  by  intalliganca 
reporta  as  known  or  suspected  weapons  prolitarators*  should  also 
be  dalatad  as  BXA  is  not  privy  to  these  raporta. 

On  page  4  and  also  top  of  page  12,  the  report  atates  that 
coaaarea  cannot  deny  an  export  application  aolaly  on  the  baeis  of 
derogatory  intelligence  infforaation.   This  waa  told  to  GAO  during 
discussions  with  Office  of  Enforceaent  Support  (0E5)  personnel. 
Based  on  OES's  access  to  original  source  intelligence  through  its 
HeaoranduB  of  Understsnding  with  several  different  agencies,  it 
cannot  use  this  original  intelligence  information  as  tha  baais 
for  denial  of  an  export  license  application.   In  caaas  where 
derogatory  information  is  baaed  on  auch  intalliganoa,  OES 
atteapts  to  corroborate  it  and  develop  an  unclassified 
information  source  througti  other  available  aaana,  such  as 
completing  a  pre-licanse  check  (PLC)  or  researching  othar  open 
sources  of  information.   However,  in  certain  circuastancas,  the 
Office  of  Export  Licensing  (DEL)  aay  uaa  aanitized  versions  of 
intelligence  information  as  tha  basis  for  denial.   In  all  cases 
where  intelligence  information  is  used  as  the  basis  to  deny  an 
export  license  application,  Comzterce  thoroughly  coordinates  with 
the  originator  of  the  information  in  order  to  preclude  the 
coaproaise  of  sensitive  intelligence  sources  and  aathods. 

In  tha  first  paragraph  at  the  top  of  page  4,  the  following 
aantance  ahould  be  deleted  or  revised.   ■Furthermore,  Coaaerce 
issued  licenses  even  when  parties  of  concern  idantifiad  by 
intelligence  sources  were  flagged  by  ita  screening  systaa.*  Ihis 
sentence  is  aislesding  bacauae  it  iaplias  all  applications 
involving  screened  parties  should  ba  denied,   ma  scraan  includes 
inforaation  from  a  variety  of  aourcea,  and  thia  infoxaation 
varies  in  its  specificity  and  detail.  There  is  not  a  direct 
eaussl  relationship  between  screened  partiae  and  license 
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Seep.  11. 

Now  on  p.  4. 

Seep.  5. 

See  comment  4 


Now  on  p  4 
See  comment  1 . 


See  comment  5 


rajactiona.  In  4II  caaaa  «tMn  thara  la  a  aeraan  aatcli  partalnlng 
to  Intalllganoa  Informatien,  thia  infaraatlon  la  eooaldarad 
•9aliiat  otbar  facta  Includad  ea  tlM  axpert  application  aiMI  ttoa 
currant  llcanalng  pollelaa  In  plaea  for  tba  Inrolvad  eo^ndltiaa 
and  country  daatlnatlen.  Aftar  BZA  eonaldara  all  Intoraation 
■urrounding  that  particular  axport  transaction  ( Intalllganea 
Intonation,  pra-lleanaa  or  pest-ahlpaant  eback  Inforaation, 
invsatlgatlTa  intonation,  otbar  badcgreund  Intoraation, 
Intaragancy  eoBBanta,  lieanslng  policy  lasuas,  ate.),  tban  tlM 
■ppropriata  lleanalog  daclaion  is  aada. 

In  tba  last  aantanca  ot  tba  sacond  paraQraph  ot  paqa  tour,  tba 
raport  atatas  that  '..eooparatlon  batman  m— ivn  and  Custoas 
haa  baan  poor.*  Ha  ballava  tbat  tba  Haaorandia  ot  ondaratanding 
and  Aqraaaant  slqnad  In  Saptanbar,  1991  provldaa  tba  baais  tor 
sttactlva  eooparatlon  and  sbarlnq  ot  intoraation  batvaan  tba  two 
agancias,  and.  In  tact,  baa  acbiavad  that  rasult. 

Tba  tirat  aantanca  ot  tb<  last  paragraph  on  paga  alx  statas  that 
Coaaarca  doas  not  hava  toraalizad  procaduras  tor  controlling  what 
intonation  should  ba  antarod  on  ita  watcbliat  and  by  vboa.   In 
tact,  «a  do  bavs  toraalitod  proeaduraa  tor  all  ot  tba  itaaa  on 
this  list  including  tba  Dapartaant  of  Justica  (DOJ)  Hat.   Thia 
IXM  list  was  totaally  assignad  in  Oetobar,  1993.   In  addition,  wa 
wrota  to  Justica  on  Oetobar  3S,  1993  and  atraasad  tha  iaportanca 
of  raealvlng  cootlnoal  updatas  to  tbla  list  and  iaaadiata 
notifieation  of  any  convlctiona  as  tbsy  occur.  Justica  rapllad 
on  Moveabar  2,  1993,  and  agraad  to  tba  procaduras  sat  forth  in 
our  latter  regarding  notifications.   It  is  alao  iaportant  to  nets 
tbat  there  are  formal  procaduras  that  hava  aTlatail  alnca  tba 
beginning  ot  Coaaarca'a  autoaatad  scrsanlng  systaa  tbat  include 
standards  tor  scraaniag  parties.  Ibesa  procednrea  can  ba  found 
today  in  Section  12  ot  the  Special  at*"*'*  ii«i«..i   dated  October 
3,  1989.  Alao,  BXA'a  Offlea  ot  Intoraation  Itaaourca  Hanageaant 
(Oim)   produced  and  dlatributad  apecltie  guidance  tor  all  Eiq^ort 
Entercaaant  paraonnel  regarding  how  to  add,  delete,  or  change  an 
entry  on  the  autoaatad  acreen  in  Section  7  ot  Its  March,  1992, 
publication,  llslnq  the  PITOaCT  svatem. 

In  tba  second  sentence  of  the  last  paragraph  ot  page  alx,  the 
report  inaccurately  atatas  who  aay  update  BXA'a  watcbliat.   It 
should  read  that  staff  troa  tha  Ottica  of  Entorcaaaat  Support, 
and  Office  of  Export  Bntorceaent  field  agents  and  headqnartara 
personnel  aay  update  BXA'a  watchlist. 

In  several  places  In  tha  raport,  there  are  retarancea  to  licenses 
issued  to  parties  tbat  should  have  been  on  the  wat^llst  or  naaas 
of  parties  aisalng  troa  our  watcbliat.  GAO  spaeitlcally  refused 
to  supply  us  with  the  entire  list  of  197  parties  allegedly 
aisalng  troa  our  watcbliat  and  agreed  to  supply  us  ooly  with  a 
saaple  ot  10  instead.  Ha  hereby  toraally  request  all  ot  this 
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See  comment  5. 


See  comment  6. 

Now  on  p  S. 
See  comment  7. 

Now  on  p.  6. 
Seepp.  6and  14. 


data  so  tbat  we  aigbt  ravlcw  it  in  detail,  and  prorid*  additional 
Information  ro«arding  our  action*  in  thoaa  ea«««.  Tb*  apeciflc 
roteraneaa  in  th«  raport  are: 

o  Tho  la»t  aantanca  of  the  third  paraqrapti  on  paqc  acvan  states 
that  Co^MTOe  ieauad  four  licensee  to  parties  «bo  ahould  have 
bean  on  its  watebiist. 

o  kt  the  first  inset  point  aade  et  the  Iwttoa  of  psqe  10,  the 
report  states  that  Cu— am  issued  two  licenses  involving  a  party 
on  its  watehlist  in  l»i6  for  nuclear  proliferation  reasons. 

o  At  the  top  of  paqe  11,  the  report  states  that  Co^wrce  issued 
IS  licenses  involvinq  a  coopany  on  its  watcbliat  in  l»»l. 

o  At  the  top  of  peqc  1(,  there  is  a  stataaent  regarding 
riiMsai  le  approving  nine  lieensas  involving  three  parties  on 
Stata'e  watehlist. 

o  riaally,  we  would  like  to  request  that  GAO  provida  us  with 
the  ooivlete  listing  of  all  197  naaea  allegedly  aissing  fro* 
riissai  I  «"s  watehlist.  wc  appreciate  SAO  providing  us  with  a 
saapliag  of  ten  of  these  na>es  and  would  like  to  pass  along  our 
analysis  of  these.  Of  the  ten  naaas  providsd,  seven  of  thesa 
parties  are  currently  screened  on  our  watehlist.  Only  on*  of 
these  seven  parties  was  added  to  oar  watehlist  based  on  CkO's 
input  to  COBBsree  provided  during  this  study,  of  the  throe 
parties  that  were  not  on  our  watehlist,  on*  ha*  been  added.  We 
would  like  to  discuss  the  d*t«lls  of  the  oth*r  two  parties  with 
GAO  to  anabl*  us  to  coaiplata  th*  screening  actions  necessary.  As 
our  findings  indicate  that  at  least  6  of  the  entriee  in  the 
aaaple  of  10  w«r«  actually  prtjt>erly  eeraened  on  our  watdilist,  we 
would  appreciate  the  opportunity  to  discuss  our  findings  with  eAO 
in  sore  detail  to  datersine  the  eetual  nuaber  of  entries  tbat 
Bight  be  Blaaing  frea  our  watehlist. 

On  page  eight,  in  tb*  first  sentence  under  the  ssetion  •Agencies' 
Screening  Cysteas  Do  Mot  Always  Capture  Applications  Kith 
Matehlist  Naaas,"  this  sentenee  should  be  reworded  as  it  is 
aisleading.   If  the  partiea  war*  on  Coaaere*'*  watehlist  as 
(tatad,  than  all  inforaation  kU  considered  before  asking  any 
final  licensing  action. 

in  the  first  sentenee  of  the  first  full  paragra^  of  page  nine, 
the  report  states  that  *ca— area  has  not  ensured  that  each  party 
is  given  only  one  identification  nuaber  and  baa  in  aoa*  easss 
assignsd  aultiple  identification  nuabers  to  th*  ••**  party.*  As 
th*  report  netss,  "BXA  has  a  sopt>isticat«l  oaputar  naae-aatehing 
pregraa  to  assign  idantificatioo  nuabers  to  all  parties  in  its 
database. ■  tb*  raport  do*s  not  addrass  th*  sntir*  process  and 
th*  specific  attaapts  aade  by  BXA  to  liait  aultiple 
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Seepp  6  and  14 


See  pp  6  and  14. 


Seepp.  6  and  14. 

Now  on  p.  6. 
See  comment  1 


-  4  - 

idcntifleatien  (10)  nuabcn.  M  tb*  baglniOng  of  BXA<«  autoaatad 
•craaalng  ayataa  in  tha  aid-lsiO'a,  partlaa  war*  addad  If  tbara 
wara  anx  aaall  diftaraacaa  in  tba  naaa  or  addraaa.   It  waa 
baliavad  at  tjtia  tiaa  that  tliia  aatbod  would  anaura  no  acraanad 
naaaa  woold  alip  through  tha  application  raviav  proeaaa. 

During  th*  tall  of  1S*2  diaeuaaiena  bagan  batoaan  tha  Diraetor  of 
om  and  tha  Diraetor  of  tha  Offica  of  Cnforoaaant  Support  (0E3) 
involving  aliminating  duplicate  coapaoiaa  in  BXA'a  datahaaa. 
Rany  atapa  wara  taken  to  Beat  thia  goal,   rirat,  OCS  took  over 
tha  coding  function  (roa  OISM  in  Daraahar,  1**3.   Thia  coding 
function  involves  reviewing  the  coapany  aatchas  aaaignad  by  tha 
coavutar  ayataa  to  ensure  accuracy,  and  reviewing  and  adding 
coapanias  to  thoae  fewer  entries  the  coaputar  did  not  Batch.   OSS 
took  over  thia  function  bacauaa  tranaactlon  partiaa  are 
pradCBinataly  used  by  Kxport  Cnforcaaant  paraonnal  and  thua  OES 
is  in  a  better  poaition  to  make  daciaiona  on  Bitcbaa  or  addltiona 
of  coqpaniea.  Guidance  waa  developed  for  thoae  Individuals  in 
OES  that  handle  thia  function  and  apaciflc  inatructiona  wara 
included  pertaining  to  liaiting  tha  creation  of  aultipla 
coapaniaa  in  tha  systaa. 

Hast,  Oim  propoaed  ccaplating  a  aaasiv*  archiving  effort  of  10 
nuBbara  to  retire  tha  older  and  larger  nuBbar  of  duplicate  or 
Bultipla  ID  nuBbara  that  wara  created  during  the  Bid-19aos.  Thia 
archiving  effort  was  cooplated  by  Olim  around  reb.  5,  19*3.   It 
eliainatad  duplications  and  radondanciaa,  which  enabled  us  to 
reduce  the  list  by  ever  50%.  After  this  archiving  effort  waa 
coaplete,  OES  initiated  a  review  of  caaipaniea  in  two  U.S.  atataa 
end  two  foreign  countries  to  determine  the  percentage  of 
duplicates  reaaining  in  the  ayataa.  Thia  review  waa  coBplatad  by 
OES  on  March  21,  19*3.  The  total  nuBbar  of  aatriee  raviawad  waa 
7,799.  Tba  Buaber  of  aultiple  entriaa  of  thraa  or  Bore  10 
nuBbera  waa  167,  or  2%  of  tha  total.  Tka  nuBbar  of  anltlpl* 
antriea  of  only  two  ID  nuBbars  waa  SIC,  or  about  7t. 

In  addition  to  thia  reduction  in  the  nuBbara  of  Bultipla  entriaa, 
further  reductions  are  already  in  tha  pipeline.  Me  have 
draatically  reduced  the  nuaber  of  duplicates  being  addad  on 
inceaing  applications  since  Decaaber,  1992.  Bowaver,  this  aarked 
change  is  reflected  only  gradually  bacauaa  tha  acraaning  ayataa 
holda  S  yaara  of  data  in  ita  active  databaae.  Still,  by 
continuing  our  yearly  archiving  proeaaa  we  will  elialnata  tha 
vast  bulk  of  duplicataa  that  reaain  in  tha  ayataa  during  the  next 
few  years.   Finally,  we  reaain  vigilant  on  our  currant  ravlawa  of 
new  applicationa  and  ca^any  aaaignaanta. 


On  footnote  nuaber  S  on  the  bottsa  of  page  9,  thia  aantanca  la 
inaccurate  and  aialaading  and  ahould  ba  ra-wrlttan  aa  follows. 
"Enforcaasnt  ataff  are  raaponaibla  for  reviewing  applicationa  and 
considering  the  inforaation  included  on  tha  scraaned  party  and 
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Now  on  p.  8. 
See  comment  8. 

Now  on  p.  8- 
See  comment  1 . 


See  comment  9 


See  p.  14. 


Now  on  p.  9. 


See  comment  10. 


than  aaklng  appropriate  recoB>andatiena  to  tha  lleansing 
officer.* 

In  the  aeeend  aantance  of  U>«  aecend  paragraph  of  page  1.2 ,  the 
report  atatas  Uiat  Co^Mree  auat  provide  an  applicant  vith  a 
detailed  explanation  aa  to  why  an  application  la  denied.  Tbia  la 
Inaecurata  aa  veil.   Coamerce  notlflea  an  applicant  of  ita  intent 
to  deny  an  application  (Irat  and  than  ultlaataly  of  tha  final 
denial  dacialon  Itaalf.  Onder  Section  10  (f)  of  the  Export 
JkdBlniatration  Act  (EAA) ,  Coaaercc  auat  provide  apaclf  ic  detaila 
only  to  the  extent  conslvtent  vith  O.s.  national  aecurlty  and 
foreign  policy. 

At  the  end  of  the  firat  paragraph  on  page  13,  the  report  Includes 
a  atataaant  that  Coaaarcc  eaaentially  ignores  intelligence 

inforaation  If  no  derogatory  Information  la  uncovered  during  a 
pre-llcenac  check  (PLC)  request.  This  is  not  an  accurate 
aasassaent  of  CoxBeree'a  consideration  of  Intelligence 
inforaation.   It  la  true  that  va  vlll  often  requeat  a  PLC  on 
transactions  vhare  Intelllganco  InforBatlon  is  present  to 
establish  a  collateral  source  of  Information.   Hovever,  even  if 
vc  cannot  corroborate  this  information  in  a  PLC  request,  there 
arc  other  aources  available  to  BXA  to  tap  into  to  aupport  an 
unfavorable  action  on  the  application.   Further,  even  if  these 
aources  do  not  uncover  collateral  information,  OEL  ia  notified  of 
the  original  intelligence  information.   At  this  point,  all 
pertinent  information  surrounding  the  export  license  application, 
including  the  technical  level  of  the  coamodities,  the  proposed 
end-use  and  end-user,  the  destination  country,  the  riak  of 
diversion,  the  current  licensing  policies  in  place,  and  the 
details  and  source  of  the  intelligence  Information  are  considered 
before  a  final  licensing  decision  is  made. 

The  intelligence  coamunity  pleys  exactly  the  role  it  ahonld  in 
theae  matters.   That  is,  it  supplies  the  rev  intelligence 
informetion  to  the  licensing  agencies  end  ellove  the  technicel 
experts  vithin  these  egencles  to  evaluate  this  information 
against  all  other  factors  involved  in  the  license  review  process. 

In  the  first  paragraph  at  the  top  of  page  14,  the  report  states 
that  thousands  of  vatchlist  naaae  are  of  interest  to  both 
CoBBercc  end  State  and  that  theae  naaea  are  not  aharad.  Ha  agree 
that  additional  periodic  meetinga  to  diacuaa  thla  specific  area 
vould  be  beneficial  to  both  agencies  and  ve  coaAit  to  initieting 
these  efforts.   Hovever,  bessd  on  our  experience  vith  state'a 
vatchlist,  ve  have  doubts  that  the  number  of  partlea  that  arc 
applicable  to  Commerce's  vatchlist  la  in  the  thousands.  Commerce 
routinely  coordinatea  vith  State  on  matters  of  mutual  Intereat 
involving  license  screening  and  revieva.   Both  agencies  are  very 
familiar  vith  the  general  coaposition  of  the  othsr's  vatchllat, 
and  inforaation  ic  shared  betveen  the  tvo  agencies  regarding 
parties  of  potential  interest  for  each  other's  vatchlist.   For 
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See  comment  10. 

Now  on  p  10 
See  comment  1 1 . 

Now  on  p,  11. 

Seep.  11. 


See  comment  12 


-  «  - 

ax»apl»,   BXA  forvards  coplas  of  Its  Economic  Dafansa  Llat  (COL) 
to  Stata  yaarly  for  ita  uaa  and  information.  Tha  EDL  la  a  aubaet 
of  Coamarca'B  acraan  ttiat,  amonq  other  antrlaa,  includaa  partlaa 
that  bava  baan  Involvad  In  uhfavorabla  PLCa  or  PSVa,  partlaa  tbat 
have  baan  danlad  axport  prlvilogas  or  partlaa  that  hava  had  paat 
vlolatlona  of  the  Eacport  Adminlatration  Rafulatlona .   Ha  ara 
eurrantly  vorklnq  on  providing  thla  information  in  an  automatad 
madlua  to  aaaiat  Stata  in  ita  uaa  of  thla  data. 

In  tha  aaeond  full  paragraph  of  paga  15,  tha  raport  includaa  a 
atatamant  that  ■...Cammarea  in  vary  raluetant  to  ahara 

information '.   Na  baliava  thla  atatamant  la  Inaccurata  aa  wc 

hava  voluntarily  provided  stata  vith  Coamarce  vatchlivt 
information  aincc  tha  aarly  HSOa.   Baaad  on  tha  poaltlva 
ralationahip  that  Coeiaercc  and  State  hava  maintained  over  tha 
last  aevaral  yaara,  we  believe  that  thia  atatamant  ahould  be 
explained  further  or  deleted  from  tha  report. 

Again,  at  the  top  of  page  17,  there  la  a  atatamant  regarding  tha 
•poor*  cooperation  between  Commerce  and  Cuatoaa.   Aa  atatad 
previously,  we  believe  that  the  Comaarca-Customs  problems  ara 
behind  us  because  of  the  September,  1993  Memorandum  of 
Underatanding  (HOO)  and  the  new  apirit  of  cooperation  between  the 
two  agenclea.   For  the  most  part,  thla  report  concema  a  time 
period  prior  to  the  MOQ. 

He  appreciate  CAO  aharing  the  names  of  the  179  partlaa  they 
believe  had  additional  ID  numbers  that  were  not  properly  Ineludad 
on  Commerca'a  watchlist.   After  analyala  of  the  179  names,  we 
believe  that  129  of  these  names  (73. S%)  may  no  longer  require 
Export  Qiforcement  review,  and  can  be  removed  from  coamarca's 
watchlist  without  compromlaing  enforcement  concams.   A  more 
detailed  review  and  analysis  of  these  129  names  is  currently 
underway.  Our  review  also  Indicated  that  20  of  theae  partlaa 
(lit)  are.  In  fact,  properly  on  the  watchlist.   Finally,  s  of 
theae  parties  (3%)  ara  no  longer  being  monitored  by  EE  personnel 
and  hava  been  removed  from  the  watchliat. 
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See  comment  4. 


See  comment  10. 


Seepp  6  and  14. 


RESPOWSES   TO   RZCOMMEHDATIOKS 

BgrotBiBtDATIOM :   Fomally  usiqn  uatchlist  d«t5-«ntry 
responsibilities  anong  the  staff  and  establisb  procedures  to 
ensure  data  entries  are  coaplete  and  up  to  date. 

BESPOWSE:  He  fully  assigned  all  watchlist  data-entry 
responsibilities  within  the  Office  of  Enforceaent  Support  in 
October,  1993.   In  response  to  this  report,  we  have  baqun  to 
develop  proijraBS  that  will  facilitate  periodic  reviews  of  all 
parties  entered  on  Coenerce's  watchlist  to  ensure  entries  are 
co^>leta  and  up  to  date.   These  reviews  will  begin  by  July  1, 
1994. 

BEeoMKBiPAT I OH :   Share  the  relevant  portion  of  Coanerce's 
watchlist  with  State  on  a  regular  basis  and  incorporate  the 
relevant  portion  of  State's  watchlist  into  Commerce'E  watchlist. 

RESPONSE:  We  Currently  share  relevant  portions  of  Cotaierce's 
watchlist  with  State  by  forwarding  annually  BXA's  Economic 
Defense  List.   Moreover,  we  are  prepared  to  nake  available  all 
portions  of  our  watchlist  that  state  deeas  relevant  to  its  needs. 
Additionally,  we  are  prepared  to  review  State's  watchlist  in 
further  detail  to  detemine  what  portions  Bay  be  relevant  for 
BXA. 

REcuMUiimATiOH :   Review  CoDaerce's  identification  nuaber 
assigning  procedures  to  ensure  that  multiple  niiabers  are  not 
assigned  to  the  saae  party. 

RESPOHSE:   FroB  October  to  Deceaber,  1992,  we  completed  a  aajor 
purging  of  aultiple  entries  and  reduced  the  number  of  these 
entries  by  over  SOt .   Since  Deceaber,  1992,  we  have  operated  a 
system  that  has  largely  arrested  the  problem  of  adding  multiple 
entries.   Its  two-step  procedure  combines  computer  automation  and 
human  quality  control  review.   Each  day,  BXA's  computer  system 
automatically  assigns  approximately  7S%  of  the  ID  numbers  to 
parties  involved  in  export  license  applications  on  the  basis  of 
both  oaae  and  address-matching  criteria.   Individuals  within  OES 
then  review  all  matches  made  by  the  computer  to  ensure  they  were 
done  appropriately,  and  nanually  assign  ID  numbers  to  the 
remaining  25%  of  the  parties  who  cannot  be  matched  automatically. 


pprnMMBmATIOM :   When  pre- licensing  checks  are  conducted  because 
of  inforaation  from  intelligence  sources  but  they  result  in  no 
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Seep  14. 

See  comments  4.  8.  and 
9. 


derogatory  information,  notify  the  intelligence  sources  Uiat  the 
infomation  was  not  corroborated  and  discuss  whether  the 
application  should  be  approved. 

REffWIfSli!   AS  discussed  earlier,  ve  believe  that  the  intelligence 
conaunity'B  role  in  this  process  is  to  provide  the  raw 
intelligence  inforaation  and  that  the  licensing  agencies  should 
evaluate  this  infomation  in  light  of  all  other  inforxation  known 
and  then  ealce  the  final  decision.   Whenever  a  pre-license  check 
contradicts  intelligence  infomation,  Conaerce  will  provide  its 
results  to  the  original  source  agency. 
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The  following  are  gao's  comments  on  the  Department  of  Commerce's 
letter  dated  June  2,  1994. 


p  \f\  PommpntS  ^'  ^*  modified  the  report  as  sqjprophate  according  to  Commerce's 

suggestions. 

2.  Commerce  and  Intelligence  agency  officials  told  us  that  Commerce  has 
taken  the  extra  step  to  consult  with  the  intelligence  agencies  only  about 
three  times  in  the  past  5  years.  Further,  when  asked,  Commerce  officials 
could  not  provide  any  examples  where  they  denied  a  license  based  on 
intelligence  information  fi-om  its  watchlist 

3.  We  revised  this  section  to  more  clearly  emphasize  our  point  that 
Commerce  is  not  most  effectively  using  available  intelligence  information 
in  its  licensing  decisions. 

4.  Although  Commerce  stated  that  it  has  had  formalized  procedures  since 
1989  for  controlling  what  information  should  be  entered  on  its  watchlist 
jind  by  whom,  it  acknowledged  that  its  procedure  for  entering  the 
Department  of  Justice  list  was  established  only  in  October  1993,  after  we 
brought  it  to  Commerce's  attention.  We  further  note  that  the  Office  of 
Errforcement  Support  did  not  have  formalized  procedures  or  written 
guidance  to  ensure  that  all  pertinent  information  was  entered  into  the 
watchlist  Commerce  did  not  address  in  its  comments  why  it  had  not 
established  procedures  for  entering  information  fi-om  State's  Blue  Lantern 
insi>ection  program  or  why  it  lacks  documentation  and  guidance  on  the 
use  of  intelligence  reports  for  its  watchlist.  Moreover,  Conmierce  did  not 
explain  why  so  many  names  were  missing  from  its  watchlist 

5.  We  are  providing  the  entire  list  of  the  missing  parties  to  Commerce  as 
originally  agreed. 

6.  We  note  these  ten  names  were  not  found  on  Commerce's  watchlist 
when  we  checked,  but  were  likely  added  to  the  list  after  our  check.  Our 
point  that  Commerce's  watchlist  was  not  complete  and  current  at  the  time 
of  our  check  remains  valid. 

7.  Our  analysis  showed  that  Commerce  processed  over  800  licenses 
involving  parties  on  its  watchlist  without  considering  the  derogatory 
information.  None  of  these  licenses  were  Qagged  by  Commerce's 
screening  system  or  sent  to  the  enforcement  staff  for  review. 
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8.  When  the  details  for  denying  license  applications  are  based  on  or 
involve  intelligence  information,  it  is  reasonable  to  expect  Commerce  to 
go  back  to  the  intelligence  source  to  assess  the  merits  of  the  intelligence 
information  and  determine  whether  the  information  can  be  sanitized  to 
permit  its  use  for  a  denial  if  warranted. 

9.  Our  recommendation  seeks  to  ensure  the  enforcement  staff  routinely 
coordinate  with  the  intelligence  community  when  a  pre-licensing  check, 
which  has  limitations,  does  not  corroborate  the  intelligence  data  Merely 
passing  the  original  intelligence  to  the  licensing  officer  wiU  not  be  helpful 
because,  under  the  agreements  with  the  intelligence  community,  the 
licensing  officer  cannot  use  it  to  deny  a  bcense  uiUess  the  intelligence 
community  is  first  consulted. 

10.  Commerce's  Economic  Defense  List  is  published  only  once  a  year. 
Further,  coordination  is  now  done  on  a  limited  case43y-case  basis;  we 
believe  the  agencies'  compliance  and  enforcement  functions  would  greatly 
benefit  fi'om  a  routine  sharing  of  the  watchlist  information.  State's 
response  to  our  draft  report  acknowledged  the  utility  of  greater  sharing  of 
watchlist  information. 

Our  draft  report  noted  that  not  all  of  the  watchlist  entries  would  be 
relevant  to  both  agencies.  Our  estimates  of  the  number  of  entries  relevant 
to  each  agency  were  made  on  the  basis  of  a  review  of  the  categories  of 
names  on  each  list  and  each  agency's  enforcement  interests.  Limitations 
on  our  estimates  are  cited  in  app.  V.  Nevertheless,  our  approach  provides  a 
valid  indication  of  the  problems  we  cite.  The  precise  number  of  entries 
that  are  relevant  to  each  agency  caimot  be  determined  until  the  agencies 
actually  share  their  watchlists. 

11.  The  statement  has  been  deleted. 

12.  Whether  or  not  the  179  parties  should  remain  on  Commerce's  watchlist 
is  Commerce's  decision,  but  the  removal  of  those  parties  from  the  list  does 
not  invalidate  our  analysis  that  they  were  not  screened  when  they  were  on 
the  watchlist  and  of  enforcement  concern. 
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Appendix  Vn 


Comments  From  the  Department  of  State 


Note:  GAO  commenls 
supplementing  those  in  ttie 
report  text  appear  at  the 
end  of  this  appendix 


L' sited  Sum  Depuumt  of  State 
rukii^lMi.  D.C     20520 


JUN     6  5-- 


D«ac  nr .   Conahan: 

Me   are   pleased,    on  behalC   o(    the  Chief    Financial  Officer. 
to   provide   the   Department    of   State  comments   on  your   draft 
report,    "EXPORT  COHTROI^ :      License  Screening   and  Compliance 
Procedures   Need   Strengthening.-   C*0/»SIAD-94-17e.    GAO  Job  Code 
463633, 

If  jrou   have    any  questions  concerning   this    response,    rl<'ase 
call  Br.   Phillip  Kosnett.    State  -  PM/OTC,    at  «75-56»i<. 

Sincccclr. 


"carolyn  S.   Lowen^arr 


olyn 

Director 
HanagcncBt  Policy 


enclosure: 
As  stated. 


cc: 

GAO   -  Hi.  Ting 
State  -  Hi,  Kosnett 


rtank  C.  Conahan. 
Assistant  Comptroller  General, 

National  Security  and  International  Affairs, 
\).S.   General  Accounting  Office. 
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AppeadlzVn 

CoBmcnu  From  the  DepartBent  of  State 


See  commennt  1 . 


GaO   DRAFT   REPORT   - 

"EXfOKT  COHTROLS:      License  Screeainq  and  Conpliance 
Procedures  Heed  StrengtlieiLioq,  **     GAO/IISUD-94-17e,   GKO 
Job  Code   463833 


Overview 

Slate's  Office  of  Defense  Trade  Controls  (DTC)  is 
responsible  for  regulating  and  faciliting  responsible 
defense  trade  consistent  with  U.S.  foreign  policy  and 
national  security  goals. 

We  agree  with  much  of  the  draft's  analysis:  we  are 
already  icnpleoienting  most  of  the  draft's 
recoornendat:  ions  ■   Yet  there  are  several  areas  of 
interpretation  and  methodology  which  we  believe  require 
reassessment  on  the  part  of  GAO: 


We  agree  that  State  and  Commerce  could  do  more  to 
exchange  watchlist  information,  and  we  are  working  to  do 
so.   Yet  we  are  also  unclear  on  the  methodology  GAO  us«d 
to  conclude  that  about  30,000  of  the  33,000  entries  on 
the  CofflDterce  list  relevant  to  State  were  not  on  State's 
watchlist.   Me  believe  there  is  already  greater  overlap 
than  the  draft  report  states;  GSA' s  list  of  firms  barred 
from  use  contracts  comprises  about  19,000  of  the  entries 
on  hoth  lists.   Many  of  the  entries  on  Commerce's 
databAve  are  for  companies  with  no  interests  or 
activit-ies  related  to  defense  trade.   He  request 
clarification  of  these  figures. 

Moreover,  State  and  Coomerce  do  exchange  information 
to  identify  and  prevent  questionable  exports  by  means 
other  than  database 
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AppndlzVII 

Coauaenu  Fran  tke  DeptfOKM  of  Sutc 


Now  on  p.  9. 
See  cofnment  2. 


See  p  14 

See  comment  2. 


Now  on  p.  7. 


See  comment  3. 


Now  on  p.  5. 
See  comment  4. 


See  comment  5. 


sharinu,  and  we  believe  the  report  could  be  inoroved  by 
an  *ipian»tion  of  this.   The  iBpliotion  (for  example, 
on  Page  IS,  Para  31  of  refusal  to  share  information 
•^ives  an  incomplete  picture  of  interaoency  cooperation 
on  export  license  compliance. 

BatciOnt^EfSCfiduj:*:! 

We  agree  that  DTC  s  watehlist  needs  to  be  expanded 
and  procedures  modified  to  ensure  that  full  advantage  is 
taken  of  this  resource  and  accurate  records  are  kept. 
M^  have  already  taken  steps  in  that  direction.   That 
said,  we  ►•elieve  the  draft  is  based  on  a  fundaaental 
misunderstanding  (e.g.,  rage  7.  Para  3;  Page  11.  Para  2) 
ihat  aiiy  time  State  issued  a  license  to  a  company  which 
was  on  a  watehlist.  State  erred.   This  misunderstanding 
of  DTC' s  compljance  function  needs  to  be  corrected. 

The  purpose  of  placing  firms  cr  individuals  on  the 
watehlist  IS  not  to  ensure  denial,  but  to  ensure 
appropriate  review.   Entries  are  made  in  the  watchlists 
for  varying  purposes,  reflecting  information  of  varying 
raiiability  and  problems  of  varying  severity  (ranging 
from  ineliaibility  for  U.S.  Government  contracts  to 
potentially  politically  sensitive  end  users) . 

Some  companies  are  placed  on  the  watehlist  to  ensure 
monitorina  of  specific  types  of  exports  (e.g..  those 
leoulateJ  by  the  Missile  Technology  Control  Regime) . 
without  a  presumption  that  the  firms  would  be  denied  the 
opportunity  to  engage  in  unrelated  transactions.   For 
e-ample.  in  one  case  cited  by  the  diaft  (Page  U.  para 
2),  State  issued  licenses  to  a  company  which  had  been 
debarred.   In  this  case,  the  debarment  was  intentionally 
stiucturefi  to  allow  for  exceptional  exports  to  t)ie 
company  seen  as  in  the  interest  of  the  OSG,  and  the 
licenses  were  issued  in  keeping  with  that  policy. 

In  other  cases.  State  will  issue  a  license  after  a 
review  of  derogatory  information  (obtained  via  the 
watehlist  or  other  sources,  such  as  interagency 
committee  consultations)  and  a  determination  that  the 
information  provided  insufficient  grounds  for  denial. 
For  example,  the  draft  cites  an  Indonesian  company  (page 
9,  para  1)  as  an  example  of  a  firm  which  slipped  through 
the  cracks.   In  fact.  Commerce  informed  State  that  the 
company  was  no^  a  violator. 

OOT   intent  is  not  to  quibble  over  (SAO*  s  examples. 
GAO's  criticism  that  PTC  has  not  computerired 
lecord-kPeping  of  compliance  review  and  thus  does  not 
always  know  or  cannot  demonstrate  what  compliance 
actions  it  has  taken  is  a  valid  one.   Yet  wa  strongly 
belieee  the  draft  needs  to  be  modified  to  explain  to  the 
raadec  the  purpose  of  the  watehlist. 
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See  comment  6 


See  comment  2. 


See  comment  2 


QacunecLt^xy .  JXQ 


<iQn  Status 


He  bel'eve  there  is   some  confusion  in  the  draft 
report  between  the  term  of  art  "O.S.  person,"  as  defined 
a'.  Sect.ion  120.15  of  the  International  Traffic  in  Arms 
R«9ulatiorts  tITW»),  and  the  spei-ific  terw  "O.S. 
citiren."   The  recently  revised  ITAR  definitions  of 
"U.S.  person"  and  "foreign  person"  have  reinstated  OTC s 
practice  of  including  "lawful  permanent  residents"  as 
"U.S.  persons."   U.S.  citirenship  is  not  a  requirement 
for  A£CA/ITAR  purposes  SO  long  as  an  applicant  meets  the 
definition  of  "O.S.  person."   It  is  our  understanding 
that,  the  "V.S.    person"  requirement  exists  to  facilitate 
United  States  jurisdiction  over  any  violator.   We  have 
generally  required  that  applicants  certify  their  U.S. 
person  status  as  a  less  burdensome  alternative  to 
providing  documentary  proof. 

He  Agree  that  we  generally  receive  no  documentary 
proof  that  an  applicant  is  a  U.S.  petson.   However,  we 
re'-eive  ^spurances  through  applicants'  certifications 
and  conduTt  spot  verification?  of  that  information. 
Misreprsent  ing  U.S.  (.-erson  jtatus  can  subject  a  person 
to  a  fine  of  iip  to  SI,  000, 000  or  imprisonnent  up  to  ten 
years,  or  both. 

Without  knowing  specific  details  about  the  case 
described,  we  are  unable  to  respond  on  point.   Still, 
given  the  above  circumstances,  it  is  possible  that  no 
violation  occurred  at  all. 

Specific  suggestions  for  modifications  to  the  text 
follow. 


Legal  Questions 

Page  1.  Para  1:  The  draft  states  that  munitions  licenses 
are  to  be  "issued  only  to  U.S.  persons  as  required  by 
law."   Section  3e(g)  t5)  of  the  Arms  Export  Control  Act 
specifies  that  "A  license  to  er.port  an  item  on  the 
United  States  Munitions  List  may  not  be  issued  to  a 
foreign  person  (other  than  a  foreign  government)-"  hp 
recommend  the  draft  be  modified  to  read  "issued  only  to 
fi.S.  persons  or  foreign  government?  as  required  by 
law."   The  same  change  is  necessary  in  Page  2,  Para  2. 


Paae  2,  Paia  3:   The  draft's  statement  that  "Concress 
amended  AECA  to  authorize  State  to  deny  licenses  to 
persons  with  criminal  records"  would  benefit  from 
claritication.   Section  36(gM3»  (4)  of  the  AECA  grants 
this  authority  to  State  only  in  legard  to  certain 
circumstances  and  crimes.   Violations  of  statutes  other 
than  those  enumerated  in  the  AECA,  even  for  serious 
crimes,  are  not  grounds  for  denial  of  a  license.   He 
recommend  the  draft  be  modified  to  read  "Congress 
amended  AECA  to  authoriie  State  to  deny  licenses  to 
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See  p.  3. 

See  comment  6. 


Now  on  p.  8. 
See  comment  2. 


Now  on  p.  12. 
See  comment  2. 

Now  on  p.  1 3. 
See  comment  2. 


See  comment  2. 


See  comment  2. 


Now  on  p.  13 
See  comment  2. 


persons  who  have  b«en  convict*^  of  violating  specific 
^taiur^s  eniimeraied  m  the  AECA." 


rao«  5.  Para  : 
verifications; 

-lunil-.l." 


,  Line  *>:      State  doe?  conduct  limited  spot 
we  icccxBDend  replacing  "no"  with 


Page  12,  Para  2:   We  suggest  clarifying  the  language 
regarding  State's  denial  authority  by  cbaoging  the  first 
sentence  to  tead:  "Under  AECA,  State  has  bzoad  authority 
ro  deny  an  application  on  national  security  or  foreign 
policy  orounds  without  having  to  provide  a  detailed 
explanation . ■ 

Page  19,  Page  heading:   Replace  "CITIZENSHIP"  with  "U.S. 
PEftSnjj  STATU?."   (Applicants  are  not  required  to  prove 
ritizenship. ) 


Paoe  10,  Para  1-3:   Hew  application  forns  introduced  in 
19^?  inteqrate  the  "U.S.  person"  certification  (formerly 
a  separate  letter »  into  the  form,  elimioating  the 
problem  uf  missing  certifications.   DTC  dues,  in  fart, 
Tndu'-t  spor  verifications  of  ^ert  if  icatiors.   We 
suqaesr  the  following  changes  to  the  language: 

Para  1,  Line  2:   Chaoge  "citizenship"  tr  "U.S.  p«rs->n 

s?a»  us . " 

Para  1.  Line  b:     Change  sentence  beginning  "Horeover, 
they  dc  not  conduct — "  to  "State  officials  say  chat 
they  c'-'nduct  liaited  spot  veiif ications  of  tJie 
certifications." 

Par*  1,  Line  "^ :      Insert  "absolute"  before 
"assurance."   (The  certif icatiou  does  provide  assurance.) 

Para  2,  Line  4:   Cbange  "is  a  citizen. .."  to  "either 
is  a  citizen  or  national...."   (Section  1/«.13  of  the 
ITAK  provides  that  a  natural  person  nay  belong  to 
certain  specified  categories.) 


rata  ?, 

t^er  sen . " 


Line  3:   Change  "U.S.  citizen"  to  "U.S. 


Paoe  20,  Para  1,  Line  4:   If  GAO' s  point  is  that  the 
peison  signing  was  a  non-U. S.  citizen,  change  "person" 
to  citizen.   ("Foreign  person"  is  a  tax*  of  art  in  the 
ITAR.   The  ITAIt  ter«  "U.S.  person"  »ay  include  non-U. S. 
citizen;  who  are  lawful  panaanent  residents  and  thus 
"U.S.  pet  sons"  for  ITAR  purposes.) 
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Now  on  p,  9 


See  comment  2. 


Now  on  p.  10. 
See  comment  7. 


Now  on  p,  4. 
See  commeni  2. 


Interagency  Cooperation 

laae  A,    Para  2:   In  line  with  the  conunents  made  xr  the 
''■verview,  i*e  i-ecomrnend  changing  the  paragraph  to  begin: 

"Sta'-e  and  Commerce  exchange  som<?  information 
regardiny  e;;port  policies,  departmental  sanctions,  and 
questionable  license  applications  via  interagency 
cc-oj-iinat  mg  ronwiittees,  such  a«  the  Technology  Tran<fer 
Working  Group  and  the  Missile  Technology  Export  Control 
'.-OOCTittee .   Cooperation  between  State  and  Coiwnerce  or 
database  integration  has  been  limited.   The  agencies..." 


I>age  15,  Para  3:   We  believe  a  more  accurate  picture  of 
the  State/CoBunerce  effort  to  improve  information  sharing 
would  be: 

"State  offirials  stated  that  they  recognize  the 
utility  of  greater  database  integration  with  Comnerce, 
and  the  aoeiicies  have  had  discussions  to  this  end. 
Im^'lementat  ion  has  been  hampered  by  technical 
dif f icult . e«  (e.g.,  computer  hardware  and  database 
format  incompatafcil ity)  but  both  agencies  wish  to  pursue 
the  erfort.   Commerce  officials  noted..." 


Natchlist  Procedures 

rage  6,  Para  2:   We  recomaend  adding  a  sentence  at  the 
end  of  the  paragraph: 

"State  officials  say  that,  since  the  time  of  the  GAO 
review.  State  has  assigned  to  a  specific  compliance 
division  employee  responsibility  for  monitoring  the 
watchlist  and  ensuring  receipt  of  other  agencies' 
information  that  xs  produced  at  regular  intervals." 

Page  9,    Para  3/Page  10,  Para  1;   State  has  placed  a  high 
prioritY  on  upgrading  DTC's  corapoter  system.   Many 
recent  innovations  (e.g. ,  electronic  license  submission, 
electronic  intra-agency  staffing)  have  focused  on  the 
licensing  side,  in  a  successful  effort  to  meet  U.S. 
industry's  needs  for  efficient  processing.   A  number  of 
jtmall  modifications  (e.g.,  creation  of  an  end-o?e  rheck 
d-ttaba^e)  support  compliance  directly.   We  are  now 
turning  to  address  so«e  of  the  issues  noted  in  the  GAO 
draft.   In  addition,  the  procedural  guidelines  provided 
to  all  «-oinpliance  division  personnel  contains  a  section 
esplainxng  the  use  of  the  watchlist. 

We  recommend  adding  a  paragraph  on  Page  11  before  the 
current  Para  2: 
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Seep.i4. 

See  comment  2. 


Now  on  p.  10- 
See  comment  1 . 


Now  on  p  12. 
Seep.  12. 


Now  on  p,  12. 
See  comment  2. 


indivi'Juals  on  the  watchltst  is  not  to  ensure  automatic 
denial,  but  to  ensure  thorough  review.   issuance  of  a 
license  t-^  a  firm  identified  on  the  watchlist  should  not 
be  Ki<er\   fl?  prima  facie  evidence  of  error.   Some 
roinp*ni«»s  are  placed  on  the  watchlist  to  ensure  control 
of  .«pecific  t>*pes  of  export,  without  a  presumption  that 
the  firns  should  be  denied  the  opportunity  to  enqaae  ir. 
unrelated  transactions.   In  other  cases.  State  will 
issue  a, license  after  reviewiny  derogatory  information 
and  determining  that  the  information  provides 
insufficient  grounds  for  denial." 


Paqe  IS,  Para  2:   Again,  we  are  unclear  on  the 

oethodology  GAO  used  to  conclude  that  about  30,000  of 
Lhe  33,000  entries  on  the  Cocnmerce  list  relevant  to 
^tafe  were  nor  or  Jtate'?  wj»fchl)St.   He  request  that 
this  pacaaraph  be  deleted  or  rewritten  to  make  the  case 
nore  e::plicitly. 

Agreca«nt  Procedures 

raae  It.    r*ra  2:      He  acknowledge  that,  in  light  of 
resour'e  constraints  at  DTC,  collecting,  filing,  and 
nonitirino  of  aoreements  «n<i  sales  reports  have  not  been 
top  priorities.   In  an  effort  to  achieve  the  same 
compliance  goaJ s  wjth  fewer  resources.  State  is 
considerinq  a  sy?tein  whereby  companies  would  certify 
that  they  were  maintaining  these  records  and  would  be 
subject  to  spot  audits  ana  to  sanctions  if  they  fail  to 
do  so."   Me  suggest  adding  a  sentence  at  the  end  of  Page 
18,  Para  2  that: 

"State  officials  note  that  in  an  effort  to  achieve 
the  same  compliance  goals  with  fewer  resources.  State  is 
considering  a  system  whereby  companies  would  certify 
that  they  were  maintaining  these  records  and  would  be 
subject  to  spot  audits  and  to  sanctions  if  they  fail  to 
do  so." 


Blue  Lantern 

Page  18.  footnote:   The  reference  to  Blue  Lantern  is  not 
an'accurate  paraphrasing  of  the  199^  Federal  Managers' 
financial  Integrity  Act  (FWriAJ  report  and  raises  issues 
which  cannot  accurately  be  addressed  in  a  footnoted  or 
parenthetical  aside.   We  recommend  dropping  the  footnote 
or,  if  GAO  believes  the  reference  is  warranted, 
replacing  it  with  the  following  accurate  te::t  from  the 
FKFIA  report: 

"In  December  1993,  State  reported  that  'Despite  ma^or 
improveaients  m  the  Department's  management  of  defense 
trade,  reported  under  the  material  weakness  for 
munitions  control,  weaknesses  still  exist  in  overseas 
post  impJementanon  of  the  process  used  for  end-use 
checks  used  to  verify  compliance  with  the 
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See  p.  4. 


See  comments  2  and  7. 


Seepp  6  and  13 
See  comment  8. 


See  comment  9. 


See  p.  12. 


Arrrp  F.xport  Control  Act  (ftECA)  and  the  International 
Traffic  in  Arms  Regulations  (ITAH).   As  a  result,  the 
r^^parrinent  does  not  have  reasonable  assurance  that 
■iefen?e  exports  are  not  diverted  to  unauthorized  use.'" 

Reiia—pndationa 

We  acknowledge  the  usefulness  of  these 
recommendAtions,  and  have  already  taken  steps 
ens urate  with  them: 


--  Fomally  assian  watchlist  responsibilities:   Since 
the  time  of  the  GAO  review.  State  has  assigned  to  a 
specific  compliance  division  employee  responsibility  for 
monitcrina  the  watchlist  and  ensuring  receipt  of  other 
agencies'  infomation  that  is  produced  at  regular 
intervals  - 

—  Share  with  Commerce:   We  have  reinvigorated  efforts 
to  overcome  technical  obstacles  tc  improving  the 
er:chanoe  of  watchlist  information  with  Cononerce.   We 
continue  to  e;:change  other  forms  of  information  relating 
to  er.pcrt  concerns  via  interagency  coordinating  groups 
like  »he  Technology  Transfer  Working  Group  and  the 
Missile  Tethni-iogy  Export  Control  Conwiittee. 

--  Redesi-in  Stare's  screening  system:   DTC  s  m-house 
systems  staff  is  currently  reprogramroing  the  Office  of 
I'efense  Trade  Controls'  dedicated  computer  system  to 
flag  applications  when  any  party  is  on  the  watchlist, 
and  to  prevent  a  flagged  license  from  being  logged  out 
fcir  i«:suance  until  compliance  staff  have  completed  their 
review.   This  is  technically  straightforward,  but  may 
have  implications  for  licensing  efficiency  (because  more 
licences  will  be  delayed  in  processing  while  the 
compliance  division  reviews  the  increased  number  of 
flagged  applications).   We  view  this  as  an  experiment, 
to  determine  what  benefits  to  compliance  accrue  and  what 
costs  111  licensing  efficiency  must  be  paid. 

The  system  already  has  the  capability  to  permit 
record->:eeping  on  compliance  actions,  and  the  compliance 
division  has  implemented  procedures  to  ensure  that 
compliance  staff  use  the  computer  in  documenting  their 
J4  c  1 1  on  s  . 

State  is  e::amining  other  systems  improvements  in 
support  of  compliance  as  part  of  an  ongoing  enhancement 
c-f  the  Office  of  Defense  Trade  Controls  computer  system 
Oncl'iding  migration  to  open  systems  ADP)  . 

--  Update  aareement  files:   In  an  effort  to  obtain  the 
same  compliance  goals  with  fewer  resources.  State  is 
considering  a  system  whereby  companies  would  certify 
that  they  were  maintaining  these  records  and  would  be 
subject  to  spot  audits  and  to  sanctions  if  they  fail  to 
do  so. 
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See  comment  6. 


—   Dor'jment    or   audit    U.S.    person   status    information: 
Appli'-aiits   are  already   subject   '.o   spot    verifications   of 
the   "I'.S.    i^rson"   certification. 
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Appendix  VII 

Commenta  From  the  Department  of  Slate 


The  following  are  gao's  comments  on  the  Department  of  State's  letter 
dated  June  6, 1994. 


p  \r\  (""(-jmrripnt*;  ^'  ^"'^  draft  report  acknowledged  that  not  all  of  the  watchlist  entries 

would  be  relevant  to  both  agencies.  Our  estimates  of  the  number  of  entries 
relevant  to  each  agency  were  made  on  the  basis  of  a  review  of  the 
categories  of  names  on  each  list  and  each  agency's  enforcement  interests. 
Limitations  on  our  estimates  are  cited  in  app.  V.  Nevertheless,  our 
approach  provides  a  valid  indication  of  the  problems  we  cite.  The  precise 
number  of  entries  that  are  relevant  to  each  agency  cannot  be  determined 
until  the  agencies  actuaUy  share  their  watchlists.  We  note  that 
Commerce's  list  of  about  33,000  entries  does  not  include  gsa's  list  of  about 
19,000  entries. 

2.  We  modified  the  pertinent  section  of  our  report  as  appropriate  based  on 
State's  comments. 

3.  State's  compliance  officials  told  us  that  when  a  company  is  debarred  by 
State,  it  can  be  issued  a  license  only  if  £in  exemption  is  granted  by  State 
and  that  the  exemption  is  granted  only  on  a  case-by-case  basis.  TMs 
particular  company  was  issued  4  licenses  without  receiving  any 
exemptions  from  State. 

4.  In  this  particular  case,  the  Indonesian  company  was  listed  by  Commerce 
as  a  subject  of  unfavorable  pre-  or  post-license  check.  Had  that 
information  been  considered,  the  decision  may  or  may  not  have  been 
different 

5.  We  stated  clearly  on  page  2  of  our  draft  report  that  the  purpose  of  the 
watchlist  is  to  prompt  closer  agency  review  of  license  applications. 

6.  Our  review  did  not  reveal  random  or  spot  verifications  were  routinely 
done  by  State;  rather,  we  were  told  that  when  State  officials  see  an 
imfamiliar  signature  on  an  application,  they  may  call  the  company  to  query 
whether  the  person  is  a  U.S.  person.  State  does  not  document  its  queries 
and,  in  any  case,  does  not  require  documentary  evidence  to  corroborate  or 
verify  the  certifications. 

7.  At  no  time  during  our  review  did  either  State  or  Commerce  inform  us  of 
their  attempt  to  integrate  their  watchlists  or  the  technical  difficulties 
involved. 
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Appendix  VII 

Comments  From  the  Department  of  State 


8.  Licensing  efficiency  is  not  more  important  than  a  thorough  review  of 
applications  involving  parties  on  the  watchlisL  While  licensing  efficiency 
is  desirable,  the  aeca  requires  State  to  screen  all  applications  for 
questionable  parties. 

9.  The  compliance  staff's  use  of  the  computer  to  document  their  actions 
would  make  an  incremental  improvement  over  the  current  system 
However,  we  continue  to  believe  that  State  should  redesign  its  system  to 
permit  automatic  flagging  of  licenses  with  any  watchlist  names  and  to 
ensure  these  bcenses  are  not  issued  until  compUance  staff  have  completed 
their  reviews.  Fully  implementing  this  recommendation  would  result  in  a 
meuor  improvement  in  State's  compliance  and  enforcement  functions  that 
could  also  enhance  licensing  efficiency. 
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Appendix  vni 


Comments  From  the  U.S.  Customs  Service 


TME 


OF  CUSTOMS 


June  6,  1994 


Frank  G.  Conahan 

Afisistanc  Cofqitroller  Gener«d. 

National  Security  and  Incemational 

Affair  Division 
U.S   General  Accounting  Office 
Washington.  DC.   20S4e 

Dear   Hr  .  Conaban : 

In  response  to  your  request  to  the  Secretary  of  the 
Treasury  dated  May  23,  1994,  for  cocKnents  on  the  General 
Accounting  Office  (GAG)  draft  report  entitled,  Eiq^ort 
Controls:  License  Screening  and  Con^liance  Procedures  Need 
Strengthening,  the  U.S.  Customs  Service  has  reviewed  the 
draft  report . 

The  report  reconmends  in  part,  that  State  and  Comnerce 
share  their  respective  watchlists  with  each  other  on  a 
regular  basis.   The  reconmendation  should  enhance 
enforcement  of  the  Export  Administration  Act  (EAA)  and  the 
Arms  Export  Control  Act  (AECA) . 

We  appreciate  the  opportunity  to  review  the  draft 
report . 

Sincerely, 


A-rf^' 


Neise 


George  J.    Weise 
ConnuBsioner 
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TESTIMONY  OF 
WILLIAM  A.  REINSCH 
UNDER  SECRETARY  OF  COMMERCE  FOR  EXPORT  ADMINISTRATION 

BEFORE  THE 

UNITED  STATES  SENATE 

COMMITTEE  ON  GOVERNMENTAL  AFFAIRS 

SUBCOMMITTEE  ON  FEDERAL  SERVICES 

JUNE  15,  1994 

I  am  pleased  to  be  here  today  to  discuss  the  program  the  Cotnmerca 
Department  has  in  place  to  enforce  our  dual  use  export  control 
system. 

As  you  know,  I  have  strong  ties  with  this  institution  -  1  worked 
over  twenty  years  for  the  Congress,  including  fourteen  years  as 
tlje  principal  staffer  on  export  control  issues  for  the  late 
senator  John  Heinz,  and  most  recently  two  years  for  Senator 
Rockefeller.   I  was  confirmed  as  Under  Secretary  for  Export 
Administration  on  May  2,  1994,  and  hope  I  will  be  able  to  make  a 
contribution  to  the  Clinton  Administration's  effort  to  update  and 
improve  our  export  control  system,  so  we  can  batter  achieve  our 
national  and  economic  security  goals. 

As  we  continue  to  streamline  and  reform  our  control  system,  it  is 
clear  that  further  decontrol  can  be  justified  only  to  the  extent 
we  have  an  aggressive  and  credible  enforcement  system  that  is 
effective  at  keeping  critical  technology  out  of  the  hands  of 
would-be  proliferators.   I  am  committed  to  ensuring  that  such  an 
enforcement  system  is  in  place. 

I  would  like  to  take  a  few  minutes  to  discuss  our  procedures  for 
screening  export  license  applications,  verifying  information  and 
assuring  that  licensed  exports  go  only  to  approved  recipients.   I 
will  also  conunent  on  GAO's  recent  review  of  our  license  screening 
system  and  discuss  some  of  the  improvements  we  have  made  which 
address  the  concerns  raised  in  the  report,  as  well  as  on-going 
efforts  on  the  part  of  this  Administration  to  strengthen  and 
improve  our  enforcement.   I  believe  that  our  current  system 
functions  effectively,  but  there  is  always  room  for  improvement, 
and  I  am  committed  to  it. 

ENFORCEMENT  SCREENING  PROCEDURES:  '^ 

In  reviewing  export  license  applications,  we  rely  on  many  sources 
of  information,  including  in-house  expertise,  intelligence 
reports,  open  source  information,  pre-license  and  post-shipment 
checks  and  government  to  government  assurances.   Each  source  has 
its  own  strengths  and  limitations.   For  exzunple,  intelligence 
information  may  provide  insights  not  available  anywhere  else;  yet 
have  limited  utility  because  of  the  need  to  protect  sources  and 
methods.   Pre-license  check  information  may  give  us  the  advantage 
of  a  first  hand  visit  to  the  proposed  consignee,  but  his  or  her 
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candor  may  be  limited  by  the  fact  that  the  checks  are  overt 
inquiries  by  U.S.  Government  personnel.    It  is  important  to  bear 
in  mind  that  merely  placing  a  name  on  our  watch  list  does  not 
mean  that  all  license  applications  involving  that  party  should  be 
denied.   Some  names  are  placed  on  the  list  in  the  initial  stages 
of  an  inquiry  for  the  purpose  of  gathering  additional 
information.   It  would  be  improper  to  deny  all  license 
applications  involving  a  particular  party  merely  on  the  basis  of 
suspicion  or  rumor. 

In  evaluating  a  license  application,  we  use  the  techniques  that 
are  appropriate  to  the  facts  of  each  case.   By  capitalizing  on 
the  strengths  of  each  source  of  information,  we  have  a  system 
which  fosters  reliable,  timely  decisions  and  thereby  protects  our 
strategic  interests. 

The  principle  techniques  we  utilize  are: 

♦  Screening  license  applications 

♦  pre-license  checks 

«  Post  shipment  verifications 

♦  Safeguards  visits 

♦  Government  to  Government  Assurances 

♦  Inter-agency  review  of  license  applications 

In  addition  we  provide  the  Customs  Seirvice  computer  access  to  all 
of  our  completed  licensing  decisions.   This  enables  Customs  to 
use  the  information  when  examining  aljipmenta  at  the  port  of 
export  to  assure  that  the  goods  shipped  conform  to  the  statement 
on  the  license  application.    Moreover,  it  provides  valuable 
information  for  their  investigative  activities.    Finally  it 
provides  a  mechanism  for  Customs  to  give  us  a  warning  in  time  to 
suspend  or  revoke  a  license  before  shipment  to  an  unreliable 
party. 

Screening  license  applications 


The  recent  GAO  study  you  requested  reviewed  our  screening 
procedures  in  some  depth.   At  the  outset  let  me  say  that, 
although  we  disagree  with  some  of  the  details  in  the  report,  we 
believe  that  its  recommendations  are  constructive  and  will  result^ 
in  improvements  to  the  system.   In  fact,  we  have  already 
Implemented,  or  are  in  the  process  of  Implementing,  virtually 
every  recommendation  OAO  made. 

Last  year,  the  Department  received  over  25,000  export  license 
applications.   The  vast  majority  of  these  reflect  the  legitimate 
transactions  of  law-abiding  businesses.   However,  about  one-fifth 
of  these  applications  were  subjected  to  heightened  scrutiny 
because  they  contained  one  or  more  names  that  were  on  our 
watchlist.   After  reviewing  these  applications  in  light  of 
existing  in-house  information.  Export  Enforcement  was  able  to 
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recommend  that  about  500  licenses  not  be  approved.   We  believe 
our  screening  process  provides  a  cost  effective  method  of  review 
that  separates  out  questionable  applications  and  identifies  those 
which  need  greater  scrutiny  without  unduly  delaying  legitimate 
export  transactions. 

Pre-license  Checks; 

Sometimes  we  need  more  information  than  we  have  in  house  to 
properly  evaluate  a  license  application  that  is  flagged  by  our 
screening  system,  and  we  need  to  employ  pre-license  checXs  or 
safeguards  visits.   These  procedures  are  among  our  most  important 
tools  to  verify  the  legitimacy  of  the  consignee  and  the 
information  on  the  license  application  because  they  allow  a 
representative  of  the  U.S.  Government  to  observe  first  hand  the 
consignee's  premises  and  interview  officials  of  the  firm. 

On  the  other  hand,  they  have  limitations.   They  are  time  and 
resource  consuming  —  we  depend  largely  on  Foreign  Commercial 
Service  officers  in  our  embassies  to  conduct  them  in  addition  to 
their  normal  duties  —   and  because  they  entail  an  overt  contact 
with  the  consignee  by  a  U.S.  government  employee,  they  alert  all 
parties  to  our  heightened  interest  in  the  transaction. 

Last  year  we  conducted  375  pre-license  checks.   Eighty-five  of 
these  checks  (approximately  23  percent)  uncovered  reasons  not  to 
approve.   We  believe  that  these  numbers  indicate  that  we  are 
using  this  resource  appropriately. 

We  also  performed  a  number  of  safeguards  trips.   During  these 
trips,  Office  of  Export  Enforcement  special  agents  both  reviewed 
the  legitimacy  of  specific  export  transactions  and  provided 
guidance  to  both  U.S.  Foreign  Service  personnel  and  host  country 
officials  on  export  controls.   This  program,  because  of  its  high 
visibility,  sends  a  message  to  foreign  govearnments  of  the 
importance  that  the  United  States  attaches  to  effective  export 
controls. 

Post-shipment  Checks; 

Our  post  shipment  check  program  is  a  valuable  tool  for  preserving, 
the  integrity  of  the  export  licensing  system.   When  exporters  and 
consignees  know  that  the  United  States  government  conducts 
verifications  to  ensure  that  the  terms  of  the  export  license  have 
been  complied  with,  they  will  be  less  inclined  to  submit  false 
statements  on  license  applications. 

Government  to  Government  Assurances 

Government  to  government  assurances  elicit  the  cooperation  of 
foreign  governments  in  preventing  diversions.   We  may  seek 
assurances  a^s  to  the  end  use  as  well  as  assurances  against 
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^j^ version  to  other  countries. 


Bev^ew  of  Shipper '8  Export  Decloratlona 

Each  month  we  obtain  a  CD  ROM  suminary  of  the  shipper's  export 
declarations  representing  all  of  the  exports  from  the  United 
States  for  the  previous  month.   We  analyze  the  data  to  detect 
shipments  made  without  a  required  validated  license  and  other 
violations  of  our  export  control  laws.   So  far  In  FV  94   our 
analysts  have  forwarded  over  500  such  leads  to  our  investigators 
because  of  this  program.   In  addition  our  field  offices  conduct 
spot  checks  of  Shipper's  Export  Declarations  in  the  ports.   Our 
review  of  Shipper's  Export  Declarations  make  it  clear  to  U.S. 
exporters  and  would-be  divert ers  that  the  statements  they  make  on 
export  license  applications  and  other  export  control  documents 
are  subject  to  government  scrutiny. 
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farral  of  License  Applications  to  Othar  Government  Agencies 


In  addition  to  the  in-house  expertise  here  at  Commerce,  we  also 
draw  on  the  knowledge  and  experience  of  the  State  Department,  the 
Defense  Department,  the  Department  of  Energy  and  the 
Nonproliferation  Center  when  we  evaluate  license  applications. 
Currently  we  refer  approximately  54  percent  of  all  license 
applications  to  one  or  more  other  agencies.    We  send  the  most 
sensitive  applications  (about  thirty  percent  of  the  total)  to  the 
Nonproliferation  Center  (NPC)  for  comment  on  the  legitimacy  of 
the  parties  to  the  transactions.   The  NPC  queries  the  various 
members  of  the  Intelligence  community  for  available  information 
on  the  purchaser,  the  intermediate  consignee,  and  the  ultimate 
consignee.   We  are  working  with  the  NPC  toward  100  percent 
referral  of  all  applications  received  and  expect  to  implement 
this  arrangement  in  the  near  future.   The  availability  of 
up-to-date  intelligence  information  is  essential  to  responsible 
licensing  determinations. 

Whatever  techniques  we  use  to  obtain  information  for 
consideration  of  license  applications,  we  evaluate  the  results  In 
light  of  all  other  knowledge  we  possess  concerning  the  commodity, 
its  possible  end  uses  and  the  parties  to  the  transaction.   In- 
house  Commerce  personnel,  pre  license  checks  and  experts  from 
other  Government  agencies  are  brought  into  the  process  whenever  , 
appropriate.   In  addition  our  program  of  Shipper's  Export 
Declaration  review  helps  us  ensure  accuracy  in  the  information 
applicants  submit  on  their  applications. 

That,  in  brief  is  what  we  do  to  verify  the  information  that  is 
included  in  export  license  applications.  It  is  a  process  that 
requires  case  by  case  judgements  as  to  what  techniques  to  use. 
We  try  to  select  the  techniques  that  best  match  our  needs  with 
respect  to  each  application. 
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fiftO  Rfeeotnmandations 

The  GAO  :itudy  produceui  four  recomnenda'tlonB  for  the  Department  of 
Commerce's  screening  program: 

1)  We  Bhould  "formally  assign  watchlist  data-entry 
responsibilities  among  the  staff  and  establish  procedures  to 
ensure  data  entries  are  complete  and  up  to  date." 

At  the  time  GAO  reviewed  our  procedures,  we  had  specific  staff 
responsibilities  for  all  categories  of  watchlist  entries  except 
those  we  received  from  the  Department  of  Justice.   We  have  since 
assigned  that  responsibility.   We  are  refining  our  abilit:y  to 
ensure  data  entr-ies  are  complete  and  up-to-date. 

2)  We  should  "share  the  relevant  portion  of  Commerce's 
watchlist  with  State  on  a  regular  basis  and  incorporate  the 
relevant  portion  of  State's  watchlist  into  Commerce's 
watchlist. " 

For  years  we  have  furnished  the  State  Department  with  the 
Economic  Defense  List.   This  list,  currently  containing 
approximately  7,000  names,  is  the  portion  of  our  watchlist  of 
names  which  we  believe  is  most  relevant  to  State's  mission. 
The  list  includes  all  parties  about  whom  we  have  specific 
information  linking  them  to  activities  of  proliferation  concern. 
It  also  includes  those  who  have  been  the  subjects  of  unfavorable 
pre-license  or  post  shipment  checks,  or  who  have  been  sanctioned 
for  export  control  violations. 

However,  as  a  result  of  the  GAO  recommendation,  we  will  consult 
with  State  to  determine  if  there  are  any  additional  categories  of 
names  on  our  watchlist  which  are  of  interest  to  them,  and  we  will 
provide  them  with  all  such  nameu.   In  addition,  we  are  prepared 
to  review  state's  watchlist  in  further  detail  to  determine  what 
portions  may  be  relevant  for  BXA. 

3)  We  should  "review  Commerce's  identification  number 
assigning  procedures  to  ensure  that  multiple  numbers  are  not 
assigned  to  the  same  party."  ^^ 

I  believe  that  we  have  addressed  that  problem.   Since  December, 
1992,  we  have  had  a  system  in  place  that  we  believe  has  greatly 
reduced  the  number  of  multiple  entries  tor  the  same  entity,   it 
uses  a  two-step  procedure  involving  computer  automation  and  human 
quality  control  review.   Each  day,  BXA's  computer  system 
automatically  matches  approximately  75%  of  the  parties 
(exporters,  purchasers,  intermediate  consignees  and  ultimate 
consignees)  involved  in  export  license  applications  received  that 
day  based  on  complex  criteria  for  matching  names  and  addresses 
with  existing  entries.   After  this  step,  individuals  within  the 
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Office  of  Enforcement  Support  (OES)  review  for  accuracy  all 
matches  made  by  the  computer.   These  employees  then  compare  each 
of  the  remaining  25%  of  the  parties  to  a  computer  Generated  list 
of  names  and  addresses  that  the  software  has  identified  as 
somewhat  similar  but  not  identical  to  the  party  on  the 
application.   The  employee  then  decides  whether  the  party  on  the 
application  is  the  same  as  an  existing  party  in  the  data  base, 
and  if  so,  selects  the  existing  party.   If  it  is  different  he  or 
she  adds  a  new  entry  to  the  data  base. 

At  one  time,  when  our  software  was  less  sophisticated,  we 
deliberately  added  new  entities  whenever  there  was  even  a  slight 
difference  in  a  name  or  address  and  relied  more  on  humans  to 
catch  multiple  entries.   As  time  passes,  the  licenses 
representing  that  practice  will  be  retired  and  the  problem  will 
diminish.   I  believe  that  this  procedure,  embodying  both  human 
and  computer  review,  has  greatly  reduced  the  problem.   But  I  am  • 
committed  to  doing  more. 

Export  Enforcement  la  working  with  the  Bureau's  Office  of 
Information  Resources  Management  to  bring  about  further 
improvements.   First,  we  will  develop  and  utilize  a  special 
quality  assurance  report  that  will  allow  our  managers  to  quickly 
identify  difficulties  that  may  occur  in  the  process  of  adding  new 
entities  to  the  system.   Second  we  will  improve  the  computer 
interface  used  by  employees  who  add  names  to  the  watchlist  to 
alert  them  to  the  possibility  of  more  than  one  record  in  the  data 
base  for  a  particular  entity.   1  believe  that  this  will  make  our 
watchlist  even  more  effective  than  it  is  now. 

4)  We  should,  "when  pre-licensing  checks  are  conducted 
because  of  information  from  intelligence  sources  but  result 
in  no  derogatory  information,  notify  the  intelligence 
sources  that  the  information  was  not  corroborated  and 
discuss  whether  the  application  should  be  approved." 

We  agree  only  partially  with  this  recommendation.   The 
intelligence  community's  important  role  in  export  enforcement  is 
one  of  supplying  information.   It  is  the  role  of  the  licensing 
agencies  to  evaluate  Ujia  information  against  other  available 
information  and  then  make  the  licensing  decision. 

Having  said  that,  however,  we  agree  with  the  portion  of  the 
recommendation  which  states  that  we  should  notify  the 
intelligence  community  when  a  pre-lit:ense  or  post  shipment  check 
fails  to  corroborate  the  intelligence  information  that  prompted 
it.   We  are  working  witlj  Commerce's  Office  of  Intelligence 
Liaison  to  develop  a  mechanism  to  provide  this  feedback  to  the 
intelligence  community. 
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flTRRWCTHEWING    OUR    ENFORCEMENT    CAPABTLITTRS i       THE    ADMINTSTRATIOW'S 
RXPORT    ADMINISTRATION    ACT     fKA^^     PROPOSAL. 

Of  course,  no  export  cpntrol  program,  however  thorough,  can 
do  the  job  without  effective  enforcement.   To  this  end,  the 
administration  has  proposed  strengthening  our  enforcement 
capabilities  in  the  Export  Administration  act  renewal  that  is 
currently  pending  before  the  Congress.   It  will  increase 
penalties  for  violators  and,  at  the  same  time,  simplify  and 
streamline  our  export  control  structure. 

ffoncluaion 

I  an  committed,  as  part  of  the  Clinton  Administration,  to 
strengthening  our  export  control  program,  we  will  minimize  the 
burden  on  law-abiding  exporters  by  avoiding  unnecessary  controls. 
We  will  continue  to  carefully  scrutinize  export  license 
applications.   He  will  employ  all  available  resources  and  methods 
as  appropriate  to  a  particular  case,   we  will  strengthen  the 
system  of  screening  license  applications  along  the  lines 
suggested  by  the  tsAO. 


123 


TESTIMONY  OF 

THOMAS  E.  McNAMAl  A 

PRINCIPAL  DEPUTY  ASSISTANT  SECRETARY 

FOR  POLITICAL-MILITARY  AFFAIRS 

DEPARTMENT  OF  STATE 

BEFORE 

SUBCOMMITTEE  ON  FEDERAL  SERVICES, 
POST  OFFICE,  AND  CIVIL  SERVICE 
SENATE  GOVERNMENTAL  AFFAIRS  COMMITTEE 
JUNE  15,  1994 


Thank  you  very  much,  Mr.  Chairman,  for  the 
opportunity  to  appear  before  your  subcommittee  to 
discuss  the  important  topic  of  export  licensing.   As  you 
and  the  Congress  appreciate,  the  licensing  of  arms  for 
commercial  export  is  a  complicated  and  often  sensitive 
process  involving  billions  of  dollars  of  U.S.  exports. 
Defense  export  licensing  has  important  implications  for 
the  national  security,  economic  security,  and  foreign 
policy  interests  of  the  United  States  as  well  as  the 
well-being  of  thousands  of  American  companies  and  their 
employees . 

I  know  that  this  is  an  area  in  which  you  have  long 
provided  leadership.   The  Department  of  State  is 
committed  to  giving  the  regulation  and  facilitation  of 
responsible  defense  trade  the  attention  and  the 
resources  it  deserves,  and  to  improving  the  efficiency, 
speed,  and  security  with  which  it  carries  out  these 
functions . 

Before  I  address  specific  compliance  issues,  let  me 
briefly  outline  some  of  the  steps  the  Department  of 
State  has  taken  to  improve  the  export  licensing  process, 
including  the  compliance  function. 

Since  1990,  we  have  reorganized  the  former  Office  of 
Munitions  Control  into  an  Office  of  Defense  Trade 
Controls  —  known  as  DTC  —  increasing  staff  from  under 
thirty  to  approximately  60.   This  expansion  included 
augmentation  of  the  office  with  officers  from  the 
military  services,  the  Customs  Service,  and  --  shortly 
--  the  National  Security  Agency.   These  augmentees  bring 
a  wealth  of  specialized  expertise  to  DTC,  and  enhance 
coordination  with  their  agencies  resulting  in  a 
significant  increase  in  the  efficiency  of  the  licensing 
and  compliance  functions. 
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We  have  also  strengthened  the  development  of  defense 
export  policy  through  the  creation  of  a  policy  office, 
originally  known  as  the  Office  of  Defense  Trade  Policy, 
and  assured  strong  liaison  by  teaming  the  two  offices  in 
a  "Center  for  Defense  Trade." 

In  recent  months  we  have  augmented  the  Office  of 
Defense  Trade  Policy  with  personnel  who  worked 
previously  in  other  bureaus  on  the  development  of 
high-technology  export  policy.   In  accordance  with  this 
broadened  mission,  we  have  renamed  it  the  Office  of 
Export  Control  Policy,  or  EXP,  and  discontinued  the  use 
of  the  nomenclature  "Center  for  Defense  Trade."   We  have 
maintained  tight  cohesion  between  DTC  and  EXP  and  have 
upgraded  the  position  of  the  supervisor  of  the  two 
offices  to  Deputy  Assistant  Secretary. 

We  have  also  obtained  permission  to  fill  the  position 
of  Director  of  the  Office  of  Defense  Trade  Controls  at 
the  Senior  Executive  Service  level,  to  assure  continued 
first-rate  management  of  this  critical  function. 

Within  DTC,  we  have  invested  aggressively  in 
automation  of  licensing  and  compliance  operations.   We 
have  instituted  an  electronic  Remote  On-Line  Bulletin 
Board  to  improve  communication  with  license  applicants, 
and  an  electronic  staffing  network  to  improve 
coordination  with  the  State  Department  bureaus  and  other 
agencies  which  provide  DTC  with  policy  and  technical 
guidance . 

In  recent  months,  we  have  scored  a  great  success  with 
the  long-awaited  introduction  of  electronic  license 
submission.   Over  300  companies  participating  in  the 
project  have  this  year  submitted  over  1600  licenses  via 
computer,  with  payoffs  for  the  firms  and  for  the 
Government  in  speed,  efficiency,  and  savings.   While 
paper  applications  remain  the  norm,  we  are  strongly 
encouraging  the  shift  to  electronic  submission,  and  are 
hopeful  that  electronic  licensing  will  become  much  more 
prevalent  as  we  bring  more  companies  into  the  program. 

Since  1990,  we  have  greatly  increased  the  funding 
provided  to  DTC  for  the  performance  of  its  mission.   We 
are  grateful  for  your  assistance,  Mr.  Chairman,  in 
supporting  enhanced  funding  for  the  Office  of  Defense 
Trade  Controls  via  the  "plowback"  formula. 
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Since  1990,  we  have  published  a  quarterly  magazine. 
Defense  Trade  News,  to  provide  information  on  U.S. 
export  policy  and  on  operational  licensing  and 
compliance  matters  to  thousands  of  readers  in  industry. 
Congress,  government  agencies,  and  other  American  and 
foreign  audiences. 

We  have  reached  out  to  industry  via  an  extensive 
program  of  in-house  seminars  and  participation  in  dozens 
of  association  conferences  and  other  fora,  educating 
companies  on  both  policy  and  operational  matters  to 
improve  government-industry  cooperation  and  encourage 
compliance  with  legal  requirements . 

We  have  enhanced  and  formalized  the  end-use  check 
program,  including  increased  scrutiny  of  high-risk 
indicators,  greater  U.S.  embassy  participation,  and 
foreign  government  cooperation. 

We  have  instituted  and  enhanced  compliance 
procedures,  particularly  those  that  implement 
legislation  introduced  in  1987.   As  a  result,  we  have 
improved  registration  compliance,  dramatically  increased 
assistance  to  U.S.  agencies  on  investigations  and 
criminal  prosecutions,  established  a  unit  dedicated  to 
addressing  diversions  and  Congressional  reporting 
requirements,  and  greatly  boosted  the  number  of 
administrative  actions  such  as  debarments,  suspensions, 
revocations,  and  company  audits. 

While  we  have  accomplished  much  in  the  past  four 
years,  we  are  not  resting  on  our  laurels.   We  continue 
to  move  apace  on  electronic  licensing  and  other  aspects 
of  DTC  automation,  including  steps  to  computerize 
procedures  to  enhance  coordination  between  the  licensing 
and  compliance  functions.   In  accordance  with  the 
National  Performance  Review  process,  we  are  carefully 
studying  DTC s  internal  staffing  and  organization  to 
determine  how  to  improve  efficiency  and  save  on 
personnel  costs  without  sacrificing  performance. 
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The  General  Accounting  Office  recently  noted  a  number 
of  steps  which  can  be  taken  to  improve  the  handling  of 
the  compliance  function.   We  concur  with  much  of  GAO' s 
analysis,  and  have  been  taking  steps  to  implement  most 
of  the  specific  measures  they  recommended. 

1)  The  GAO  review  suggests  that  we  tighten 
procedures  for  ensuring  that  the  compliance  "watchlist" 
is  properly  updated  and  monitored.   We  have  done  so, 
formally  assigning  employee  responsibility  for 
monitoring  the  watchlist  and  receipt  of  information  from 
other  agencies  which  is  produced  at  regular  intervals. 

2)  We  have  reinvigorated  efforts  to  overcome 
technical  obstacles  to  improving  the  exchange  of 
watchlist  information  with  Commerce.   We  continue  to 
exchange  other  forms  of  information  relating  to  export 
concerns  via  interagency  coordinating  groups  like  the 
Technology  Transfer  Working  Group  and  the  Missile 
Technology  Export  Control  committee. 

3)  Currently,  the  Office  of  Defense  Trade  Controls' 
dedicated  computer  system  "flags"  applications  for 
compliance  review  when  the  applicant  appears  on  the 
watchlist.   DTC's  in-house  systems  staff  is  currently 
reprogramming  the  system  to  "flag"  applications  when  any 
party  is  on  the  watchlist,  and  to  prevent  a  flagged 
license  from  being  logged  out  for  issuance  until  . 
compliance  staff  have  completed  their  review.   This  is 
technically  straightforward,  but  may  have  implications 
for  licensing  efficiency  (because  more  licenses  will  be 
delayed  in  processing  while  the  compliance  division 
reviews  the  increased  number  of  flagged  applications)  . 
We  will  determine,  following  a  trial  period,  the  best 
way  to  accomplish  this. 

I  would  note  in  this  regard  that  the  purpose  of 
placing  firms  or  individuals  on  the  watchlist  is  not  to 
ensure  denial,  but  to  ensure  appropriate  review. 
Entries  are  made  in  the  watchlists  for  varying  purposes, 
reflecting  information  of  varying  reliability  and 
problems  of  varying  severity.   Thus  there  are  many  cases 
where  DTC  intentionally  and  appropriately  issues  a 
license  after  reviewing  watchlist  information. 
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4)  The  compliance  division  has  implemented 
procedures  to  ensure  that  DTc  staff  use  the  computer  in 
documenting  their  actions.   State  is  examining  other 
systems  improvements  in  support  of  compliance  as  part  of 
an  ongoing  enhancement  of  the  Office  of  Defense  Trade 
Controls  computer  system  (including  migration  to  open 
systems  data  processing) . 

5)  In  an  effort  to  attain  the  same  compliance  goals 
with  fewer  resources.  State  is  developing  a  system 
whereby  companies  would  certify  that  they  were 
maintaining  records  of  manuf an-nring  and  distribution 
agreements,  and  would  be  subject  to  spot  audits  as  well 
as  sanctions  should  they  fail  to  do  so. 

6)  GAO  recommended  that  DTC  document  or  audit 
applicants  to  assure  that  they  are  U.S.  persons,  as 
required  by  law.   In  fact,  applicants  are  screened  at 
the  registration  stage,  and  are  also  subject  to  spot 
verifications  of  the  "U.S.  person"  certification. 
Moreover,  DTC  works  with  most  firms  over  a  period  of 
years,  developing  institutional  knowledge  of  companies' 
personnel  and  practices,  which  facilitates  compliance 
review. 

There  are  elements  of  the  GAO  report  with  which  we 
differ,  particularly  the  GAO  view  of  cooperation  between 
State  and  Commerce,  which  we  find  unduly  pessimistic. 
We  are  also  unclear  on  the  methodology  GAO  used  to 
conclude  that  about  30,000  of  the  33,000  entries  on  the 
Commerce  list  relevant  to  State  were  not  on  State's 
watchlist;  we  believe  there  is  already  greater  overlap 
than  the  draft  report  states . 

Moreover,  State  and  Commerce  do  exchange  some 
information  regarding  export  policies,  departmental 
sanctions,  and  questionable  license  applications  via 
regular  meetings  of  interagency  coordinating  committees, 
such  as  the  Technology  Transfer  Working  Group  and  the 
Missile  Technology  Export  Control  committee. 

We  found  the  recent  GAO  study,  like  other  reviews  of 
DTC  procedures  over  the  years,  to  be  a  useful  and 
constructive  effort  to  support  the  defense  trade  control 
mission.   The  effort  to  improve  the  defense  trade 
control  function  is  not  State's  alone;  it  is  truly  a 
team  effort,  and  an  interagency  one.   Through  training 
seminars,  conferences,  and  company  audits,  we  have 
strengthened  U.S.  industry's  role  in  the  compliance 
process.   Customs,  Commerce,  and  Defense  provide 
critical  support  and  coordination  to  the  Office  of 
Defense  Trade  Controls,  as  do  numerous  elements  within 
the  State  Department. 


128 

-6-  I 

Mr.  Chairman,  we  have  been  particularly  gratified  by 
the  interest,  cooperation  and  support  which  the  Congress 
has  provided,  as  exemplified  by  today's  hearing,  and 
look  forward  to  continued  cooperation  with  this 
subcommittee . 

Let  me  conclude  these  remarks  by  saying  that,  while 
the  "support  troops"  have  been  critical  to  DTC s 
enhancement,  it  is  the  "line  troops"  at  DTC  --  the 
licensing  officers,  compliance  officers,  and 
administrative  support  staff  --  who  are  the  keys  to 
improving  the  defense  trade  controls  process.   They  have 
honed  the  office's  functioning  through  numerous 
little-noted  innovations.   Their  daily  efforts  to  serve 
the  interests  of  the  United  States,  performing  their 
duties  with  savvy  and  dispatch,  have  been  primarily 
responsible  for  DTC s  improving  performance  and 
reputation.   We  are  pledged  to  continue  to  give  them  the 
support  they  need  to  get  the  job  done. 

Thank  you. 
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A  Review  of  Arms  Export  Licensing 
June  15,  1994 

The  subject  of  proliferation  is  on  the  minds  of  many  today.  One  has 
only  to  look  at  the  front  page  of  a  newspaper  or  listen  to  the  nightly  news 
to  hear  about  North  Korea's  efforts  to  divert  nuclear  weapons  material 
from  its  reactor  at  Yongbyon.  As  worrisome  as  the  thought  is  that  North 
Korea  might  already  have  a  few  nuclear  weapons  or  be  diverting  material 
to  make  more  to  use  or  threaten  to  use  on  South  Korea,  many  are  equally 
worried  over  the  export  record  of  North  Korea.   Every  weapons  system 
ever  developed  by  the  North  Koreans  has  been  exported,  without  fail.  For 
example.  North  Korea  has  sent  Scud-C  ballistic  missiles  to  both  Syria  and 
Iran,  and  is  currently  working  on  longer-range  missiles. 

Besides  the  North  Koreans,  the  other  nations  on  the  State 
Department's  list  of  state  sponsors  of  terrorism  --  Syria,  Iran,  Iraq,  and 
Libya  -  are  clearly  also  in  the  nuclear  marketplace. 

The  dissolution  of  the  former  Soviet  Union  has  also  created  its  share 
of  proliferation  problems,  such  as  the  export  to  terrorist  states  of  scientists 
to  possible  "black  market"  sales  of  we4>ons  materials  or  components  to 
these  terrorist  states,  as  well. 

The  proliferation  problem  is  further  compounded  by  the  demise  of 
COCOM,  the  Coordinating  Committee  for  Multilateral  Export  Control. 
This  multilateral  export  regime,  which  did  so  much  for  so  many  years, 
went  out  of  existence  on  March  3 1  of  diis  year.  The  Administration  says  it 
is  working  on  a  something  to  replace  COCOM,  but  here  we  are  more  than 
two  months  after  COCOM  has  ended  with  nothing  in  its  place.  This  makes 
very  Uttle  sense  to  me. 
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So,  the  North  Koreans  and  their  circle  of  terrorist  nations,  the 
porous  nature  of  the  former  Soviet  states,  and  the  lack  of  any  multilateral 
export  control  regime  among  Western  nations  are  all  reasons  for  great 
concern  when  we  think  about  the  flow  of  information,  weapons  material, 
and  weapons  to  nations  who  will  only  do  harm  with  weapons  of  mass 
destruction. 

There  is,  unfortunately,  another  problem  that  must  be  added  to  the 
list.   And  the  problem  is  one  that  is  right  here  on  our  doorstep,  and  within 
our  ability  to  solve.  Despite  the  urgency  of  the  international  problems 
caused  by  proliferation,  our  executive  branch  has  been  unable  to  develop  a 
reliable  system  to  deny  export  licenses  to  companies  and  individuals  who 
shouldn't  receive  them  for  national  security  reasons.   It  is  really  a 
staggering  thought:   one  part  of  our  government  could  know  of  a  company 
that,  for  national  security  reasons,  should  not  be  permitted  to  purchase  a 
military  or  dual-use  item,  yet  an  export  license  is  granted  by  our  own 
government  to  sell  the  item.  This  example  is  not  hypothetical;  the  report 
released  by  GAO  today,  "License  Screening  and  Compliance  Procedures 
Need  Strengthening,"  gives  several  examples. 

We  need  to  deal  with  the  international  proliferation  problems  we 
face;  we  must  also  give  our  own  internal  coordination  problems  the  same 
degree  of  urgency  and  scrudny.  The  international  and  internal  aspects  of 
this  are  but  differing  facets  of  the  same  problem.  Both  must  be  paid 
attention  to. 
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1.  Your  report  detailed  the  shortcomings  of  the  various  watchlists  among 
the  Commerce  and  State  Departments,  respectively. 

•Are  these  the  only  departments  that  have  watch  lists?  If  not,  what 
other  departments  and  agencies  maintain  such  lists? 

•How  many  different  export  control  watchlists  are  there  within  the 
executive  branch? 

•Would  you  recommend  that  rather  than  keep  individual  lists,  there 
be  one  list  administered  by  a  single  department  that  all  government 
agencies  add  to  as  frequently  as  necessary? 

2.  In  your  view,  is  legislation  needed  to  correct  the  export  licensing 
disarray?  If  so,  what  would  you  recommend  be  included  in  the  legislation? 
If  not,  what  regulatory  changes  would  you  suggest  for  this  process? 
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GAP  RESPONSE  TO  SENATOR  COCHRAN'S  QUESTIONS 

1.  Other  departments  or  agencies  maintain  watchlists  that  are 
specific  to  their  missions.   For  example,  GSA  maintain  a 
watchlist  of  companies  debarred  from  federal  contracts,  and 
Treasury  maintains  a  watchlist  of  specially  designated 
nationals  that  are  prohibited  from  any  transactions  without 
Treasury  approval.   Some  of  these  watchlists  are  of 
interest  only  to  State  or  Commerce,  while  others  are  of 
interest  to  both.   Commerce's  and  State's  watchlists 
incorporate  those  watchlists  from  the  other  agencies  that 
are  relevant  to  their  respective  mission.   Therefore, 
Commerce  and  State  are  the  only  departments  that  maintain 
comprehensive  watchlists  for  export  control  purposes. 

A  single  list  would  work  if  the  entire  export  control 
system  is  run  by  a  single  agency  under  one  enabling 
legislation.   Currently,  the  system  is  divided  between 
State  and  Commerce  under  two  very  different  statutes. 
Therefore,  the  criteria  used  by  each  agency  for  placing  a 
party  on  its  watchlist  and  for  denying  an  application  are 
also  very  different.   Under  these  circumstances.  Congress 
may  wish  to  consider  requiring  State  and  Commerce  to  share 
their  watchlists  on  a  real-time  on-line  basis  so  that  each 
agency  can  readily  access  the  relevant  portion  of  the  other 
agency's  watchlist  to  help  screen  its  applications. 

2.  The  recommendations  we  made  in  our  report  to  improve  the 
license  screening  system  should  not  require  any  legislative 
or  regulatory  changes.   However,  it  may  be  advisable  to 
statutorily  require  the  IGs  of  State  and  Commerce  to  test 
the  system  periodically  and  report  the  results  to  Congress. 
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Panel  One 

Honorable  William  Reinsch 
Under  Secretary  of  Commerce  for  Export  Administration 

Honorable  Thomas  T.  McNamara 

Acting  Assistant  Secretary 

Bureau  of  Political-Military  Affairs 

Department  of  State 

****The  questions  are  for  both  witnesses**** 

1 .  Please  explain  how  the  various  watchlists  are  formulated.  How  often 
are  they  updated?  On  what  grounds?  Are  the  lists  disseminated  to 
departments  and  agencies  that  are  part  of  the  process  each  time  they're 
updated? 

2.  There  are  clearly  problems  with  export  control  coordination  within  the 
executive  branch. 

•How  would  each  of  you  propose  to  remedy  these  problems? 

•Do  you  beUeve  there  should  be  one  central  watchlist  within  the 
executive  branch? 

•Is  legislation  necessary  to  address  this  problem? 

3.  What  role  does  the  CIA's  nonproliferation  center  have  in  the  export 
license  approval  process?  Does  the  CIA  have  its  own  separate  and  distinct 
watchlist? 

4.  What  role  does  the  Defense  Department  have  in  the  review  of  export 
license  applications  on  dual-use  items  tiiat  aren't  part  of  our  Foreign 
Military  Sales  Program  and  don't  go  through  the  Pentagon's  Defense 
Security  Assistance  Administration? 
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Question  for  the  Record  Submitted  to 

Deputy  Assistant  Secretary  of  State  Thomas  E.  McNamara 

by  Senator  Thad  Cochran 

Committee  on  Governmental  Affairs 

June  15,  1994 


Question; 

1.   Please  explain  how  the  various  watchlists  are  formulated.   How 
often  are  they  updated?   On  what  grounds?   Are  the  lists 
disseminated  to  departments  and  agencies  that  are  part  of  the 
process  each  time  they're  updated? 

Answer: 

The  State  Department  regularly  receives  compliance 
information  from  the  GSA,  ACDA,  the  Defense  Department,  the 
Commerce  Department,  the  Justice  Department,  the  U.S.  Customs 
Service,  the  Treasury  Department,  and  the  Intelligence 
Community,  in  addition  to  information  generated  by  its  own 
compliance  enforcement  activities  (including  Blue  Lantern 
end-use  checks). 

Several  agencies  provide  lists  of  ineligible  parties  and  of 
parties  convicted  of  violating  export  control  laws  and 
regulations.   Other  sources,  including  the  Intelligence 
Community,  open  press  reports,  and  the  Office  of  Defense  Trade 
Control  (DTC)'s  own  efforts,  produce  pieces  of  information 
often  relating  to  individual  incidents  or  inquiries.   Where  the 
information  is  appropriate  and  its  inclusion  practical,  these 
lists  and  other  pieces  of  information  are  incorporated  into  the 
DTC  Watch  List. 
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The  Watch  List  is  updated  as  information  is  received  or 
uncovered.   The  lists  from  some  sources  are  provided  at  regular 
intervals;  others  are  much  more  sporadic.   To  ensure  that  the 
DTC  Watch  List  is  properly  updated  and  monitored,  we  have 
formally  assigned  a  Compliance  Division  employee  responsibility 
for  monitoring  the  Watch  List  anfl  receipt  of  information  from 
other  agencies  which  is  produced  at  regular  intervals.   Because 
the  nature,  reliability,  and  specificity  of  information  we 
receive  varies  considerably,  often  the  information  must  first 
be  reviewed  by  DTC's  Compliance  Division  to  determine  if  it 
warrants  inclusion  in  the  Watch  List.   If  manual  entry  of  data 
from  other  sources  is  required,  timely  and  complete  entry  is 
limited  by  human  resource  problems. 

Our  Watch  List,  in  its  entirety,  is  not  disseminated  to 
other  parties.   This  would  not  be  practical  or  useful.   As  I 
indicated,  in  most  cases.  State  is  the  collector  of 
other-agency  adverse  and  derogatory  information  for  use  in  the 
export  control  regime  under  its  jurisdiction.   We  share 
information  with  Commerce,  which  also  has  a  broad — and 
sometimes  related — export  compliance  function,  and  we  are 
examining  ways  to  ensure  that  information  of  mutual  interest  is 
exchanged  more  fully. 
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Question  for  the  Record  Submitted  to 

Deputy  Assistant  Secretary  of  State  Thomas  E.  McNamara 

by  Senator  Thad  Cochran 

Committee  on  Governmental  Affairs 

June  15,  1994 


Question: 

2.   There  are  clearly  problems  with  export  control  coordination 
within  the  executive  branch. 

o  How  would  each  of  you  propose  to  remedy  these  problems? 

o  Do  you  believe  there  should  be  one  central  watchlist 
within  the  executive  branch? 

o   Is  legislation  necessary  to  address  this  problem? 


Answer: 

The  GAO  has  provided  some  very  valuable  clues  about  how  we 
might  approach  sharing  information  among  export  licensing  and 
control  agencies,  particularly  State  and  Commerce.   We  already 
cooperate,  but  coordination  needs  to  be  strengthened. 

Our  two  agencies  have  already  begun  to  hold  technical 
expert-level  discussions  to  determine,  in  detail,  what 
information  each  holds  is  mutually  relevant  and  how  it  can  be 
exchanged  in  a  effective  and  efficient  manner.   One  area  that 
may  be  improved  readily  is  the  sharing  of  derogatory 
information  developed  or  verified  during  the  conduct  of  end-use 
checks.   Scheduled  exchanges  of  certain  categories  of 
information  and  computer  dial-up  capabilities  to  check 
information  data  bases  may  be  other  fruitful  avenues  of 
endeavor. 
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A  central  executive  branch  watch  list  is  likely  to  be 
unwieldly  because  of  its  length,  impractical  to  coordinate  on  a 
timely  basis,  and  most  of  all  irrelevant  because  agencies  often 
need  very  different  types  of  information  to  fulfill 
legitimately  different  and  separate  mandates.   Two  agencies. 
State  and  Commerce,  have  principal  jurisdiction  concerning 
exports.   I  believe  both  draw  ably  upon  relevant  information 
that  is  available  from  a  number  of  sources.   Where  there  are 
policy  and  operational  areas  of  common  interest  and  concern  to 
State  and  Commerce,  sharing  information  makes  sense.   We  are 
fully  committed  to  enhancing  exchanges  of  information  in  these 
areas. 

Because  both  agencies  are  actively  working  to  improve 
coordination,  I  do  not  believe  that  new  legislation  is 
necessary. 
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Question  for  the  Record  Submitted  to 

Deputy  Assistant  Secretary  of  State  Thomas  E.  McNaraara 

by  Senator  Thad  Cochran 

Committee  on  Governmental  Affairs 

June  15,  1994 


Question: 

3.   What  role  does  the  CIA's  nonproliferation  center  have  in 
the  export  license  approval  process?  Does  the  CIA  have  its  own 
separate  and  distinct  watch  list? 


Answer: 

The  Nonproliferation  Center  (NPC)  does  not  and  should  not 
have  a  formal  role  in  the  State  licensing  process.   It  does, 
however,  serve  as  a  clearinghouse  for  intelligence  information 
related  to  munitions  exports  and  trafficking.   Such  information 
is  regularly  passed  to  the  Office  of  Defense  Trade  Controls 
through  State's  Bureau  of  Intelligence  and  Research  (INR),  and 
is  carefully  reviewed  in  bi-weekly  meetings  of  the  Technology 
Transfer  Working  Group  (TTWG),  which  is  chaired  by  State. 

The  CIA  maintains  certain  information  about  arms  exports 
and  transfers.   The  relevant  portions  of  this  data  are  made 
available  to  us  through  the  mechanisms  already  described  (INR, 
TTWG)  as  well  as  through  other  intelligence  reports  and 
briefings.   Questions  for  more  specific  information  should  be 
addressed  to  the  NPC. 
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Question  for  the  Record  Submitted  to 

Deputy  Assistant  Secretary  of  State  Thomas  E.  McNamara 

by  Senator  Thad  Cochran 

Committee  on  Government  Affairs 

June  15,  1994 


Question: 

4.   What  role  does  the  Defense  Department  have  in  the  review  of 
export  license  applications  on  dual-use  items  that  aren't  part 
of  our  Foreign  Military  Sales  Program  and  don't  go  through  the 
Pentagon's  Defense  Security  Assistance  Administration? 


Answer: 

I  defer  to  my  Commerce  Department  colleague  regarding  the 
licensing  of  dual-use  items  since  these  commodities  fall  under 
Commerce's  export  control  jurisdiction. 

About  27  percent  of  the  50,000  munitions  license 
applications  received  annually  by  State  are  referred  to  the 
Defense  Department  for  technical  evaluation  and  review  of 
related  national  security  concerns. 
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United  States  Department  of  State 
Washington,  D.C.     20520 

20 


Dear  Mr.  Chairman: 

We  are  replying  to  your  letter  of  June  17  to  Acting 
Assistant  Secretary  for  Political-Military  Affairs 
Thomas  McNamara  in  which  you  pose  follow-up  questions 
concerning  the  Defense  Trade  Advisory  Group  (DTAG)  and  other 
license-specific  issues.   On  June  15,  Mr.  McNamara  testified 
before  you  on  the  U.S.  arms  export  licensing  system. 

The  DTAG  is  the  only  formal  channel  allowing  private  sector 
individuals  to  advise  the  Department  on  defense  trade  issues. 
Since  its  initial  establishment  in  February  1992,  it  has  made 
recommendations  on  the  U.S.  conventional  arms  transfer  policy 
review,  U.S.  arms  transfer  policy  towards  Taiwan,  automation  of 
the  munitions  licensing  process,  and  continued  revision  of  U.S. 
export  regulations.   Its  ambitious  1994  Work  Plan  includes 
advising  on  the  development  of  a  comprehensive  foreign 
availability  database  and  examining  U.S.  arms  transfer  policy 
tov/ards  Latin  America  and  South  Africa,  upgrades  of  Soviet  bloc 
equipment,  and  the  Export  Administration  Act.   Department 
Principals  value  the  group's  suggestions,  and  we  are  pleased 
that  you  have  taken  an  interest  in  this  important  advisory 
committee. 

We  hope  our  responses  to  your  questions  will  be  helpful  to 
you  and  your  colleagues  on  the  Committee  on  Governmental 
Affairs.   Please  do  not  hesitate  to  contact  us  again  if  we  can 
be  of  further  assistance. 

Sincerely, 

Wendy  R.  Sherman 
Assistant  Secretary 
Legislative  Affairs 


The  Honorable 

David  Pryor, 

Chairman,  Subcommittee  on  Federal  Services, 
Post  Office,  and  Civil  Service, 
United  State  Senate. 
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Question  for  the  Record  Submitted  to 

Acting  Assistant  Secretary  of  State  Thomas  E.  McNamara 

by  Senator  David  Pryor 

Committee  on  Governmental  Affairs 

June  15,  1994 


Question; 

I  request  a  list  of  the  members  of  the  Defense  Trade 
Advisory  Group  (DTAG),  including  the  companies  or  institutions 
they  represent.   I  also  request  a  list  of  the  Working  Groups  of 
the  DTAG. 


Answer: 

The  DTAG  is  divided. into  Policy,  Regulatory,  and  Technical 
Working  Groups.   The  Policy  Working  Group  (PWG)  advises  the 
Department  on  defense  trade  and  technology  transfer  policies. 
The  Regulatory  Working  Group  (RWG)  considers  regulatory  and 
licensing  procedures  applicable  to  defense  articles,  services, 
and  technical  data.   The  Technical  Working  Group  (TWG)  deals 
with  technical  issues  involving  the  U.S.  Munitions  List 
(USML) .   The  DTAG  Chair  and  Vice-Chair  head  the  PWG,  while  the 
RWG  and  TWG  have  their  own  Chairs. 

The  Assistant  Secretary  of  State  for  Political-Military 
Affairs  (PM)  appoints  the  DTAG  officers  and  members.   The  DTAG 
Executive  Secretary  and  Designated  Federal  Qfficial  is  William 
Pope,  Director  of  PM's  Office  of  Export  Control  Policy 
(PM/EXP) .   Membership  on  the  committee  is  for  a  two-year  term. 
Listed  are  the  1994-96  members  and  their  affiliations. 


DTAG  Policy  Working  Group 

DTAG/PWG  Chair:   William  Schneider,  Jr. 

International  Planning  Services 

DTAG/PWG 

Vice-Chair:      Ramona  Hazera 

Northrop-Grumman 

PWG  Members:     Burton  Bacheller  II,  McDonnell  Douglas 
James  Blackwell,  SAIC 

Edward  Bursk,  Raytheon  Overseas  Limited 
Samuel  Baker,  American  Defense  Preparedness 

Association  (ADPA) 
Tyrus  Cobb,  Business  Executives  for  National 

Security 
Vincent  DeCain,  NQMOS  Corporation 
Jacob  Goodwin,  Bulova  Technologies 
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PWG  Members:   Ruth  Greenstein,  Institute  for  Defense  Analysis 
(cont.)     Joel  Johnson,  Aerospace  Industries  Association 
Norman  Jorstad,  Institute  for  Defense  Analysis 
Robert  Martin,  Motorola 
Boyd  McKelvain,  General  Electric 
Michael  McMillan,  E-Systems 
Jack  Merritt,  Association  of  the  U.S.  Army 
Willard  Mitchell,  Teledyne  Industries 
James  Nelson,  Martin  Marietta 
Janne  Nolan,  Brookings  Institution 
Edward  O'Connor,  GMA,  Inc. 
Alan  Piatt,  Gibbon,  Dunn  &  Crutcher 
Bob  Ramsey,  Lockheed 
Henry  Sechler,  General  Dynamics 
Ronald  Singer,  GE  Aircraft  Engines 
Willis  Smith,  Boeing 
Anna  Stout,  ALESA 

Maxwell  Thurman,  Association  of  the  U.S.  Army 
Donald  Weadon,  Dickstein,  Shapiro  &  Morin 


DTAG  Regulatory  Working  Group 

RWG  Chair;    Jerome  Eiler 

Northrop-Grumman 

RWG  Members:   Giovanna  Cinelli,  Gardner,  Carton  &  Douglas 

Richard  Colton,  Science  Applications  International 

Debi  Davis,  Martin  Marietta 

Patrick  Donovan,  Honeywell 

Richard  Gogolkiewicz,  General  Dynamics 

Robert  Lee,  Varian  Associates 

Judith  Morehouse,  Boeing 

Joyce  Poetzl,  McDonnell  Douglas 

Stuart  Quigg,  Q  International 

Victoria  Ralston,  Lockheed 

George  Rao,  Allied  Signal  Aerospace 

Thomas  Reed,  Rockwell  International 

Richard  Sandifer,  Ingalls  Shipbuilding 

Kevin  Shannon,  Electronic  Industries  Association 

Stephen  Story,  Federal  Express 

DTAG  Technical  Working  Group 

TWG  Chair:    Mike  Richey 

Litton  Industries 

TWG  Members:  Philip  Gast,  Burdeshaw  Associates,  Ltd. 
Harry  Halamandaris,  Teledyne  Industries 
John  Kopecky,  Pratt  &  Whitney 

James  Matchett,  General  Electric  Aircraft  Engines 
Douglas  McCormac,  TRW  Components  International 
Robert  Oliver,  Delco  Electronics 
Joseph  Yang,  Westinghouse  Electric 
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Question  for  the  Record  Submitted  to 

Acting  Assistant  Secretary  of  State  Thomas  E.  McNamara 

by  Senator  David  Pryor 

Committee  on  Governmental  Affairs 

June  15,  1994 


Questjpn: 

Please  supply  a  list  of  any  meetings  that  State  has  held 
with  other  groups  to  discuss  arms  export  matters.   For  example, 
has  a  senior  State  Department  official  ever  met  with 
representatives  from  the  Arms  Trade  Working  Group,  a  coalition 
of  public  interest  groups?   Does  State  think  that  such  a 
meeting  would  be  advisable?  Why  or  why  not? 

Answer; 

State,  and  in  particular  the  staff  of  PM  and  the  Under 
Secretary  for  International  Security  Affairs,  meet  frequently 
with  private  sector  persons  and  groups  on  a  wide  range  of 
defense  trade  issues.   For  example,  the  Director  of  the  PM 
Bureau's  Office  of  Export  Control  Policy  (PM/EXP)  met  with 
eight  members  of  the  Arms  Trade  Working  Group  in  February 
1994.   Discussion  focussed  on  the  Clinton  Administration's 
evolving  conventional  arms  transfer  policy.   In  addition. 
Office  of  Defense  Trade  Controls  (PM/DTC)  staff  meet  frequently 
with  industry  associations  such  as  the  Society  for 
International  Affairs  (SIA),  Aerospace  Industry  Association 
(AIA) ,  and  Electronic  Industry  Association  (EIA) . 

The  Department  encourages  a  government-industry  dialogue  on 
defense  trade  issues,  as  such  interaction  allows  each  to 
consider  the  other's  point  of  view.   Accordingly,  State 
officials  will  continue  to  meet  with  industry  representatives 
at  their  request,  either  in  formal  sessions  such  as  structured 
conferences,  or  in  smaller  meetings  on  specific  topics.   These 
sessions  allow  State  to  explain  the  rationale  behind  U.S.  arms 
transfer  policies.   We  note  that  arms  transfers  are  important 
foreign  policy  instruments:   we  authorize  only  those  transfers 
which  advance  U.S.  national  security,  foreign  policy,  and 
nonproliferation  objectives,  and  would  not  approve  a  proposed 
arms  sale  on  the  basis  of  commercial  considerations. 
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Question  for  the  Record  Submitted  to 

Acting  Assistant  Secretary  of  State  Thomas  E.  McNamara 

by  Senator  David  Pryor 

Committee  on  Governmental  Affairs 

June  15,  1994 


I 


Question: 

For  fiscal  years  1992  and  1993,  please  provide  a  list  of 
the  DTAG  members  and  the  number  of  arms  export  licenses  they 
received  from  State. 


Answer; 

The  DTAG  members  for  the  1992-94  term  are  the  members  who 
served  during  FY" 92  -  FY* 93.   The  Office  of  Defense  Trade 
Controls  (PM/DTC)  maintains  a  database  which  records  the  number 
of  licenses  which  the  defense  manufacturing  companies  the 
members  represent  received  during  that  period.   This 
information  is  listed  below. 

We  wish  to  point  out  that  there  is  no  connection  between 
the  number  of  export  licenses  the  Department  approves  for  a 
company  and  its  membership  in  DTAG. 


COMPANY 

Number  of  Licenses 

Number  of  Licenses 

for  FY' 92 

for  ¥Y'9Z 

Boeing 

141 

200 

Bulova 

24 

49 

Corning 

2 

5 

E-Systems 

167 

148 

General  Dynamics 

351 

167 

General  Electric 

591 

456 

General  Motors 

89 

78 

Grumman 

63 

72 

Hughes  Aircraft 

345 

703 

Litton 

1,101 

1,068 

Lockheed 

177 

693 

LTV  Aerospace 

69 

3 

Martin  Marietta 

121 

336 

McDonnell  Douglas 

356 

339 

Motorola 

958 

987 

Northrop 

107 

138 

Pratt  &  Whitney 

33 

9 

Raytheon 

365 

358 

Rockwell 

750 

856 

SAIC 

43 

37 

Smith  and  Wesson 

609 

597 

Smiths  Industries 

139 

94 

Teledyne 

325 

411 

Var ian 

134 

171 

Westinghouse 

204 

149 
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Question  for  the  Record  Submitted  to 

Deputy  Assistant  Secretary  of  State  Thomas  E.  McNamara 

by  Senator  David  Pryor 

Committee  on  Governmental  Affairs 

June  15,  1994 


Question: 

1.   You  testified  that  the  company  that  has  been  convicted  of 
selling  to  Iran,  and  then  received  three  licenses  from  State, 
was  party  to  a  plea-bargaining  agreement.   When  GAO  met  with 
DTC  employees  they  were  unaware  of  this  agreement.   Please 
provide  all  relevant  documents  that  demonstrate  that  DTC  was 
granting  these  licenses  with  full  knowledge  of  the  prior 
conviction. 


Answer : 

On  September  10,  1991,  when  the  Department  developed  enough 
adverse  information  to  have  reasonable  cause  to  believe  that 
the  company  in  question  had  conspired  to  violate  and  had 
violated  section  38  of  the  Arms  Export  Control  Act,  further 
export  privileges  were  denied  and  a  number  of  licenses  to  which 
it  was  a  party  were  suspended.   As  part  of  the  ensuing  plea 
bargain  arrangement,  the  host  government  of  the  company  and  the 
USG  held  detailed  exchanges  about  our  individual  and  mutual 
foreign  policy  and  national  security  interests.   In  this 
context,  there  was  a  thorough  review  of  the  limited  number  of 
weapons  systems  and  subsystems  needed  on  a  priority  basis  to 
support  those  critical  interests.   As  part  of  the  plea  bargain 
arrangement,  the  USG  agreed:  a)  to  consider,  on  a  case-by-case 
transactional  basis,  licenses  and  approvals  related  to  these 
military  needs  and  involving  the  company  in  question  in  support 
of  the  foreign  government,  and  b)  to  rescind  suspension  of 
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other  licenses  and  approvals  related  to  these  weapons.   For  the 
record,  I  am  submitting  various  public  documents,  including  the 
consent  agreement,  that  describe  our  legal  and  operational 
handling  of  this  matter. 


147 


UNITED  STATES  DEPARTMENT  OF  STATE 

BUREAU  OF  POLITICO-MILITARY  AFFAIRS 

WASHINGTON,  D.C.  20520 


In  The  Matter  of: 

JAPAN  AVIATION 

ELECTRONICS  INDUSTRY  LTD. 
Tokyo,  Japan 

Respondent 


QRDEP 

The  Office  of  Defense  Trade  Controls,  Bureau  of 
Politico-Military  Affairs,  United  States  Department  of  State 
(Department),  having  determined  to  initiate  an  administrative 
proceeding  against  Japan  Aviation  Electronics  Industry  Ltd. 
(JAE)  pursuant  to  Section  38(e)  of  the  Arms  Export  Control  Act 
(the  Act)  (22  U.S.C.  §  2778(e))  and  Section  127.6  of  the 
International  Traffic  In  Arms  Regulations  (22  C.F.R.  Parts 
120-130)  (the  Regulations)  based  on  allegations  that  JAE 
violated  Section  38(c)  of  the  Act  (22  U.S.C.  §  2778(c))  and  the 
Regulations,  in  that  JAE  transferred  or  caused  to  be  transferred 
to  Iran,  in  1984-87,  defense  articles  covered  by  the  U.S. 
Munitions  List  (22  C.F.R.  §  121.1),  without  the  prior  written 
approval  of  the  Department  of  State,  as  set  forth  in  tlie 
proposed  Charging  Letter; 
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The  Department  and  JAE  having  entered  into  a  Consent 
Agreement  whereby  the  parties  have  agreed  to  settle  this  matter 
by  the  payment  by  JAE  to  the  Department  of  a  civil  penalty  in 
the  amount  of  $5,000,000.00  (five  million  dollars),  and; 

The  terms  of  the  Consent  Agreement  having  been  approved  by 
me; 

IT  IS  THEREFORE  ORDERED: 

FIRST,  a  civil  penalty  in  the  amount  of  $5,000,000.00  (five 
million  dollars)  is  assessed  against  JAE.   JAE  shall  pay  the 
civil  penalty  to  the  Department  by  cashier's  check  or  certified 
check  made  payable  to  the  Department  of  State  within  ten  days  of 
the  time  of  JAE's  conviction  in  the  U.S.  District  Court  for  the 
District  of  Columbia,  in  a  related  criminal  case  (Criminal 
Number  91-516); 

SECOND,  the  Department's  Notice  of  September  10,  1991,  which 
suspended  all  existing  licenses  and  other  approvals,  granted 
pursuant  to  Section  38  of  the  Act,  that  authorize  the  export  or 
transfer  by,  for  or  to,  JAE  and  any  other  subsidiary  or 
associated  company,  of  defense  articles  or  defense  services,  is 
rescinded; 
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THIRD,  statutory  debarment  for  a  period  of  three  years  from 
the  date  of  conviction,  with  the  last  two  years  suspended,  is 
imposed  against  JAE.   If  at  any  time  during  the  period  of 
suspension  there  is  reason  to  believe  that  JAE  has  violated  any 
provisions  of  the  Act  and  Regulations,  or  any  of  the  statutes 
enumerated  in  Section  38(g)(1),  the  Department  may  promptly 
reimpose  statutory  debarment; 

FOURTH,  that  the  proposed  Charging  Letter,  the  Consent 
Agreement  and  this  Order  shall  be  made  available  to  the  public. 

This  Order  becomes  effective  on  the  date  of  conviction  in 
the  United  States  District  Court,  District  of  Columbia,  of  the 
plea  to  which  JAE  and  the  Department  of  Justice  have  agreed  in 
the  related  criminal  case. 


y 

Richer 

Assistant  Secretary 

for  Politico-Military  Affairs 


Entered  this   ^^^ 


_day  of    March 


1992 
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Question  for  the  Record  Submitted  to 

Deputy  Assistant  Secretary  of  State  Thomas  E.  McNamara 

by  Senator  David  Pryor 

Committee  on  Governmental  Affairs 

June  15,  1994 


Question; 

2.   Were  you  aware  of  these  large  gaps  in  your  watchlist? 

Answer; 

We  are  examining  the  information  provided  by  the  GAO  very 
carefully  to  determine  the  magnitude  of  any  problems  with  the 
organization  and  content  of  our  Watch  List. 

DTC  regularly  receives  compliance  information  from  the  GSA, 
ACDA,  the  Defense  Department,  the  Commerce  Department,  the 
Justice  Department,  the  U.S.  Customs  Service,  the  Treasury 
Department,  and  the  Intelligence  Community,  in  addition  to 
information  generated  by  its  own  compliance  enforcement 
activities  (including  Blue  Lantern  end-use  checks). 

Some  agencies,  especially  GSA,  Commerce,  Justice,  Treasury, 
and  the  Customs  Service  provide  various  lists  of  ineligible 
parties  and  of  parties  convicted  of  violating  export  control 
laws  and  regulations.   Other  sources  of  information,  including 
the  Intelligence  Community,  open  press  reports,  and  DTC's  own 
efforts  produce  information  in  smaller  "packets"  often  relating 
to  individual  incidents  or  inquiries. 
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Where  the  information  is  appropriate  and  its  inclusion 
practical,  these  lists  and  other  pieces  of  information  are 
incorporated  into  the  DTC  Watch  List.   The  lists  from  some 
sources  (GSA  and  Justice,  for  example)  can  be  entered 
electronically.   Manual  entry  of  data  from  other  sources  is 
limited  by  human  resource  problems.   Often  the  information  must 
first  be  reviewed  by  the  Compliance  Division  to  determine  if  it 
warrants  inclusion  in  the  Watch  List,  and  then  it  must  be 
manually  entered.   For  example,  the  principal  lists  received 
from  the  Department  of  Commerce  (which  includes  information 
received  from  DTC  by  that  agency),  has  over  7,000  names  which 
must  be  reviewed  and  manually  entered,  with  appropriate 
adjustments  in  format  to  make  the  information  usable  within  the 
DTC  system. 
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Question  for  the  Record  Submitted  to 

Deputy  Assistant  Secretary  of  State  Thomas  E.  NcNamara 

by  Senator  David  Pryor 

Committee  on  Governmental  Affairs 

June  15,  1994 


Question: 

3.   What  specific  actions  have  you  undertaken  to  correct  these 
gaps? 


Answer ; 

During  the  Summer  of  1993,  DTC  staff  put  in  hundreds  of 
hours  reviewing  each  entry  in  the  DTC  Watch  List,  standardizing 
the  format  for  thousands  of  entries,  categorizing  the  various 
entries  by  their  source  and/or  by  the  nature  of  the  concerns 
regarding  a  particular  party  named  in  the  list,  and  organizing 
the  various  supporting  records.   The  DTC  Watch  List  now  numbers 
over  33,000  entries  and  will  continue  to  grow  as  DTC  continues 
to  improve  its  procedures  for  vetting  and  updating  the 
information  included  in  the  Watch  List. 

To  ensure  that  the  DTC  Watch  List  is  properly  updated  and 
monitored,  we  have  formally  assigned  a  Compliance  Division 
employee  responsibility  for  monitoring  the  watchlist  and 
receipt  of  information  from  other  agencies  which  is  produced  at 
regular  intervals. 

We  have  reinvigorated  efforts — via  export  meetings — to 
overcome  any  legal,  practical,  and  especially  technical 
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obstacles  to  improving  the  exchange  of  Watch  List  information 
with  Commerce. 

We  continue  to  exchange  other  forms  of  information  relating 
to  export  concerns  via  interagency  coordinating  groups  like  the 
Technology  Transfer  Working  Group  and  the  Missile  Technology 
Export  Control  committee. 
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Question  for  the  Record  Submitted  to 

Deputy  Assistant  Secretary  of  State  Thomas  E.  McNamara 

by  Senator  David  Pryor 

Committee  on  Government  Affairs 

June  15,  1994 


Question: 

4.   Because  DTC  was  not  reading  the  sales  reports  on 
manufacturing  agreements,  you  are  now  going  to  a  system  of 
self -reporting.   How  many  audits  will  you  perform  on  an  annual 
basis  to  ensure  that  these  reports  are  accurate?   Who  will 
perform  these  audits? 

Answer : 

DTC  is  exploring  a  system  of  self-reporting  by  applicants 
to  verify  receipt  of  annual  sales  reports  required  for  approved 
agreements.   The  applicant  to  the  agreement  would  be  required 
to  certify  to  DTC  annually  by  letter  that  it  has  received  a 
sales  report  from  the  foreign  party  and  that  sales  have  been 
made  only  to  authorized  countries  and  end-users.   DTC  staff 
would  audit  the  receipt  of  the  responses.   In  addition, 
individual  companies  would  be  selected  to  provide  copies  of  the 
annual  reports  for  DTC  personnel  to  inspect.   Finally,  DTC 
could  conduct  quarterly  on-site  inspections  of  randomly 
selected  companies.   Should  a  system  of  on-site  inspections  be 
implemented,  DTC  anticipates  sending  personnel  to  company 
facilities  for  inspections  of  their  recordkeeping  and  export 
licensing  and  compliance  procedures  and  policies. 
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UNnraOTATES  DEPARfTMENT  OF  COMMERCE 
iiw  Ummt  SacratwY  for  Eiiimit  AiliiiliilBtntliin 

WasNngcon.  O.a  aCB30 

July   18,    1994 


The  Honorable  David  Pryor 

Chairman,  Subcommittee  on  Federal  Services 

Committee  on  Governmental  Operations 

United  States  Senate 

Washington,  D.C.   20510-6250 

Dear  Senator  Pryor: 

As  you  requested  in  your  letter  of  June  17,  1994,  I  am 
transmitting  my  answers  to  your  questions  following  up  my 
testimony  on  June  15.   I  have  also  enclosed  answers  to 
separate  questions  submitted  by  Senator  Cochran.   I  will  be 
pleased  to  answer  any  further  questions  you  might  have. 

Sincerely, 


William  A.  Reinsch 
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Responses  to  Questions  for  Under  Secretary  Relnsch  from 
Senator  Pryor 

1)  O:   Were  vou  aware  of  these  gaps  in  your  watchlist? 

A:   Although  our  established  procedures  have  identified  more  than 
33,000  names  for  inclusion  on  the  watchlist,  we  learned  from  the 
General  Accounting  Office  (GAO)  study  that  we  were  making  less 
than  full  use  of  two  sources  of  names.   These  sources  are  the 
Department  of  Justice  listings  of  significant  export  control 
cases  and  names  from  the  Department  of  State's  Office  of  Defense 
Trade  Controls  watchlist  which  are  relevant  to  dual  use  controls. 
We  are  obtaining  this  information  now  and  we  will  incorporate  the 
names  into  our  watchlist. 

2)  O:   Will  vou  conduct  an  investigation  of  the  cases  cited  bv 
GAO  to  deteirmine  what  harm  may  have  occurred  to  U.S.  national 
aecuritv? 

A:   BXA  requested  the  license  numbers  of  these  cases  from  GAO 
when  it  first  reported  its  findings  to  us.   As  of  July  13,  they 
have  not  provided  them.   When  we  receive  the  data,   we  will 
examine  it  to  determine  if  any  harm  to  U.S.  national  security 
occurred. 

3)  O:   Does  it  concern  vou  that  Commerce  approved  49  licenses 
despite  negative  intelligence  information  on  the  person  or 
company  applying  for  a  license? 

I  assume  this  question  refers  to  page  8  of  GAO's  report,  where 
GAO  states  that  "Commerce  approved  49  licenses  after  its  pre- 
license  checks  failed  to  corroborate  the  negative  intelligence 
information  involving  the  parties  on  the  applications."   I  cannot 
speak  specifically  about  these  49  licenses  because  GAO  has  not 
yet  identified  them  for  our  review. 

The  committee  should  keep  in  mind,  however,  that  intelligence 
information  is  only  one  of  the  tools  used  in  determining  the 
national  security  or  proliferation  risk  of  a  proposed  export. 
We  may  decide,  after  thorough  interagency  consultation,  that  an 
export  does  not  make  a  material  contribution  to  any  activities 
of  concern  and  is  entirely  appropriate  for  the  stated  end  use, 
a  known  benign  activity  of  the  same  consignee.   For  example,  in 
years  past,  we  might  have  formally  considered  the  export  of  a  low 
level  computer  to  handle  personnel  records  or  payroll,  even  if 
the  recipient  was  a  questionable  end  user.   (Such  computers  have 
subsequently  been  largely  decontrolled.)   As  I  testified  at  the 
hearing,  the  presence  of  a  name  on  our  watchlist  is  generally 
not,  in  itself,  grounds  for  denial. 


157 


4)  Qj — WiJ.1  you  conduct  an  inveatiaation  of  these  cases  and 
analyze  what  harm  mav  have  been  done  to  U.S.  national  security? 
For  both  this  answer,  and  the  answer  to  question  2.  please 
provide  me  with  an  unclassified  version  of  your  review. 

A:   As  noted  in  our  answer  to  Question  2,  we  will  be  able  to 
review  these  cases  as  soon  as  the  GAO  identifies  them.   I  will 
send  you  an  unclassified  version  of  the  review  when  it  is 
completed. 
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Response  to  Additional  Questions  for  Under  Secretary  Reinsch  from 
Senator  Cochran 

1)  O:   Please  explain  how  the  various  watchlists  are  formulated. 
How  often  are  thev  updated?   On  what  grounds?  Are  the  lists 
disseminated  to  departments  and  agencies  that  are  part  of  the 
process  each  time  they're  updated? 

A:   Commerce's  watchlist  is  a  computerized  database  that  contains 
more  than  33,000  names.   Commerce  special  agents  or  analysts  add 
names  to  the  watchlist  when  they  need  to  review  validated  export 
license  applications  involving  those  parties.   They  remove  names 
from  the  watchlist  if  they  no  longer  need  to  conduct  such 
reviews.   Changes  to  the  watchlist  are  made  whenever  the  need 
arises.   Since  the  "list"  is  really  a  computerized  database  it  is 
updated  almost  instantaneously  throughout  the  day.   The  reasons 
for  placing  a  name  on  our  watchlist  include  such  things  as: 
information  that  a  party  may  be  involved  in  attempted  illegal 
exports;  that  it  may  support  terrorist  activities;  that  its 
products  are  sought  by  countries  or  end  users  to  whom  they  would 
be  denied;  or  the  party  itself  is  denied  export  privileges. 

We  do  not  transmit  the  entire  watchlist  to  all  agencies  involved 
in  the  export  license  decision  making  process  each  time  it  is 
updated.   To  do  so  would  serve  no  useful  purpose.   All 
applications  are  screened  against  the  watchlist.   We  use 
information  from  other  agencies  when  deciding  to  place  names  on 
the  watchlist.   However,  we  do  compile  a  list  of  the  entities, 
derived  from  our  watchlist,  that  represent  the  greatest  export 
control  concerns.   We  distribute  this  list  annually  to  all 
executive  branch  agencies  involved  in  export  control  issues.   We 
also  send  it  to  all  U.S.  diplomatic  posts  for  their  use  in  export 
control  matters.   This  publication  includes  approximately  7000 
names . 

2)  O:   There  are  clearlv  problems  with  export  control 
coordination  within  the  executive  branch. 

o  How  would  each  of  vou  propose  to  remedy  these  problems? 

o  Do  vou  believe  there  should  be  one  central  watchlist 
within  the  executive  branch? 

o  Is  legislation  necessary  to  address  this  problem? 

I  understand  the  coordination  problems  to  which  you  refer  come 
from  the  General  Accounting  Office's  (GAO)  recommendation  that 
Commerce  and  State  coordinate  more  on  exchange  of  watchlists. 

As  I  testified,  in  response  to  GAO's  recommendations,  we  have 
agreed  to  both  make  available  to  State  all  portions  of  our 
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watchlist  they  deem  relevant  to  their  license  reviews  and  to 
review  their  watchlist  with  the  same  intent.   BXA  has  taken  the 
following  actions  to  fulfill  that  commitment, 

o    We  have  met  with  the  Office  of  Defense  Trade  Controls  (DTC) 
at  the  State  Department  and  reviewed  their  watchlist  in 
detail,  and  they  have  reviewed  ours. 

o    We  are  exploring  the  feasibility  of  electronic  exchange  of 
relevant  watchlist  information  between  State  and  Commerce. 

0  Before  the  end  of  July,  we  intend  to  contact  all  diplomatic 
posts  requesting  that  they  send  copies  of  their  unfavorable 
pre- license  check  and  post -shipment  verification  responses 
to  both  DTC  and  Commerce. 

We  have  also  agreed  to  provide  feedback  to  the  original  source 
agency  when  our  pre-license  check  information  is  at  variance  with 
their  information. 

There  are  sufficient  variations  in  the  lists  and  the  missions  of 
the  two  agencies  that  separate  lists  are  desirable.   For  example, 
DTC's  list  contains  names  of  parties  debarred  from  government 
contracts  by  the  General  Services  Administration  and  parties 
whose  DTC  registrations  have  expired.   Neither  of  these  facts  is, 
by  itself,  relevant  to  a  licensing  decision  regarding  Commerce 
controlled  items. 

1  believe  the  Administration's  proposed  Export  Administration  Act 
is  the  only  legislation  we  require  to  continue  the  improvements 
we  have  undertaken  to  make  our  licensing  decisions  more  accurate, 
consistent  and  timely. 

3)   O:   What  role  does  the  CIA's  Nonproliferation  Center  have  in 
the  export  license  approval  process?   Does  the  CIA  have  its  own 
separate  and  distinct  watchlist? 

The  Nonproliferation  Center  (NPC)  does  not  recommend  approval  or 
denial  of  license  applications.   It  provides  the  raw  intelligence 
data  that  helps  the  technical  experts  in  the  reviewing  agencies 
determine  the  national  security  or  proliferation  risks  in  a 
particular  transfer  of  commodities  or  technology.   It  is 
important  to  note  that  in  addition  to  getting  direct  referral  of 
cases  for  all  countries  of  concern,  NPC  is  represented  on  the 
interagency  groups  dealing  with  cases  that  are  controlled  for 
nuclear,  missile  technology  and  chemical  and  biological  weapons 
reasons.   It  provides  intelligence  information  and  briefings  in 
these  meetings  at  a  higher  level  of  classification  than  is 
readily  accessible  to  our  licensing  staff.   We  are  also  moving 
toward  100%  case  referral  to  the  NPC. 
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I  understand  that  the  CIA  does  not  have  a  watchlist  in  the  sense 
of  retaining  a  list  of  names  against  which  all  export  license 
applications  are  screened.   The  CIA  furnishes  the  Department  of 
Commerce  with  information.   BXA  then  determines  whether  the 
information  merits  placing  a  name  on  its  watchlist. 

4)   O:   What  role  does  the  Defense  Department  have  in  the  review 
of  export  license  applications  on  dual-use  items  that  aren't  part 
of  our  Foreign  Military  Sales  Program  and  don't  qo  through  the 
Pentagon's  Defense  Security  Assistance  Administration? 

The  Department  of  Defense,  Defense  Technology  Security 
Administration  (DTSA) ,  reviews  all  Commerce  licenses  for  a 
selected  group  of  countries  of  concern.   It  is  also  represented 
on  the  interagency  groups  that  evaluate  applications  of 
proliferation  concern.   This  gives  DTSA  access  to  all  cases  that 
are  reviewed  for  missile  technology  and  chemical/biological 
weapons  concerns,  as  well  as  the  more  sensitive  cases  reviewed 
for  nuclear  concerns.   They  also  participate  in  the  interagency 
groups  that  review  export  applications  that  are  escalated  because 
they  were  not  resolved  at  the  working  level. 

In  addition,  when  the  new  Export  Administration  Act  is  approved 
and  goes  into  effect,  all  agencies  involved  in  dual  use  licensing 
will  be  able  to  review  euiy  applications  they  choose  to  see. 
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AN    INDEPENDENT    NEWSPAPER 

Rwanda  ^s  Arms  Suppliers 


THE  DEATH  TOLL  in  Rwanda  would  have 
been  horrendous  enough  if  weaponry  had 
been  limited  to  local  arms  of  choice — ma- 
chetes and  dubs.  But  imports  of  small  arms, 
machine  guns,  mortars,  artillery  pieces  and  mili- 
tary vehicles  have  helped  push  the  estimated  toll 
toward  a  half-million  and  counting.  A  month  ago 
the  Security  Council,  to  interdict  resupply,  pro- 
■  nounced  a  general  arms  embargo.  But  the  United 
Nations  commander  on  the  ground  now  says: 
The  horror  show  continues.  Both  sides  still  have 
resources  and  a  capability  to  fight  on.' 

A  new  phase  in  the  old  business  of  arms  sales 
has  come  into  being  with  the  post-G)ld  War 
proliferation  of  ethnic  and  tribal  conflicts  within 
countries.  The  resulting  arms  demand  has  tempt- 
ed suppliers  around  an  ostensibly  more  peaceiful 
world  to  keep  their  defense  industries  running 
and  profitable.  Sooner  or  later,  you  would  think, 
poorer  biqrers  run  up  against  their  credit  limits. 
But  what  is  for  a  big  country  a  trivial  budget  of  a 
few  million  dollars  can  keep  a  small  country  flush 
with  weapons. 

This  is  how  the  killer  Hutu  government  of 
Rwanda  has  received  arms  or  advice  from  its 
tongtime  military  patron  France,  from  Egypt, 
whose  rocket  launchers  are  currently  pounding 
Kigali,  and  from  the  old  South  Africa.  The  new 
South  Africa's  president.  Nelson  Mandela,  sees 


"nothing  wrong"  with  selling  arms  for  defense 
and  promises  that  his  country's  exports  won't  get 
into  the  "wrong  hands." 

"Merchants  of  death"  are  an  easy  target,  and 
sometimes  a  iak  one.  Arms  sales  to  rogue  states, 
ones  that  flout  the  international  rules,  must  be 
aggressively  limited,  and  some  countries  are  just 
plain  overarmed.  But  otherwise  the  target  has  to 
be  narrowed.  Measured  selling  to  states  whose 
sovereignty  and  security  are  at  risk  from  across  a 
border  needs  to  be  distinguished  from  profligate 
selling  to  rogue  states  or  vengeful  elements 
creating  bloody  disorder  and  mass  death.  Arms 
sales  ought  to  be  registered  in  a  public  place, 
national  or  intematiooal,  to  permit  outside  re- 
view. 

The  United  States  is  a  secure  and  powerful 
state  with  a  long  record  of  exporting  arms  to 
dubious  governments  and  into  conflict-prone  re- 
gions for  reasons  of  its  own.  It  is  poorly  placed  to 
preach  a  gospel  of  restraint  But  as  a  leading 
global  actor,  the  United  States  is  well  placed  to 
demonstrate  some  restraint:  to  deny  and  police 
sales  to  the  rogue  states,  to  reward  with  more 
aid  countries  that  reduce  military  spending,  to 
extend  transparency  and  to  support  the  linkage 
of  arms  sales  to  the  resolution  of  the  disputes 
they  sometimes  feed. 
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